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EMERGING THREATS: OVERCLASSFICATION 
AND PSEUDO-CLASSIFICATION 


WEDNESDAY, MARCH 2, 2005 

House of Representatives, 
Subcommittee on National Security, Emerging 
Threats, and International Relations, 

Committee on Government Reform, 

Washington, DC. 

The committee met, pursuant to notice, at 1 p.m., in room 2154, 
Rayburn House Office Building, Hon. Christopher Shays (chairman 
of the subcommittee) presiding. 

Present: Representatives Shays, Kucinich, Maloney, Waxman, 
Marchant, Turner, Dent, Van Hollen, Higgins, and Ruppersberger. 

Staff present: Lawrence Halloran, staff director and counsel; J. 
Vincent Chast, chief investigator; R. Nicholas Palarino, senior pol- 
icy advisor; Robert Briggs, clerk; Hagar Hajjar, professional intern; 
Andrew Su, minority professional staff member; and Jean Gosa, 
minority assistant clerk. 

Mr. Shays. A quorum being present, the Subcommittee on Na- 
tional Security, Emerging Threats, and International Relations 
hearing entitled, “Emerging Threats, Overclassification and Pseu- 
do-Classification,” is called to order. 

The cold war cult of secrecy remains largely impervious to the 
new security imperatives of the post-September 11 world. Over- 
classification is a direct threat to national security. Last year, more 
Federal officials classified more information and declassified less 
than the year before. 

In our previous hearing on official secrecy policies, the Depart- 
ment of Defense [DOD], witness estimated that fully half of all the 
data deemed “confidential, secret or top secret” by the Pentagon 
was needlessly or improperly withheld from public view. Further 
resisting the call to move from a need to know to a need to share 
standard, some agencies have become proliferators of new cat- 
egories of shielded data. Legally ambiguous markings, like sen- 
sitive but unclassified, sensitive homeland security information and 
for official use only, create new bureaucratic barriers to informa- 
tion sharing. These pseudo-classifications can have persistent and 
pernicious practical effects on the flow of threat information. 

Today Chairman Davis, Government Management Subcommittee 
Chairman Platts and I asked the Government Accountability Office 
[GAO], to analyze the scope and impact of these categories on criti- 
cal information sharing. The National Commission on Terrorist At- 
tacks upon the United States, referred to as the 9/11 Commission, 
concluded that “Current security requirements nurture overclassi- 

( 1 ) 
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fication and excessive compartmentalization of information among 
agencies. Each agency’s incentive structure opposes sharing with 
risks, criminal, civil and internal administrative sanctions, but few 
rewards for sharing information. No one has to pay the long term 
cost of overclassifying information, though these costs are substan- 
tial.” 

Those costs are measured in lives as well as dollars. Somewhere 
in the vast cache of data that never should have been classified, 
and may never be declassified is that tiny nugget of information 
that if shared, it could be used to detect and prevent the next dead- 
ly terrorist attack. Recently enacted reforms should help focus and 
coordinate disparate elements of the so-called intelligence commu- 
nity to broaden our view of critical threat information. 

The previously ignored, but still unfunded public interest declas- 
sification board has new authority to push for executive branch ad- 
herence to disclosure standards, particularly with regard to con- 
gressional committee requests. But those promising initiatives still 
confront deeply entrenched habits and cultures of excessive secrecy. 
The 9/11 Commission successfully worked through security barriers 
to access and publish the information they needed. But as soon as 
the Commission’s legal mandate expired, heavy-handed declas- 
sification practices reasserted themselves. As a result, release of 
the final staff report on threats to civil aviation was delayed, and 
the version finally made public contains numerous redactions, some 
of which needlessly seek to shield information already released by 
other agencies. 

The cold war was a struggle of the industrial age. The global war 
against terrorism is being waged and must be won by the new 
rules of the information age. Data and knowledge are the strategic 
elements of power. With such a few keystrokes, individuals and 
groups can now acquire technologies and capabilities once the solve 
province of Nation States. Modern adaptable networks asymmet- 
rically attack the rigid hierarchical structures of the past. 

In this environment, there is security in sharing, not hoarding 
information that many more people need to know. We asked our 
witnesses this afternoon in our three panels to help us assess the 
impact of current access restrictions on efforts to create the trusted 
networks and new information sharing pathways critical to our na- 
tional security. We look forward to their testimony and thank them 
for their presence. 

At this time the Chair would recognize the ranking member of 
the subcommittee, Mr. Kucinich. 

[The prepared statement of Hon. Christopher Shays follows:] 
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Statement of Rep. Christopher Shays 
March 2, 2005 

The Cold War cult of secrecy remains largely impervious to the new 
security imperatives of the post-9/1 1 world. Overclassification is a direct threat 
to national security. 

Last year, more federal officials classified more information, and 
declassified less, than the year before. In our previous hearing on official 
secrecy policies, the Department of Defense (DOD) witness estimated that fully 
half of all the data deemed “Confidential,” “Secret” or “Top Secret” by the 
Pentagon was needlessly or improperly withheld from public view. Further 
resisting the call to move from a “need to know” to a “need to share” standard, 
some agencies have become proliferators of new categories of shielded data. 
Legally ambiguous markings like “Sensitive but Unclassified”, “Sensitive 
Homeland Security Information” and “For Official Use Only” create new 
bureaucratic barriers to information sharing. These pseudo-classifications can 
have persistent and pernicious practical effects on the flow of threat infomiatton. 

The National Commission on Terrorist Attacks Upon the United States 
(the 9/1 1 Commission) concluded that, “Current security requirements nurture 
overclassification and excessive compartmentation of information among 
agencies. Each agency’s incentive stracture opposes sharing, with risks 
(criminal, civil and internal administrative sanctions) but few rewards for 
sharing information. No one has to pay the long-term costs of over-classifying 
information, though these costs... are substantial.” 


Page 1 of 2 
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Statement of Rep. Christopher Shays 
March 2, 2005 
Page 2 of 2 


Those costs are measured in lives as well as dollars. Somewhere in the 
vast cache of data that never should have been classified, and may never be 
declassified, is that tiny nugget of information that, if shared, could be used to 
detect and prevent the next deadly terrorist attack. 

Recently enacted reforms should help focus and coordinate disparate 
elements of the so-called “intelligence community” to broaden our view of 
critical threat information. The previously ignored, and still unfunded. Public 
Interest Declassification Board has new authority to push for executive branch 
adherence to disclosure standards, particularly with regard to congressional 
committee requests. 

But those promising initiatives still confi’ont deeply entrenched habits and 
cultures of excessive secrecy. The 9/1 1 Commission successfully worked 
through security barriers to access and publish the information they needed. But 
as soon as the Commission’s legal mandate expired, heavy-handed classification 
practices reasserted themselves. As a result, release of the final staff report on 
threats to civil aviation was delayed. And the version finally made public 
contains numerous redactions, some of which needlessly seek to shield 
information already released by other agencies. 

The Cold War was a struggle of the Industrial Age. The global war 
against terrorism is being waged, and must be won, by the new rules of the 
Information Age. Data and knowledge are the strategic elements of power. 

With just a few keystrokes, individuals and groups can now acquire technologies 
and capabilities once the sole province of nation-states. Modem, adaptable 
networks asymmetrically attack the rigid, hierarchical stmctures of the past. 

In this environment, there is security in sharing, not hording, information 
that many more people need to know. We asked our wimesses this afternoon to 
help us assess the impact of current access restrictions on efforts to create the 
tmsted networks and new information sharing pathways critical to our national 
security. We look forward to their testimony. 
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March 1, 2005 


The Honorable David M. Walker 
Comptroller General of the United States 
U.S. Government Accountability Office 
441 G Street, NW 
Washington, DC 20548 

Dear Mr. Walker: 

We are writing to request a Government Accountability Office (GAO) study of a critical 
aspect of homeland security — the ability of the Federal government to share information. 

Information sharing continues to be a significant challenge for federal, state and local 
government despite efforts by Congress to improve information sharing at all levels. 

Most recently, the hitelligence Reform and Terrorism Prevention Act of 2004 established 
specific information sharing requirements for federal agencies. In addition, GAO 
recently added homeland security informa^on sharing to its list of high-risk programs and 
initiatives in the government. 

One of the challenges facing federal information sharing efforts stems from the lack of 
government-wide policies and procedures for handling sensitive but unclassified 
infonnation. Since September 11, 2001, a number of different categories of information 
«e increasingly being combined. For example, law enforcement sensitive information, 
security sensitive infonnation, critical infiastructure information, could all potentially be 
placed into a single document. However, these categories of infonnation all have 
different methods of care, penalties for unauthorized disclosure, and written guidance. 

As a result, it becomes very difficult to share data among federal agencies. Furthermore, 
some protection requirements hinder the timely dissemination of the data to state and 
locd entities. This is only one small example of the challenges we must overcome to 
ensure that federal information sharing efforts for homeland security result in meaningful 
exchanges of data that will protect the Nation fiom future threats. 

Accordingly, I would like GAO to examine the major challenges related to information 
sharing including: (1) identifying all of the different types of homeland security related 
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The Honorable David M. Walker 

March 1, 2005 

Page! 

information classifications and the various handling protocols; (2) reviewing current 
policies and efforts for establishing government- wide processes for moving homeland 
security data between federal agencies and between federal, state, local, and private 
sector entities; (3) identi^ng who has the responsibility for establishing the overall 
systems design; and (4) providing an overview of the technologies and mechanisms that 
might facilitate such information sharing efforts. 

Thank you for your attention to this matter. Time fl'ames for this review should be 
discussed and agreed upon with Committee staff as GAO conducts its work. Please 
contact Victoria Proctor or Jaime Hjort at (202) 225-5074 if you need additional 
information regarding this request. 


Sincerely, 


Tom Davis Todd Platts 

Chairman Chairman 

Subcommittee on Government 
Management, Finance and 
Accountability 


Subcommittee on National Security, 

Emerging Threats, and International Relations 



cc: The Honorable Henry A. Waxman 
Ranking Minority Member 
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Mr. Kucinich. I thank the Chair. 

Good afternoon to all the witnesses and to memhers of the com- 
mittee. Mr. Chairman, I believe in addition to the problem that 
this committee brings to light about the over-use and misuse in the 
classification of Federal documents, it could be said that the real 
problem before us goes beyond that. It’s not the quantity of mate- 
rials classified and declassified, it’s not about which words are 
missing or about the implausible justifications based upon our na- 
tional security. The real and growing problem we must address is 
the reflexive secrecy rampant through the administration. 

The American people cannot get straight answers about the situ- 
ation in Iraq, about the treatment of detainees at Abu Ghraib or 
at Guantanamo Bay, Cuba. The American people cannot get the in- 
telligence budget of the United States, the American people cannot 
get the truth about Social Security. The American people have a 
right to know and to get the unbiased facts from their Government. 

Congress also has a right to know, particularly this oversight 
committee, which is charged to find waste, fraud and abuse. Yet 
even before this committee we have heard a Department of Defense 
official tell us that last August she believed 50 percent of all mate- 
rials are mis-classified at the Pentagon. Some believe the number 
is higher. 

Instead of making information available or sharing information, 
the current administration has reversed the trend toward openness 
started under the Clinton administration. Instead of a presumption 
against classifying a document in case of doubt with the use of a 
lower level of classification when the appropriate level of classifica- 
tion was uncertain, this was used during the Clinton administra- 
tion, the current administration’s policy is simple: withhold the 
truth from the public through what you could call 
hyperclassification. 

The Bush administration has dramatically increased the volume 
of Federal materials concealed from the American people. The 
President’s Executive Order 13292, issued in March 2003, per- 
mitted officials to classify information when there was doubt 
whether or not to do so, and allowed officials to classify information 
at the more restrictive level when there was a question as to the 
appropriate level. We now have new and more levels of restricted 
access to information, such as the “sensitive but unclassified” and 
“critical infrastructure information” designations. Instead of utiliz- 
ing the interagency security classification appeals panel established 
by President Clinton, where historical records were declassified at 
record rates and on a timely automated schedule, this administra- 
tion’s Executive order has delayed and weakened the system of 
automatic declassification and under-utilized the appeals panel. 

Most tellingly, this administration didn’t even include funds for 
the public interest declassification board in its fiscal year 2006 pro- 
posed budget. The administration’s excessive use of classification 
restrictions on dissemination and release of documents delays in 
declassifying materials and disrespect toward open government is 
really a danger to our democracy. 

It’s a common assertion by this administration that we need to 
be secret to be safe. But the fact of the matter is, as has been stat- 
ed by one of the witnesses we are going to hear from, we’re losing 
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protection by too much secrecy. And this climate of secrecy is anti- 
thetical to a democratic society. This climate of secrecy takes us to- 
ward a type of government which is not democratic, which is pro- 
foundly undemocratic, which has that kind of a stale, garbage-like 
whiff of fascism to it. 

So this is a serious matter that is up for discussion today. But 
we really need to go beyond it. Because while we’re sitting here dis- 
cussing this matter, the administration is moving ahead with poli- 
cies, without the permission of the American people, spending 
money without the permission of the American people and cloaking 
it in a need for secrecy. And while they’re doing it, they’re tearing 
the Constitution to pieces. 

[The prepared statement of Hon. Dennis J. Kucinich follows:] 
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Statement of Rep. Dennis J. Kucinich 
Ranking Minority Member 
House Subcommittee on National Security, Emerging 
Threats, and International Relations 

Hearing on “Emerging Threats; Overclassification 
and Pseudo-classification” 

March 2, 2005 


Good afternoon. Mr. Chairman, the real problem before us 
today is not the overuse and misuse in the classification of federal 
documents. It is not the quantity of materials classified and 
declassified. It is not about which words are missing or about 
implausible justifications based on our national security. The real 
and growing problem we must address is the reflexive secrecy 
rampant throughout the current Administration. 

The American people cannot get straight answers about the 
situation in Iraq, or about the treatment of detainees at Abu Gharib 
prison or at Guantanamo Bay, Cuba. The American people cannot 
get the intelligence budget of the United States. The American 
people cannot get the truth about Social Security. Mr. Chairman, 
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the American people have a right to know the truth, and to get the 
unbiased facts from their government. 

Congress also has a right to know, and particularly this 
oversight committee, which is charged to find waste, fraud, and 
abuse. Yet, even before this committee, we heard an official from 
the Department of Defense tell us last August that she believed 50 
percent of all materials are misclassified at the Pentagon. I believe 
the number is much higher. 

Instead of making information available or sharing 
information, the current Administration has reversed the trend 
towards openness started under the Clinton Administration. 

Instead of a presumption against classifying a document in cases of 
doubt, or the use of a lower level of classification when the 
appropriate level of classification was uncertain, such as was used 
during the Clinton White House, the current Administration’s 
policy is simple - withhold the truth from the public through hyper- 
classification. 
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The Bush Administration has dramatically increased the 
volume of federal materials concealed from the American people. 
Bush executive order 1 3292 issued in March 2003 permitted 
officials to classify information when there was doubt whether or 
not to do so, and allowed officials to classify information at the 
more restrictive level when there was a question as to the 
appropriate level. We now have new and more levels of restricted 
access to information, such as the use of the ‘Sensitive But 
Unclassified’ and ‘Critical Infrastructure Information’ 
designations. 

Instead of utilizing the interagency Security Classification 
Appeals Panel established by President Clinton, where historical 
records were declassified at record rates and on a timely, 
automated schedule, the Bush executive order also delayed and 
weakened the system of automatic declassification and 
underutilized the appeals panel. Most tellingly, the Bush 
Adminsitration didn’t even include funds for the Public Interest 
Declassification Board in its FY06 proposed budget. 
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The Bush Administration’s excessive use of classification, 
restrictions on dissemination and release of documents, delays in 
declassifying materials, and disrespect towards open government is 
beyond comparison. We must not sit idly by and allow our right to 
know to continue to be suppressed. 
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Mr. Shays. I thank the gentleman. I agree with many of his com- 
ments. 

Mr. Merchant, our new vice chairman of the subcommittee, is 
recognized, if he has an opening statement. 

Mr. Marchant. Mr. Chairman, it’s a privilege for me to be on 
this subcommittee with you and be a vice chairman. As a fresh- 
man, I’m employing the practice of listening and learning and will 
have some questions later. 

Mr. Shays. Hopefully we all will practice that. Thank you. It’s 
wonderful to have you on the committee and as vice chairman. 

Mr. Turner — I’m sorry, we did have a statement, so I’m sorry, 
Mr. Waxman. 

Mrs. Maloney, wonderful to have you on the committee and the 
Chair would recognize you. 

Mrs. Maloney. I yield to Mr. Waxman. 

Mr. Shays. Mrs. Maloney defers and yields to Mr. Waxman, the 
ranking member of the full committee. I guess that was an antici- 
pation of that, Mr. Waxman. 

Mr. Waxman. Thank you, Mr. Chairman, for holding this hearing 
and for your leadership in addressing the issue of government se- 
crecy. Incredibly, it seems to necessary to state the obvious today: 
the Government belongs to the people. The American people under- 
stand that some information must be kept secret to protect the 
public safety. But when the Government systematically hides infor- 
mation from the public. Government stops belonging to the people. 

Unfortunately, there have been times in our Nation’s history 
when this fundamental principle of openness has come under at- 
tack. The Watergate era of the Nixon administration was one of 
those times. We are now living through another. 

Over the last 4 years, the executive branch has engaged in a sys- 
tematic effort to limit the application of the laws that promote open 
government and accountability. Key open government laws, such as 
the Freedom of Information Act, the Presidential Records Act and 
the Federal Advisory Committee Act, have been narrowed and mis- 
construed. At the same time, the administration has greatly ex- 
panded its authority to classify documents, to conduct secret inves- 
tigations and to curtail Congress’ access to information. 

Last fall, I released a report entitled Secrecy in the Bush admin- 
istration. This detailed many of these threats to the principle of 
open government. And Mr. Chairman, I would like to ask unani- 
mous consent to put this report into the hearing record for today. 

Mr. Shays. Without objection, this report will be put into the 
record. 

[Note. — The minority report entitled, “Secrecy in the Bush Ad- 
ministration,” may be found in subcommittee files.] 

Mr. Waxman. Yesterday, I wrote a letter to Chairman Shays that 
described a new threat to openness in government, the administra- 
tion’s mis-use of rapidly proliferating designations, such as sen- 
sitive but classified, and for official use only, to block the release 
of important information. I would also ask unanimous consent that 
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this letter be made a part of today’s hearing as well, Mr. Chair- 
man, unanimous consent to make my letter to you part of the 
record. 

Mr. Shays. Yes, thank you, your letter will be part of the record. 
[The information referred to follows:] 
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The Honorable Christopher Shays 
Chairman 

Subcommittee on National Security, Emerging 
Threats, and International Relations 
Committee on Government Reform 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman; 

In its final report on the attacks of September 1 1 , 2001 , the 9/1 1 Commission observed 
that the government keeps too many secrets. To address this problem, the Commission 
recommended that the “culture of agencies feeling they own the information they gathered at 
taxpayer expense must be replaced by a culture in which the agencies instead fee! they have a 
duty ... to repay the taxpayers’ investment by making that information available.”^ 

Unfortunately, there is growing evidence that the executive branch has increased the 
amount of information withheld from the American public and misused rapidly proliferating 
designations such as “sensitive but unclassified,” “for official use only,” “sensitive homeland 
security information,” and “sensitive security information” to block the release of important 
government records. 

My staff has investigated several examples of the use of these burgeoning designations. 
We have found that they are being invoked improperly to block the release of information fliat is 
not classified. Some of the examples we reviewed involve absurd overreactions to vague 
security concerns. In other examples, the Administration appears to have invoked the 
designations to cover up potentially embarrassing facts, rather than to protect legitimate security 
interests. The examples include the following; 


' National Commission on Terrorist Attacks upon the United States, The 9/11 
Commission Report: Final Report of the National Commission on Terrorist Attacks upon the 
United States (July 22, 2004). 
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• The State Departrrrent withheld unclassified conclusions by the agency’s Inspector 
General that the CIA was involved in preparing a grossly inaccurate global terrorism 
report; 

• The State Department concealed unclassified information about the role of John Bolton, 
Under Secretary of State for Arms Control, in the creation of a fact sheet that falsely 
claimed that Iraq sought uranium fiom Niger; 

• The Department of Homeland Security concealed the unclassified identity and contact 
information of a newly appointed TSA ombudsman whose responsibility it was to 
interact daily with members of the public regarding airport security measures; 

• Over the objections of chief U.S. weapons inspector Charles A. Duelfer, the CIA Mr. 
Duelfer to conceal the unclassified names of U.S. companies that conducted business 
with Saddam Hussein under the Oil for Food program; and 

• The Nuclear Regulatory Commission sought to prevent a nongovernmental watchdog 
group from making public criticisms of its nuclear power plant security efforts based on 
unclassified sources. 

In order to investigate more fully the scope of this problem, I request that the 
Subcommittee conduct a systematic analysis of information that the Administration has withheld 
from the American public through the use of these unclassified designations. In particular, I 
propose that the Subcommittee obtain from multiple federal agencies, including the Departments 
of Defense, State, and Homeland Security, copies of documents that exist in both a restricted but 
unclassified version and a public version. After obtaining these documents, the Subcommittee 
would be able to assess which specific pieces of information were removed and determine 
whether those redactions were appropriate. 

I understand that the Subcorrrmittee will be holding a hearing tomorrow on precisely this 
type of “pseudo-classification” of information by the Administration, and I commend you for 
taking this step. I hope we will have the opporturrity at that time to discuss this proposal in more 
detail. The rest of this letter sets forth additional information on the examples described above. 

Background 

The Administration treats restricted tmclassified information differently than traditional 
classified information. Classified information is governed by relatively uniform rules across 
federal agencies, and only a limited number of authorized persormel are permitted to designate 
information as classified. In addition, there are guidelines on how information must be 
declassified. 
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In contrast, restricted but unclassified information lacks even minimal controls or 
monitoring. It is governed by a rapidly evolving patchwork of disparate agency regulations and 
directives. Generally, any federal employee has authority to designate documents as “sensitive 
but unclassified,” there are no uniform rules about when or how to remove these designations, 
and there are few checks in place to control the abuse of such designations. To the contrary, 
these designations appear to be used as automatic or default markings on many federal 
documents that government officials have not sufficiently reviewed. 

In many cases, these unclassified designations have questionable legal pedigrees. For 
example, the designation “sensitive but unclassified” is not defined by statute or even by 
executive order. And unlike the criteria for categories of classified information, the criteria for 
many of the sensitive but unclassified designations are wholly the executive branch’s invention. 

For classified information, there is a single office charged with overseeing the 
classification process. This office, the Information Security Oversight Office (ISOO) at the 
National Archives and Records Administration, reported that in fiscal years 2001 to 2003, the 
average number of original classifications per year increased 50% over the average for the 
previous five fiscal years.^ ISOO also reported that during this time, the average number of 
derivative classifications increased to 19.37 million per year, a 95% increase over the period 
from fiscal years 1996 to 2000.^ 

Unfortunately, there is no office comparable to the ISOO that monitors trends in the use 
of sensitive but unclassified information. And watchdog groups are severely hampered in their 
efforts to collect information about the propriety of the Administration’s use of these restricted 
unclassified designations. 

In order to investigate this issue, my staff examined several documents issued by the 
Administration in both public and restricted but unclassified formats. Instances in which the 
Administration appears to have inappropriately withheld information from the public are 
described below. To be clear, none of these examples involved classified information. Instead, 
the relevant information was withheld by federal agencies using various other rationales or, in 
some cases, no stated rationale at all. 


^ National Archives and Records Administration, Information Security Oversight Office, 
Report to the President 2003 (Mar. 31, 2004). See also White House Takes Secrecy to New 
Levels, Coalition Reports, San Francisco Chronicle (Aug. 27, 2004). 

^ Id. See also OpenTheGovetTunent.org, Secrecy Report Card: Quantitative Indicators 
of Secrecy in the Federal Government (Aug. 26, 2004) (online at www.openthegovemment.org/ 
otg/secrecy reportcard.pdf) (reporting that the Administration spent $6.5 billion last year 
creating and maintaining classified documents, more than it spent during the entire decade 
previously). 
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Concealment of the CIA’s Role in a Faulty Annual Terrorism Report 

In September 2004, the State Department withheld from the public unclassified 
conclusions by its Inspector General that the CIA was involved in preparing a grossly inaccurate 
report on global terrorism. The report in question falsely claimed that terrorist events fell to a 
record low in 2003, when in fact significant terrorist attacks reached a record high. 

Each year, the State Department produces the authoritative Patterns of Global Terrorism 
report on the total number of terrorist attacks throughout the world. The 2003 report claimed 
“the lowest aimual total of international terrorist attacks since 1969.”^ After the report was 
issued, however, I joined two independent experts in questioning the report’s data and 
conclusions. As we pointed out, the State Department made obvious errors in undercounting the 
number of terrorist events and failed to report that significant terrorist attacks actually reached a 
20-year high in 2003.* Secretary of State Powell ultimately conceded that the “fact-checking, the 
methodology and at times even the math were flawed.”* 

In September 2004, the State Department Inspector General’s office completed an 
unclassified analysis of the flawed Patterns report. The IG issued two versions of its final 
assessment: one to government officials marked “sensitive but unclassified,”’ and another to the 
general public via the Department’s website.* The second version was altered from the original 
and redacted in several places. 


* U.S. Department of State, Patterns of Global Terrorism — 2003 (Apr. 2004). See also 
U.S. Department of State, Release of the 2003 "Patterns of Global Terrorism ” Annual Report 
(Apr. 29, 2003) (online at www.statc.gov/s/d/rm/3 1 961 .htm) (quoting Deputy Secretary of State 
Richard Armitage stating that the data in the report provided “clear evidence that we are 
prevailing in the fight”); Letter from Paul V. Kelly, Assistant Secretary of State for Legislative 
Affairs, to Members of Congress (Apr. 29, 2004) (stating that the data was “an indication of the 
great progress that has been made in fighting terrorism”). 

* Letter from Rep. Heiuy A. Waxman to Secretary of State Colin L. Powell (May 1 7, 
2004). See also Professors Alan B. Krueger and David Laitin, Faulty Terror Report Card, 
Washington Post (May 17, 2004). 

* Letter from Secretary of State Colin L. Powell to Rep. Henry A. Waxman (June 28 

2004). 

’ U.S. Department of State, Office of the Inspector General, Review of the Department s 
Patterns of Global Terrorism — 2003 Report (Sept. 2004) (Report Number SIO-S-04-18) 
(“sensitive but unclassified” version). 

* U.S. Department of State, Office of the Inspector General, Review of the Department ’s 
Patterns of Global Terrorism — 2003 Report (Sept. 2004) (online at http://oig.state.gov/ 
documents/organization/41085.pdf) (Report Number SIO-S-04-18) (publicly released version). 
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“chronology” on how the fact sheet was developed.’'* This chronology described a meeting on 
December 18, 2002, between Secretary Powell, Mr. Bolton, and Richard Boucher, the Assistant 
Secretary for the Bureau of Public Affairs. According to this chronology, Mr. Boucher 
specifically asked Mr. Bolton “for help developing a response to Iraq’s Dec 7 Declaration to the 
United Nations Security Council that could be used with the press.” According to the 
chronology, which is phrased in the present tense, Mr. Bolton “agrees and tasks the Bureau of 
Nonproliferation,” a subordinate office that reports directly to Mr. Bolton, to conduct the work. 

This unclassified chronology also stated that on the next day, December 19, 2003, the 
Bureau of Nonproliferation “sends email with the fact sheet, ‘ Fact Sheet Iran Declaration.doc .”’ 
to Mr. Bolton’s office (emphasis in original). A second e-mail was sent a few minutes later, and 
a third e-mail was sent about an hour after that. According to the chronology, each version “still 
includes Niger reference.” Although Mr. Bolton may not have personally drafted the document, 
the chronology appears to indicate that he ordered its creation and received updates on its 
development. 

The Inspector General’s chronology was marked “sensitive but unclassified.” In 
addition, the letter transmitting the chronology stated that it “contains sensitive information, 
which may be protected fi-om public release under the Freedom of Information Act,” and 
requested that no “public release of this information” be made.'® In fact, however, the 
chronology consisted of nothing more than a fectual recitation of information on meetings, e- 
mails, and documents. 


Concealment of TSA Ombudsman’s Identity 

In February 2002, the Department of Homeland Security concealed the unclassified 
identity of a newly appointed ombudsman for the Transportation Security Administration (TSA) 
whose responsibility it was to interact daily with members of the public regarding airport 
security measures. 

On February 14, 2002, TSA Director John W. Magaw appointed an ombudsman “to 
listen to a variety of concerns from passengers” and others regarding security screening methods 
and other issues related to the relatively new agency.'* In making his announcement, Mr. 


Letter from Rep. Henry A. Waxman et. al to Anne W. Patterson, Deputy Inspector 
General, U.S. Department of State (Apr. 6, 2004) (this request was made under 5 U.S.C. §2954, 
the “Seven-Member Rule,” which requires an executive agency to “submit any information 
requested of it” when sought by seven members of the House Government Reform Committee). 

'® Letter from Anne W. Patterson, Deputy Inspector General, Department of State, to 
Rep. Henry A. Waxman (Apr. 15, 2004). 

'* Official to Check Screening Complaints, Washington Post (Feb. 15, 2002). 
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Magaw stated, “We want to have a very simple but very complete passenger-complaint system 
so that we can look at them and, if feasible, make changes.” He also stated that the ombudsman 
would sit “right off my office” and serve as a sounding board for passengers. 

Despite this stated goal of interacting with members of the public, the identity of the 
ombudsman was withheld from the public. At the press conference in which the announcement 
was made, Mr. Magaw “declined to name the appointee.”'’^ In addition, at a subsequent briefing 
to Congress in January 2004, TSA officials provided a slide marked “sensitive security 
information” that stated: “How to contact the Ombudsman — Phone: 1-571-227-2383 or 1-877- 
266-2837 (toll-free).”** 

Ironically, a cursory Google search reveals that both the identity of the ombudsman, 
Kimberly Hubbard Walton, and her contact information had been posted as part of a release on 
the TSA management team on the TSA’s own website.*’ 

There have been similar accounts relating to other federal government employees. 
According to the publication Government Executive, for example, the Defense Department 
telephone book has now been designated “for official use only,” even though it was formerly 
publicly available at the Government Printing Office.*** 

Concealment of 0.S. Companies Involved in the Oil for Food Program 

In September 2004, the CIA intervened to block the chief U.S. weapons inspector, 

Charles A. Duelfer, from revealing the unclassified identities of U.S. companies that conducted 
business with Saddam Hussein under the Oil for Food program. 

On September 30, 2004, Mr. Duelfer issued an unclassified report regarding the absence 
of weapons of mass destruction in Iraq.*’ As part of this report, Mr. Duelfer implicated a number 
of oil and energy services companies in schemes to assist Saddam Hussein in diverting funds 
away from legitimate humanitarian purposes under the Oil for Food program. Althou^ the 


'''Id. 

'* Briefing to House Committee on Homeland Security, Transportation Security 
Intelligence Service (Jan. 8, 2004). 

” TSA, TSA Announces New Additions to the TSA Management Team (Jan. 24, 2003) 
(online wvra'.tsa.gov/public/display?content=090005 1 98000f2e2). 

*** Groups Raise Concerns about Increased Classification of Documents, Government 
Executive (Oct. 27, 2004). 

*' Iraq Survey Group, Comprehensive Report of the Special Advisor to the DCI on Iraq ’s 
WMD (Sept. 30, 2004), 
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report named all foreign companies that received vouchers for the purchase of Iraqi oil, the 
names of U.S. corporations vs^ere redacted, even though they had received 20 contracts to procure 
over 71 million barrels of oil from Iraq. The U.S. companies listed in the restricted report 
include: 


Companies Barrels of Oil 

Coastal Petroleum 36.0 million 

Chevron 9.5 million 

Mobil Export 9.3 million 

Phoenix Intemational 9.1 million 

Bay Oil 5.6 million 

Texaco 1 .8 million 

In addition to these six companies, Halliburton was also doing business in Iraq, 
apparently under the Oil for Food program.^ Halliburton’s contracts came to light after Vice 
President Cheney claimed he had instituted “a firm policy that we wouldn’t do anything in Iraq, 
even — ■ even arrangements that were supposedly legal.”“ 

The public version of Mr. Duelfer’s report removed the names of the American 
corporations and replaced them with the generic term “U.S. Company.” In addition, the report 
stated: “The names of US citizens and business entities have been redacted from this report in 
accordance with provisions of the Privacy Act, 5 U.S.C. 5S2a, and other applicable law.”^'* 

When asked why the Bush Administration concealed this information, Mr. Duelfer 
testified to the Senate that he had wanted to identify the U.S. companies, but was overruled. 
According to Mr. Duelfer, “it was my view to put forward all the data . . . because I felt it was 
important,” But “with respect to the American names,” Mr. Duelfer said, the Administration 
would not allow it.^^ According to Mr, Duelfer, CIA officials warned him that “the Privacy Act, 
you know, prohibits the public — putting out publicly American names,” The CIA told Mr. 


^ Firm’s Iraq Deals Greater Than Cheney Has Said, Washington Post (June 23, 2001) 
(stating that Halliburton held stakes in two firms, Dresser-Rand and the Ingersoll Dresser Pump 
Company, that signed contracts to sell more than $73 million in oil production equipment and 
spare parts to Iraq while Vice President Cheney was chairman and chief executive officer). 

This Week, ABC News (July 30, 2000) (when pressed further, the Vice President 
stated: “we’ve not done any business in Iraq since the sanctions are imposed, and I had a 
standing policy that I wouldn’t do that”), 

^ Iraq Survey Group, Comprehensive Report of the Special Advisor to the DCI on Iraq 's 
WMD (Sept. 30, 2004) (online at www.cia.gov/cia/reports/iraq_wmd_2004). 

Hearing of the Senate Armed Services Committee: Duelfer Report on Iraqi Weapons 
of Mass Destruction Programs, Federal News Service (Oct. 6, 2004). 
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Duelfer that the information was not classified, but that it should be withheld nonetheless. As 
Mr. Duelfer stated: “they said look, this is the law.” 

Contrary to the information provided to Mr. Duelfer, however, the Privacy Act does not 
apply to corporations, but rather to individuals. The U.S. Code defines the term “individual” in 
the context of the Privacy Act as “a citizen of the United States or an alien lawfully admitted for 
permanent residence.”^^ Corporations are not “citizens” under the Privacy Act. 

Concealment of a Report Criticizing Faulty Nuclear Security Exercises 

On August 4, 2003, the Chairman of the Nuclear Regulatory Commission (NRC) asserted 
in a tetter to Congress that mock attack exercises with private security contractors at the Indian 
Point nuclear facility in New York demonstrated the strength of security measures there. In a 
letter to Senator Charles Schumer, the NRC Chairman stated that “force on force exercises at 
Indian Point indicates that the licensee has a strong defensive strategy and capability.”^’ Another 
member of the NRC said: “Indian Point is our star; it did famously.”’* 

In a highly critical letter on September 11, 2003, however, the nonprofit Project on 
Government Oversight (POGO) took issue with these statements, detailing numerous flaws with 
the exercises.’® POGO based its findings on unclassified interviews with participants and 
observers of the exercises. 

In particular, POGO highlighted that the exercises “used an inadequate and unrealistically 
low number of attackers,” did not allow mock attackers to use “basic, readily-available 
weapons,” conducted all exercises “during the daylight,” and required mock attackers to use 
“only one entry point.” The letter also condemned the NRC’s “unacceptably poor planning” in 
failing to inform the Coast Guard about the exercise, resulting in Coast Guard personnel 
threatening to use “live ammo against the mock attackers.” As POGO concluded, these exercises 
“should not in any way reassure you about the ability of the Indian Point security force to defend 
that facility against a credible terrorist attack.” 

In response to POGO’s letter, the NRC directed the group not to make public its concerns 
and to remove its letter from its website. In a letter sent four days after receiving POGO’s letter, 

’* 5 U.S.C. § 552a(a)(2). 

” Letter from Niles J. Diaz, Chairman, Nuclear Regulatory Commission, to Senator 
Charles Schumer (Aug. 4, 2003). 

’* Group Says Test of Nuclear Plant 's Security Was Too Easy, New York Times (Sept. 

16, 2003) (quoting Commissioner Edward McGaffigan, Jr.). 

Letter from Danielle Brian, Executive Director, Project on Government Oversi^t, to 
Niles J. Diaz, Chairman, Nuclear Regulatory Commission (Sept. 1 1, 2003). 
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the NRC stated that it had identified both classified “Safeguards Information” and unclassified 
“sensitive homeland security information” that was for “official use only.”^° Yet the NRC 
informed POGO that it would not “identify what portions of your letter needed to be redacted so 
that you could put a redacted version of your letter on your website.”’ ' 

Rather than identifying the passages of concern, according to POGO, the NRC 
“threatened us with criminal and civil sanctions were we to continue to make public either our 
letter or any of the sensitive material it allegedly contained.”’^ Indeed, an October 8, 2003, letter 
from the NRC warned POGO “once again” that it would face “criminal penalties” if it did not 
“permanently remove from [its] website the entire letter.”” 

Since the NRC refused to identify any specific portions of the letter with classified or 
sensitive information, POGO could neither publish nor discuss any matter identified in the letter. 
As a result, POGO concluded that the NRC “took this position to stifle legitimate criticism of the 
agency.”” POGO’s concern was not with NRC efforts to protect classified information about 
the facility’s defenses, but with NRC attempts to bar the publication of the entire report when it 
was based entirely on public sources critical of those defenses. 

Rather than let the matter drop, POGO retained counsel to pursue legal action against the 
NRC for stifling its free speech. As a result, the NRC ultimately reversed its position, stating 
that “it has now become apparent that our general guidance was insufficient.”’^ The NRC agreed 
to identify the specific information it believed should not be made public and informed POGO of 
these passages. None of the information ultimately identified by the NRC was classified or 
otherwise outside the public domain. After an impasse of three months, POGO issued a redraft 
of its original letter on December 9, 2003, with only minor changes to the text.’^ 


Letter from Annette L. Vietti-Cook, Secretary, Nuclear Regulatory Commission, to 
Danielle Brian, Executive Director, Project on Government Oversight (Sept. 15, 2003). 

” Letter from Roy P. Zimmerman, Director, Office of Nuclear Security and Incident 
Response, Nuclear Regulatory Commission, to Danielle Brian, Executive Director, Project on 
Government Oversight (Oct. 8, 2003). 

” Letter from Danielle Brian, Executive Director, Project on Government Oversight, to 
Chairman Niles I. Diaz, Nuclear Regulatory Commission (Dec. 9, 2003). 

” Letter from Roy P. Zimmerman, supra note 3 1 . 

” Letter from Danielle Brian, supra note 32. 

” Letter from Roy P. Zimmerman, Director, Office of Nuclear Security and Incident 
Response, Nuclear Regulatory Commission, to David C. Vladeck and Richard McKewen, 
Institute for Public Representation (Oct. 28, 2003). 

Letter from Danielle Brian, supra note 32. 
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Conclusion 

These examples are alarming. Democracies need openness and accountability to thrive. 
Yet under the Bush Administration, the executive branch is creating new categories of “sensitive 
but tmclassified” information that are invoked to deny public access to important government 
information. These designations lack a statutory basis, and there is no federal entity monitoring 
their use. As a result. Congress and the American people have little idea how frequently the 
Administration is withholding information under these rapidly proliferating unclassified 
designations. 

1 know that you share my concern with this problem. Last year, you stated that “fewer 
people classifying fewer secrets would better protect national security by focusing safeguards on 
truly sensitive information while allowing far wider dissemination of the facts and analysis the 
9/1 1 commission says must be shared,”^^ In this spirit, I hope we can work together in bringing 
sunlight onto this issue. I look forward to speaking with you further. 

Sincerely, 

Henry A. Waxman 

Ranking Minority Member 


White House Takes Secrecy to New Levels. Coalition Reports, San Francisco Chronicle 
(Aug. 27, 2004), 
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Mr. Waxman. Many of these new designations have been created 
out of thin air by the administration. They do not have a basis in 
Federal statute, and there are no criteria to guide their application. 
It appears that virtually any Federal employee can stamp a docu- 
ment “sensitive but unclassified” and there do not appear to be uni- 
form procedures for removing these designations. The examples we 
discovered are alarming. The executive branch has been using 
these novel designations to withhold information that is potentially 
embarrassing, not to advance national security. 

Last year I wrote a letter to Secretary Powell that revealed that 
the State Department’s annual terrorism report was grossly inac- 
curate. This Government report claimed that terrorist attacks 
reached an all-time low in 2003. In fact, exactly the opposite was 
true. Significant attacks by terrorists actually reached an all-time 
high. 

To his credit. Secretary Powell admitted that mistakes were 
made and required the issuance of a new report. Several months 
later, the inspector general prepared a report that examined what 
went wrong. The report was released to the public in one version. 
And another version, a “sensitive but unclassified” version, was 
sent to certain offices in Congress. My staff compared the two ver- 
sions. They were identical except for one difference. The “sensitive 
but unclassified” version reported that the CIA played a significant 
role in preparing the erroneous report. This information was re- 
dacted in the public version. 

I have a message for the administration. Admitting that the CIA 
made a mistake is not a national security secret. Another example 
involves the role that Under Secretary of State John Bolton played 
in preparing an infamous fact sheet that erroneously alleged that 
Iraq tried to import uranium from Niger. The State Department 
wrote me in September 2003 that Mr. Bolton “did not play a role 
in the creation of this document.” But a “sensitive but unclassified” 
chronology, which has never been released to the public, shows 
that actually Mr. Bolton did direct the preparation of the fact sheet 
and received multiple copies of the draft. 

Apparently, sensitive but unclassified is also a code word for em- 
barrassing to senior officials. And here’s an ironic example. The De- 
partment of Homeland Security used the sensitive but unclassified 
designation to withhold the identity of the ombudsman that the 
public is supposed to contact about airline security complaints. I 
suggested to Chairman Shays that this subcommittee should inves- 
tigate the mis-use of these designations, and I am glad to report 
that he has agreed. In fact, we are signing letters today seeking in- 
formation from several agencies about the way they use these new 
designations. With his support, I hope we can impose some re- 
straints on this new form of government secrecy. 

There are other issues I hope we can examine today. One in- 
volves the process that was used to declassify important 9/11 Com- 
mission documents. Last month, we learned about long delays in 
the declassification and release of key documents that called into 
question statements made by now-Secretary of State Condoleezza 
Rice and other senior administration officials. These embarrassing 
documents were not released until after the Presidential elections 
and 48 hours after Ms. Rice’s confirmation as Secretary of State. 
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Today I hope we can learn more about the delay in the release of 
these documents and whether politics played any role. 

Another important topic is the case of Sibel Edmonds, who will 
testify on the third panel. Ms. Edmonds joined the FBI in 2001 as 
a linguist. But she was fired just a few months later for warning 
her superiors about potential espionage occurring with the Bureau. 
Last month, the Justice Department Inspector General released an 
unclassified report that vindicated Ms. Edmonds, finding that her 
core allegations were clearly corroborated. Yet the Justice Depart- 
ment has repeatedly sought to prevent inquiries into her case by 
citing secrecy concerns. Indeed, government lawyers even argued 
that her legal efforts to obtain redress should be thrown out of 
court to avoid the risk of disclosing sensitive information. 

Mr. Chairman, let me close by thanking you for holding this 
hearing, for investigating the problematic, sensitive but unclassi- 
fied designation and for including Ms. Edmonds in the hearing. 
This hearing and your actions demonstrate that openness in gov- 
ernment is not a partisan issue. The fact is, there is bipartisan con- 
cern in Congress that the pendulum is swinging too far toward se- 
crecy. I look forward to the testimony of the witnesses today. 

[The prepared statement of Hon. Henry A. Waxman follows:] 
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Statemeot of Rep. Henry A. Waxman, Ranking Minority Member 
Committee on Government Reform 

Subcommittee on National Security, Emerging Threats, and International Relations 
Hearing on 

“Overclassification and Pseudo-classification” 

March 2, 2005 

Thank you, Mr. Chairman, for holding this hearing, and for your leadership in addressing 
the issue of government secrecy. 

Incredibly, it seems necessary to state the obvious today — the government belongs to 
the people. The American people understand that some information must be kept secret to 
protect the public safety. But when the government systematically hides information from the 
public, government slops belonging to the people. 

Unfortunately, there have been times in our nation’s history when this fundamental 
principle of openness has come under direct attack. The Watergate era of the Nixon 
Administration was one of those times. We are now living through another. 

Over the last four years, the executive branch has engaged in a systematic effort to limit 
the application of the laws that promote open government and accountability. Key open 
government laws such as the Freedom of Information Act, the Presidential Records Act, and the 
Federal Advisory Committee Act have been narrowed and misconstrued. At the same time, the 
Administration has greatly expanded its authority to classify documents, to conduct secret 
investigations, and to curtail Congress’s access to information. 

Last fall, 1 released a report entitled “Secrecy in the Bush Administration’’ that detailed 
many of these threats to the principle of open government. I ask unanimous consent that this 
report be made part of today’s hearing record. 

Yesterday, 1 wrote a letter to Chairman Shays that described a new threat to openness in 
government; the Administration’s misuse of rapidly proliferating designations such as “sensitive 
but unclassified” and “for official use only” to block the release of important information. And I 
ask unanimous consent that this letter also be made part of today’s hearing record. 
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Many of these new designations have been created out of thin air by the Administration. 
They do not have a basis in federal statute. And there are no criteria to guide their application. It 
appears that virtually any federal employee can stamp a document “sensitive but unclassified,” 
and there do not appear to be uniform procedures for removing these designations. 

The examples we discovered are alarming. The executive branch has been using these 
novel designations to withhold information that’s potentially embarrassing, not to advance 
national security. 

Last year, I wrote a letter to Secretary Powell that revealed that the State Department’s 
annual terrorism report was grossly inaccurate. This government report claimed that terrorist 
attacks reached an all-time low in 2003. In fact, exactly the opposite was true: significant 
attacks by terrorists actually reached an all-time high. 

To his credit. Secretary Powell admitted that mistakes were made and required the 
issuance of a new report. 

Several months later, the Inspector General prepared a report that examined what went 
wrong. The report was released to the public in one version. And another version - a “sensitive 
but unclassified” version - was sent to certain offices in Congress. 

My staff compared the two versions. They were identical except for one difference: the 
“sensitive but unclassified” version reported that the CIA played a significant role in preparing 
the erroneous report. This information was redacted in the public version. 

I have a message for the Administration: admitting that the CIA made a mistake is not a 
national security secret. 

Another example involves the role that Under Secretary of State John Bolton played in 
preparing an infamous fact sheet that erroneously alleged that Iraq tried to import uranium from 
Niger. The State Department wrote me in September 2003 that Mr. Bolton “did not play a role 
in the creation of this document.” But a “sensitive but unclassified” chronology - which has 
never been released to the public - shows that actually Mr. Bolton did direct the preparation of 
the fact sheet and received multiple copies of the draft. 

Apparently, “sensitive but unclassified” is also a codeword for “embarrassing to senior 
official.” 

And here’s an ironic example: the Department of Homeland Security used the “sensitive 
but unclassified” designation to withhold the identity of the ombudsman that the public is 
supposed to contact about airline security complaints. 

I suggested to Chairman Shays that the Subcommittee should investigate the misuse of 
these designations, and I am glad to report that he has agreed. In fact, we are signing letters 
today seeking information from several agencies about the way they use these new designations. 
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With his support, 1 hope that we can impose some restraints on this new form of government 
secrecy. 

There are other issues I hope we can examine today. One involves the process that was 
used to declassify important 9/1 1 Commission documents. Last month, we learned about long 
delays in the declassification and release of key documents that called into question statements 
made by Secretary of State Condoleezza Rice and other senior Administration officials. These 
embarrassing documents were not released until after the presidential elections and after Ms. 
Rice’s confirmation. Today, I hope we can leant more about the delay in the release of these 
documents and whether politics played any role. 

Another important topic is the case of Sibel Edmonds, who will testify on the third panel, 
Ms. Edmonds joined the FBI in 2001 as a linguist, but she was fired just a few months later for 
warning her superiors about potential espionage occurring within the Bureau. Last month, the 
Justice Department Inspector General released an unclassified report that vindicated Ms. 
Edmonds, finding that her core allegations were “clearly corroborated.” 

Yet the Justice Department has repeatedly sought to prevent inquiries into her case by 
citing secrecy concerns. Indeed, government lawyers even argued that her legal efforts to obtain 
redress should be thrown out of court to avoid the risk of disclosing sensitive information. 

Mr. Chairman, let me close by thanking you for holding this hearing, for investigating the 
problematic “sensitive but unclassified designation,” and for including Ms. Edmonds in the 
hearing. This hearing - and your actions - demonstrate that opermess in government is not a 
partisan issue. The fact is, there is bipartisan concern in Congress that the pendulum is swinging 
too far toward secrecy. 

1 look forward to the testimony of today’s witnesses. 
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Mr. Shays. I thank the gentleman for his statement and for the 
work of his staff. You have done a lot of work that you have reason 
to be very concerned about. 

At this time the Chair would recognize Mr. Turner, the former 
vice chairman of the committee, now chairman of? 

Mr. Turner. Federalism and Census. Thank you, Mr. Chairman, 
and thank you for your leadership on this issue, and for your as- 
sistance in my continuing on this subcommittee. This obviously is 
a very important issue. Just this week I believe we had a reminder 
of the issue of classification when we were all receiving information 
from our news media about the possible communication between 
Osama bin Ladin and Moussaoui, and looking to possible potential 
attacks on the United States. I think we all heard, as we looked 
at the news, and read the news accounts, that we were informed 
that the Homeland Security Department issued a classified bulletin 
to officials over the weekend about the intelligence, which spokes- 
man Brian — I’m not even going to guess at that one — described as 
credible but not specific. The indulgence was obtained over the past 
several weeks, officials said. 

Clearly, we’ve gotten to the point where we have become desen- 
sitized to what is either classified or not. One of the dangers of 
overclassification is that people no longer handle the information 
sensitively. In this instance, within I believe a day or two of it 
being issued, it’s national news on CNN and all of our newspapers, 
which of course means that our adversaries, in addition to our 
friends, are reading it. 

This is an important hearing that you are holding, in that it will 
assist us in identifying what really is important and needs to be 
protected information and hopefully assist us in keeping it classi- 
fied and confidential. 

Thank you. 

Mr. Shays. I thank the gentleman for his statement. At this 
time, the Chair would recognize the gentlelady from New York 
City. 

Mrs. Maloney. Clearly, for me, nothing highlights better the 
overclassification of government documents than the 9/11 Commis- 
sion staff report dealing with civil aviation. The release of this re- 
port was delayed for months beyond all documents of the 9/11 Com- 
mission report, and is heavily redacted. It is the only document 
that the 9/11 Commission members received that had one word 
covered in ink. Every other document that they received in their 
investigation was not redacted, just the civil aviation one. 

Not only is it ironic that the underlying 9/11 Commission report 
spoke to the need to move from a need to know environment to a 
need to share environment. I think it is absolutely an outrage that 
large portions and parts of this report are being kept from the 
American people, including the September 11 families who fought 
so very, very hard to get answers on why September 11 happened, 
and how we could work to prevent it in the future, another future 
attack. 

Although the 9/11 Commission staff completed its report on Au- 
gust 26, 2004, the Bush administration refused to declassify the 
findings until January 28, 2005, less than 48 hours after 
Condoleezza Rice was confirmed as Secretary of State. During the 
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period between August 26th and January 28th, the Commission 
was reportedly reviewing the Commission’s report to determine 
whether it contained any information that should be classified in 
the interest of national security. 

Problems with this process have been raised previously by the 9/ 
11 Commission. On February 9th, the New York Times reported 
that the monograph had been turned over to the National Archives 
nearly 2 weeks before it had been heavily redacted. No notice was 
provided to me or any of the 25 Members of Congress who had 
written the Justice Department for its release. To say the least, the 
contents of the monograph were troubling. It states that. 

In the months before September 11, Federal aviation officials reviewed dozens of 
intelligence reports that warned about Osama bin Ladin and Al-Qaeda, some of 
which specifically discussed airline hijackings and suicide operations. 

Fifty-two intelligence reports from the FAA mentioned bin Ladin or Al-Qaeda 
from April to September 10, 2001. Five of the intelligence reports specifically men- 
tioned Al-Qaeda’s training or capability to conduct hijackings. And two mentioned 
suicide operations, although not connected to aviation. Despite these warnings, the 
FAA, lulled into a false sense of security and intelligence that indicated a real and 
growing threat leading up to 9/11, did not stimulate significant increase in security 
procedures. 

This is what we know from public parts of the report. That day 
Chairman Shays and I called on the Justice Department to release 
the full, unredacted report, just like all previous documents of the 
9/11 Commission. The delayed release, the ultimate timing of the 
release, the contents and the heavy redactions raise very serious 
concerns to me. That is why I was so pleased to join with the full 
committee ranking member, Henry Waxman, calling for hearings 
on this matter. I look very much forward to hearing from 9/11 
Commissioner Richard Ben-Veniste, who will be testifying on this, 
along with the other witnesses. 

In our letter, we raise concerns on whether the administration 
mis-used the classification process to withhold, possibly for political 
reasons, and it questions the veracity of statements, briefings and 
testimony by then National Security Advisory Condoleezza Rice, re- 
garding this issue. I have concerns that the administration abused 
the classification process to improperly withhold the 9/11 Commis- 
sion findings from Congress and the public, until after the Novem- 
ber elections and the confirmation of Condoleezza Rice as Secretary 
of State. 

I really want to learn today what were the specific rationales for 
each redaction in the report, and were these redactions appro- 
priate. I have one example that is on display right now, where no 
one can argue that it is not over-classification. On this board you 
can clearly see the public testimony of Mike Canavan, a top FAA 
official before the 9/11 Commission on May 23, 2003. On this board 
is the same testimony partially redacted. The testimony that is 
blacked out reads, “We are hearing this, this, and this from this 
organization. It was just a gain in the chatter piece, so to speak.” 

So I truly do not understand why public testimony that is re- 
leased to the public could ever end up covered by black ink and of- 
ficially redacted. 

With regard to our questions surrounding Secretary Rice, during 
her tenure as President Bush’s national security advisor, she made 
several categorical statements asserting that there were never any 
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warnings that terrorists might use airplanes and suicide attacks. 
One possibility is that Secretery Rice was unaware of the extensive 
FAA warnings when she appeared before the press and testified be- 
fore the 9/11 Commission. This would raise serious questions about 
her preparation. 

Another possibility is that Secretary Rice knew about the FAA 
warnings but provided misleading information to the Commission. 
Neither of these possibilities would reflect well on Secretary Rice. 
Perhaps there are other, more innocent explanations for these 
seeming inconsistencies. 

I look forward to the testimony of our witnesses, and I hope to 
find out how, when and why this document was classified. Finally, 
I would like to thank Chairman Shays, in accommodating our re- 
quest for including Sibel Edmonds as a witness. I would like to 
welcome her. She will be testifying publicly for the first time ever 
before Congress, despite the fact that she was wrongly fired by the 
FBI 3 years ago for trying to do her patriotic duty by raising con- 
cerns with possible espionage within the FBI. 

Even though the Justice Department Inspector General found 
that her claims had merit, the administration to this day has not 
fully investigated these serious issues, and amazingly, has still not 
made Ms. Edmonds whole. I hope that this situation will change, 
and I look forward to understanding how new designations that 
have no basis in Federal law or statute came into existence. Se- 
crecy in government, particularly on public policy issues, ones from 
which we want to learn in order to prevent such actions in the fu- 
ture, are very, very serious, and I welcome the chairman and the 
ranking member’s efforts. I’m glad to join them in this effort. 

Thank you. 

[The prepared statement of Hon. Carolyn B. Maloney follows:] 
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Statement of Congresswoman Maloney 
March 2, 2005 

Emerging Threats: Overclassification and Pseudo-classification 
2 1 54 Rayburn House Office Building 
1 p.m. 

For me nothing highlights better the 
over-classification of government documents 
than the 9/1 1 Commission staff report 
dealing with civil aviation. 

The release of this report was delayed for months 
beyond all documents of the 9/1 1 Commission 
and is heavily redacted. 

It is the only document of the Commission to have 
even one word covered in black ink. 

Not only is it ironic that the underlying 9/1 1 
Commission Report spoke to the need to move 
from a “need to know” environment to a 
“need to share” environment, 

I think it is an outrage that large parts of this report 
are being kept from the American public, 
including the 9/11 Families 
who fought so hard to get answers 
on why 9/1 1 happened and 
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how we prevent future attacks. 

Although the 9/11 Commission staff 
completed its report on August 26, 2004, 
the Bush Administration refused to declassify 
the findings until January 28, 2005, 
less than 48 hours after Condoleeza Rice was 
confirmed as Secretary of State. 

During the period between August 26 and 
January 28, the Administration was reportedly 
reviewing the Commission’s report 
to determine whether it contained any information 
that should be classified in the interest of national 
security. 

Problems with this process had been raised 
previously by the 9/1 1 Commission. 

On February 9* the New York Times reported that 
the Monograph had been turned over to the 
National Achieves nearly two weeks before and 
it had been heavily redacted. 
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No notice was provided to me or any of the 25 
Members of Congress who had written the Justice 
Department for its release. 

To say the least, the contents of the monograph were 
troubling. 

It states that in the months before 9/11, 
federal aviation officials reviewed dozens of 
intelligence reports that warned about Osama bin 
Laden and A1 Qaeda, some of which specifically 
discussed airline hijackings and suicide operations. 

52 intelligence reports from the FAA mentioned 
Bin Laden or A1 Qaeda from 
April to September 10, 2001. 

Five of the intelligence reports specifically 
mentioned A1 Qaeda's training or capability to 
conduct hijackings, 
and two mentioned suicide operations, 
although not connected to aviation. 

Despite these warnings the FAA was 
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"lulled into a false sense of security," and 
"intelligence that indicated a real and growing threat 
leading up to 9/1 1 did not stimulate significant 
increases in security procedures." 

This is what we know from the public parts of the 
report. 

That day Chairman Shays and I called on the Justice 
Department to release the full, unredacted report - 
just like all previous documents of the 9/1 1 
Commission. 

The delayed release, 
the ultimate timing of the release, 
the contents of the monograph 
and the heavy redactions raise 
serious concerns for me. 

That is why I also joined with the 
Full-Committee Ranking Member, 

Henry Waxman calling for hearings on this matter 
and I look forward to hearing from 9/11 
Commissioner Richard Ben-Veniste 
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and our other witnesses on this later. 

In our letter, 

we raised concerns on whether 

the Administration misused the classification 

process to withhold, for political reasons 

and question the veracity of statements, briefings, 

and testimony by then-National Security Advisor 

Condoleezza Rice regarding this issue. 

I have concerns that the Bush Administration abused 
the classification process to improperly withhold the 
9/11 Commission findings from Congress and the 
public until after the November elections and the 
confirmation of Condoleezza Rice as Secretary of 
State. 

I want to know what were the specific rationales for 
each redaction in the report? 

Were these redactions appropriate? 

I have one example right here were 

no one can argue that it is not over-classification. 
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On this board you can clearly see the public 
testimony of Mike Canavan, a top FAA official, 
before the 9/1 1 Commission on May 23, 2003. 

On this board is the same testimony partially 
redacted. 

The testimony that is blacked-out reads “we are 
hearing, this, this, this, this and this from this 
organization. It was just again in the chatter piece, 
so to speak.” 

I just don’t understand why public testimony could 
ever end up covered by this black ink. 

With regards to our questions surrounding Secretary 
Rice, during her tenure as President Bush’s National 
Security Advisor, she made several categorical 
statements asserting that there were never any 
warnings that terrorists might use airplanes in 
suicide attacks. 

One possibility is that Secretary Rice was unaware 
of the extensive FAA warnings when she appeared 
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before the press and testified before the 9/1 1 
Commission. 

This would raise serious questions about her 
preparation and competency. 

Another possibility is that Secretary Rice knew 
about the FAA warnings but provided misleading 
information to the public and the Commission. 

Neither of these possibilities would reflect well on 
Secretary Rice. Perhaps there are other more 
innocent explanations for these seeming 
inconsistencies. 

I look forward to the testimony of our witnesses and 
hope to find out how, when, and why this document 
was classified. 

Finally, I would like to thank Chairman Shays in 
accommodating our requests for including Sibel 
Edmonds as a witness. I would like to welcome her, 
as she will be testifying publicly for the first time 
ever before Congress, despite the fact that she was 
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wrongly fired by the FBI three years ago for trying 
to do her patriotic duty by raising concerns with 
possible espionage within the FBI. 

Even though the Justice Department Inspector 
General found that her claims had merit, the 
Administration to this day has not fully investigated 
these serious issues, and — amazingly — has still not 
made Ms. Edmonds whole. 

To the contrary, the Administration is fighting her at 
every turn. 
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Mr. Shays. Before recognizing our other three members, who will 
have as much time as they would like, I do want to point out that 
Admiral McMahon has somewhat of a crisis meeting at the White 
House; in other words, this is not a typical meeting, you are being 
asked to be there for certain events that have happened today. And 
you will be leaving at 2:30. I just want the members to know that. 
I’m told that we will have votes at 2, which means they’ll leave the 
machine open, so he’ll probably get to leave at 2:15. So I’d just like 
the Members to be aware of that, but only because that should be 
information you might want to know. 

Mr. Van Hollen, and then we’ll go to Mr. Higgins and then to Mr. 
Ruppersberger. 

Mr. Van Hollen. Thank you, Mr. Chairman. I will be brief, just 
two things. First, with respect to classified information and use of 
classified information, abuse of classified information, there are 
two separate issues, and both identified by the 9/11 Commission re- 
port. One is the overcompartmentalization of legitimately classified 
information. They focus very much on the importance of sharing 
across agencies, because it doesn’t do us any good in protecting our 
national security if one agency is sitting on a critical piece of the 
puzzle that when combined with another piece of the puzzle gives 
us a fuller picture. 

Then of course there is the issue that we’re looking at today, 
which is the overclassification of information in general. I want to 
thank the chairman for all his leadership on this issue and just 
say, it always amazes me to have briefings by Secretary Rumsfeld 
and others in this administration, and frankly in past administra- 
tions, in previous jobs as well, where they classified as secret or top 
secret, and you get into the room and you’ve heard what just hap- 
pened had been reported on CNN or Fox News or whatever it may 
be, or you read it in the newspaper the next day. 

It does breed a lot of cynicism about the abuse of classified infor- 
mation. I see it, it’s just constant. Secret information is in the 
newspapers often before it’s told to Members of Congress. I hope 
that we can develop a system that truly classifies the information 
that is critical to protect in our national security and not classify 
information that’s an important part of the public debate in an ex- 
change of views which is also essential to protecting our national 
security. 

Thank you, Mr. Chairman. 

Mr. Shays. I thank the gentleman for his statement. 

Mr. Higgins, it’s wonderful to have you as part of this committee. 

Mr. Higgins. I have no questions at this time, Mr. Chairman, 
thank you. 

[The prepared statement of Hon. Brian Higgins follows:] 
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Opening Statement 
Representative Brian Higgins 

Committee on Government Reform Subcommittee on National Security, 
Emerging Threats and International Relations 
“Emerging Threats: Overclassification and Pseudo-classification” 
March 2, 2005 

One of the many lessons borne out of the tragedy of September 1 1, 2001 is that 
our nation can no longer afford any failures in bureaucracy that let crucial information 
fall through the cracks. As the 9/1 1 Commission found in its final report, agency must 
speak to agency and all information must be shared; that is the only way we can keep 
America’s citizens safe from those who would do us harm. Today, we have an 
opportunity to tackle information sharing, or the lack thereof, by addressing two 
problems at the heart of this issue - the overclassification of documents by the executive 
branch and the hoarding of material by certain executive agencies unwilling to 
appropriately share the very information that could keep us safe. I thank Mr. Shays for 
organizing this hearing, and I thank all our panelists for sharing their experience and their 
expertise with us today. 

To be clear, I believe the federal government, including its executive agencies, 
bears a responsibility to keep certain information and documents classified in order to 
protect the nation; few would argue otherwise. But the needless protection of 
information that is already public, that does not relate to national security, that does not 
put our country in harm’s way or that is political in nature simply uses up manpower, 
confuses the public and actually hurts national security by watering down the very 
classification system the action abuses. 

In addition, the withholding of information fi-om the Congress, and from this 
Committee or the 9/1 1 Commission, as outlined by a recent report by Ranking Member 
Waxman, is unacceptable. It is the duty of the Committee on Government Reform to 
maintain proper oversight of the executive branch and its agencies and to request and 
receive information under the Seven Member Rule. It is not the Administration’s job to 
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cover up information that might be politically embarrassing, by labeling it confidential or 
top secret. 

There is another troubling aspect of document classification that I hope we will 
address today, regarding restrictions of access to unclassified information. Of late, there 
has been a promulgation of titles and restrictions on unclassified information. Executive 
agencies have created their own designations, their own rules and their own system in 
part to keep other agencies from having or understanding information that should be 
shared. No single agency in the executive branch can unilaterally protect us, and no 
single agency in the executive branch should routinely shut out another agency from the 
information it needs to keep us safe. The act of restricting information from another 
agency is unacceptable and we cannot allow such behavior to continue; as the 9/1 1 
Commission made clear, information sharing is essential to homeland security. 

President Bush recently nominated John D. Negroponte as the first Director of 
National Intelligence - a position created under the Intelligence Reform Act. The 
Director of National Intelligence (DNI) is required by law to establish a system that 
encourages information sharing, that sets government-wide standards, and that protects 
sources of information. The devil, of course, is in the details. The Senate-confirmed 
DNI must make information sharing a priority. In doing so, he must address the misuse 
of classification by this Administration to withhold information from elected officials and 
citizens alike. He must make declassification a main focus. 

September 11, 2001 destroyed American naivete in our belief that our government 
agencies were working together on our behalf Instead, we discovered that too often, turf 
battles impede information sharing and put us in danger. Reforming what is and is not 
classified or restricted, allowing the Congress access to needlessly classified documents 
and setting across-agency standards that encourage rather than stifle information sharing 
are essential and long overdue steps we must take to ensure our safety. Thank you again, 
Mr. Shays, for recognizing the need for today’s hearing, and thank you to our panelists 
for being here. 
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Mr. Shays. Thank you very much. 

With that, I will announce our witnesses. I don’t think Mr. 
Ruppersberger is here. 

We have Mr. J. William Leonard, Director, Information Security 
Oversight Office, National Archives and Records Administration. 
We have Rear Admiral Christopher A. McMahon, Acting Director, 
Departmental Office of Intelligence, Security and Emergency Re- 
sponse, Department of Transportation; and Mr. Harold Relyea, 
Specialist in American National Government, Congressional Re- 
search Service, Library of Congress. 

Gentlemen, if you will stand up, we will swear you in right away. 
As you know, we swear in all our witnesses. 

Raising your right hand, do you solemnly swear or affirm that 
the testimony you will give before this subcommittee will be the 
truth, the whole truth and nothing but the truth? 

[Witnesses sworn.] 

Mr. Shays. Note for the record our three witnesses have re- 
sponded in the affirmative. I ask unanimous consent that all mem- 
bers of the subcommittee be permitted to place an opening state- 
ment in the record and the record will remain open for a few days 
for that purpose. Without objection, so ordered. 

I ask further unanimous consent that all witnesses be permitted 
to include their written statements in the record. Without objec- 
tion, so ordered. 

I thank the cooperation of the subcommittee, and Mr. Leonard, 
you have the floor. 

STATEMENTS OF J. WILLIAM LEONARD, DIRECTOR, INFORMA- 
TION SECURITY OVERSIGHT OFFICE, NATIONAL ARCHIVES 
AND RECORDS ADMINISTRATION; REAR ADMIRAL CHRIS- 
TOPHER A. McMAHON, U.S. MARITIME SERVICE, ACTING DI- 
RECTOR, DEPARTMENTAL OFFICE OF INTELLIGENCE, SECU- 
RITY AND EMERGENCY RESPONSE, DEPARTMENT OF TRANS- 
PORTATION; AND HAROLD C. RELYEA, SPECIALIST IN NA- 
TIONAL GOVERNMENT, CONGRESSIONAL RESEARCH SERV- 
ICE, LIBRARY OF CONGRESS 

STATEMENT OF J. WILLIAM LEONARD 

Mr. Leonard. Thank you, Mr. Chairman, and I appreciate your 
holding this hearing today and for inviting me. 

Our Nation and our Government, of course, are profoundly dif- 
ferent in a post-September 11 world. Our citizens’ sense of vulner- 
ability has increased, as have their expectations of their Govern- 
ment to keep them safe. In each situation, information is crucial. 
On the one hand, Americans are concerned that information may 
be exploited by our country’s adversaries to harm us. On the other 
hand, impediments to information sharing among Federal agencies 
and with State and local and private entities need to be continu- 
ously addressed in the interest of homeland security. 

Even more so, the free flow of information is essential if citizens 
are to be informed, and if they are to hold their Government ac- 
countable. In many regards, our Government is confronted with the 
twin imperatives of information sharing and information protec- 
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tion, two responsibilities that are contained in her intention but 
are not incompatible. 

I direct the Information Security Oversight Office under two Ex- 
ecutive orders and applicable Presidential guidance, my office has 
substantial responsibilities with respect to classification of informa- 
tion by agencies within the executive branch. It is Executive Order 
12958, as amended, that sets forth the basic framework and legal 
authority by which executive branch agencies classify national se- 
curity information. 

Pursuant to its Constitutional authority, in this order the Presi- 
dent authorizes a limited number of officials to apply classification 
to certain national security related information. This authority is 
an essential and proven tool for defending our Nation. The ability 
to deceive and surprise the enemy can spell the difference between 
success and failure on the battlefield. 

Similarly, it’s nearly impossible for intelligence services to recruit 
human sources who often risk their lives aiding our country or to 
obtain assistance from other countries’ intelligence services unless 
such sources can be assured of complete and total confidentiality. 
Likewise, certain intelligence methods can only work if the adver- 
sary is unaware of their existence. 

Classification, of course, can be a double edged sword. Limita- 
tions on dissemination of information that are designed to deny in- 
formation to the enemy on the battlefield can increase the risk of 
a lack of awareness on the part of our own forces, contributing to 
the potential for friendly fire incidents or other failures. Similarly, 
imposing strict compartmentalization of information obtained from 
human agents increases the risk that a Government official with 
access to other information that could cast doubt on the reliability 
of the agent would not know of the use of that agent’s information 
elsewhere in the Government. 

Simply put, secrecy comes at a price. I continuously encourage 
agencies to become more successful in factoring this reality into the 
overall risk equation when making classification decisions. 

Classification is an important fundamental principle when it 
comes to national security. But it need not and it should not be an 
automatic first principle. In certain circumstances, even with re- 
spect to national security information, classification can run 
counter to our national interests. The decision to classify informa- 
tion or not is ultimately the prerogative of the agency original clas- 
sification authorities. The exercise of agency prerogative to classify 
certain information has ripple effects throughout the entire execu- 
tive branch. Eor example, it can serve as an impediment to sharing 
information with another agency, with State or local officials, or 
with the public, who generally need the information. 

In delegating classification authority, the President has estab- 
lished clear parameters for its use and certain burdens that must 
be satisfied, which I have detailed in my prepared written testi- 
mony. As I testified the last time I appeared before this sub- 
committee, it is my view that Government classifies too much infor- 
mation. Primarily, I believe because classifieds often becomes an 
automatic decision rather than an informed, deliberate decision. 

My official oversight responsibilities rest solely with classified 
national security information and do not extend to the various in- 
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formation access restrictions designations used by agencies to con- 
trol some unclassified information. Nonetheless, as a minimum, I 
believe that proven effective attributes of the classification system 
can be used as benchmarks when evaluating any information pro- 
tection framework. I have listed such attributes in my prepared 
written testimony. 

Again, I want to thank you for inviting me here today, Mr. 
Chairman, and I would be happy to answer any questions that you 
or other Members may have. 

[The prepared statement of Mr. Leonard follows:] 
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FORMAL STATEMENT 

J. William Leonard 

Director, Information Security Oversight Office 
National Archives and Records Administration 
before the 

Committee on Government Reform 
Subcommittee on National Security, Emerging Threats, 
and International Relations 
U.S. House of Representatives 
March 2, 2005 


Chairman Shays, Mr. Kucinich, and members of the subcommittee, I wish to thank you 
for holding this hearing on issues relating to information access restrictions as well as for 
inviting me to testify today. 


Our Nation and its Government are, of course, profoundly different in a post-9/1 1 world. 
Our citizens' sense of vulnerability has increased, as have their expectations of their 
Government to keep them safe. In each situation, information is crucial. On the one 
hand, Americans are concerned that information may be exploited by our country's 
adversaries to harm us. On the other hand, impediments to information sharing among 
Federal agencies and with State, local and private entities need to be continuously 
addressed in the interests of homeland security. Even more so, the free flow of 
information is essential if citizens are to be informed and if they are to hold their 
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Government and its leaders accountable throu^ informed participation in our electoral 
processes. In many regards, our Government is confronted with the twin imperatives of 
information sharing and information protection - two responsibilities that contain 
inherent tension but are not incompatible. 


By section 5.2 of Executive Order 12958, as amended, “Classified National Security 
Information,” the President established the organization I direct, the Information Security 
Oversight Office, often called “ISOO.” We are within the National Archives and 
Records Administration and by law and Executive order (44 U.S.C. 2102 and sec. 5.2(b) 
of E.O. 12958) are supervised by the Archivist of the United States, who appoints the 
Director, ISOO with the approval of the President. Under Executive Orders 12958 and 
12829 (which established the National Industrial Security Program) and applicable 
Presidential guidance, the ISOO has substantial responsibilities with respect to 
classification of information by agencies within the executive branch. 


It is Executive Order 12958, as amended, that sets forth the basic framework and legal 
authority by which executive branch agencies classify national security information. 
Pursuant to his constitutional authority, in this Order the President authorizes a limited 
number of officials to apply classification to certain national security related information. 
This authority is an essential and proven tool for defending our nation. The ability to 
surprise and deceive the enemy can spell the difference between success and failure on 
the battlefield. Similarly, it is nearly impossible for our intelligence services to recruit 
human sources who often risk their lives aiding our country or to obtain assistance from 
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Other countries' intelligence services, unless such sources can be assured complete and 
total confidentiality. Likewise, certain intelligence methods can work only if the 
adversary is unaware of their existence. Finally, the successful discourse between nations 
often depends upon constructive ambiguity and plausible deniability as the only way to 
balance competing and divergent national interests. 

Classification, of course, can be a double-edged sword. Limitations on dissemination of 
information that are designed to deny information to the enemy on the battlefield can 
increase the risk of a lack of awareness on the part of our own forces, contributing to the 
potential for fiiendly fire incidents or other failures. Similarly, imposing strict 
compartmentalization of information obtained fi-om human agents increases the risk that 
a Government official with access to other information that could cast doubt on the 
reliability of the agent would not know of the use of that agent's information elsewhere in 
the Government. Simply put, secrecy comes at a price. I have continuously encouraged 
agencies to become more successful in factoring this reality into the overall risk equation 
when making classification decisions. 

Classification is an important fundamental principle when it comes to national security, 
but it need not and should not be an automatic first principle. In certain circumstances, 
even with respect to national security information, classification can run counter to our 
national interest. The decision to classify information or not is ultimately the prerogative 
of agency original classification authorities. The exercise of agency prerogative to 
classify certain information, of course, has ripple effects throughout the entire executive 
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branch. For example, it can serve as an impediment to sharing information with another 
agency, with State or local officials, or with the public, who genuinely need to know the 
information. 


In delegating classification authority the President has established clear parameters for its 
use and certain burdens that must be satisfied. Specifically, every act of classifying 
information must be able to trace its origin to an explicit decision by a responsible 
official who has been expressly delegated original classification authority. In addition, 
the original classification authority must be able to identify or describe the damage to 
national security that would arise if the information were subject to unauthorized 
disclosure. Furthermore, the information must be owned by, produced by or for, or under 
the control of the U. S. Government; and finally, it must fall into one or more of the 
categories of information specifically provided for in the Order.' 


As I testified the last time I appeared before this subcommittee, it is my view that the 
Government classifies too much information; primarily, I believe, because classification 
often becomes an automatic decision rather than an informed, deliberate decision. My 
conclusion that there is excessive classification is supported, in part, by agency input to 


Pursuant to § 1.4 of the Order, infonnation shall not be considered for classification unless it concerns: 
(a) military plans, weapons systems, or operations; (b) foreign government infonnation; (c) intelligence 
activities (including special activities), intelligence sources or methods, or cryptology; (d) foreign relations 
or foreign activities of the United States, including confidential sources; (e) scientific, technological, or 
economic matters relating to the national security, which includes defense against transnational terrorism; 
(0 United States Government programs for safeguarding nuclear materials or facilities; (g) vulnerabilities 
or capabilities of systems, installations, infrastructures, projects, plans, or protection services relating to the 
national security, which includes defense against transnational terrorism; or (h) weapons of mass 
destruction. 
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my office that indicates that overall classification activity has risen steadily over the past 
several years. For example, based upon information furnished our office, the total 
number of classification decisions increased from 9 million in FY 2001 to 1 1 million in 
FY 2002, 14 million in FY 2003 and 16 million in FY 2004, For the sake of precision, I 
would note that, during the period from FY 2002 through FY 2004, the U.S. Government 
built a new structure for homeland security and engaged in wars in Afghanistan, Iraq and 
against al-Qaeda, so it cannot be said conclusively from these data that the increase 
during this period in the number of classification decisions was due solely or even 
substantially to the phenomenon of “over classification” as opposed to simply reflecting 
an increase in legitimate classification decisions as a result of the increase in the tempo of 
national security operations. 

My official oversight responsibilities rest solely with classified national security 
information and do not extend to the various information access restriction designations 
used by agencies to control some unclassified information. Nonetheless, as a minimum, I 
believe the following are proven effective attributes of the classification system: 

• Specificity with respect to what information is covered and what is not covered. 

• Strict limitations as to who can designate information as falling under the system 
of controls. 

• Built-in discretion that allows controls not to be applied even if the information is 
eligible. 


Built-in criteria that must be satisfied in order to place controls on dissemination. 



52 


6 

• Clear designation of information requiring control to include information orally 
disseminated. 

• Uniform standards with respect to how to handle and protect controlled 
information. 

• A fixed duration of time for the application of controls. 

• An appeal procedure whereby both authorized holders and outsiders can appeal 
the legitimate application of dissemination controls. 

• An effective education and training program to maintain awareness. 

• Built-in accountability, both for the improper application of controls and the 
failure to apply or follow legitimate controls. 

Finally, we must avoid allowing the "need-to-know" principle to automatically override 
the “need-to-share” imperative. 

Again, I thank you for inviting me here today, Mr. Chairman, and I would be happy to 
answer any questions that you or the subcommittee might have. 
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Mr. Shays. Thank you, Mr. Leonard. Admiral McMahon, you 
need to bring that mic a little closer, sir. 

STATEMENT OF REAR ADMIRAL CHRISTOPHER A. McMAHON 

Admiral McMahon. Thank you, Mr. Chairman, for your kind- 
ness in realizing I have to be in the White House in the next hour. 

Mr. Chairman and members of the subcommittee. I’m Rear Ad- 
miral Christopher McMahon, U.S. Maritime Service, U.S. Depart- 
ment of Transportation. By way of introduction, I have just re- 
cently returned from Baghdad, where I have been serving as the 
transportation counselor and director of the Iraqi Reconstruction 
Management Office of Transportation at the American Embassy. In 
these positions, I have been responsible for Iraqi reconstruction in 
all modes of transportation. 

I currently serve in DOT’s Office of Intelligence, Security and 
Emergency Response, where in this capacity, among other things, 
I help advise the Secretary on the Department’s contacts with the 
intelligence community, including the Department of Homeland Se- 
curity and other Federal agencies involved with homeland security. 
I am honored to be here to discuss with you how the Department 
of Transportation is balancing the needs for secrecy necessary to 
ensure homeland security with the public’s right to know its Gov- 
ernment’s activities. 

At DOT, we adhere to the requirements of the Freedom of Infor- 
mation Act in making determinations about what information 
sought by the public may be disseminated and what may be law- 
fully withheld. We use FOIA not only to determine our responses 
to public information requests, but also to advise our employees on 
how they should treat the information they handle. In the context 
of protecting information vital to homeland security, our principal 
tool is the authority given to us and to DHS to designate informa- 
tion as security sensitive information [SSI]. 

At DOT, we use this designation only to refer to information that 
Congress has mandated that we protect. We also have an adminis- 
trative safeguarding designation for sensitive information that is 
not necessarily security related that we label for official use only 
[FOUO], which I will discuss later in my testimony. 

When Congress created the Department of Homeland Security 
under the Homeland Security Act of 2002, it not only transferred 
TSA from DOT to DHS, along with it the authority to establish 
SSI, but this same law gave similar authority to establish SSI 
within DOT. I wish to emphasize that SSI is not a security classi- 
fication; hence, individuals need not have formal national security 
clearance to access SSL What they must have is a need to know, 
and they must provide assurances that they understand and will 
comply with regulations related to the possession and permissible 
use of SSL 

In this way, we can share with other Federal agencies. State, 
local and tribal governments, industry and other persons with a 
need to know vital information related to homeland security with- 
out the fear that this information may be released to unvetted re- 
questors. 

When Secretary Mineta confronted the question of how SSI au- 
thority was to be handled within DOT, Secretary Mineta took five 
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very affirmative steps. First, he delegated the authority to des- 
ignate information as SSI to the heads of all the operating entities 
within DOT, that is the administration, as it pertained to their own 
modes of transportation, but subject to the guidance and direction 
of the director of intelligence, security and emergency response, 
and from the Department of Transportation’s general counsel’s of- 
fice, who is also the departmental officer for FOIA. 

Second, the Secretary specifically directed that the Department 
not use this authority to evade its responsibilities under FOIA by 
stating, and I quote Secretary Mineta in part, “finding the right 
balance between protecting what needs to be protected and reveal- 
ing what should be revealed is important. I expect all of us to give 
it the attention it deserves.” 

Third, Secretary Mineta further directed that we report to him 
regularly and review any case in which his authority is used to 
make a decision either to designate information as SSI or not to 
do so. Fourth, he asked the DOT Inspector General to review 
dot’s implementation of its SSI authority after 1 year to ensure 
that SSI designation process that we have in the Department is 
being used properly and is not being used to exempt information 
from public disclosure. 

Finally, the Secretary directed that we coordinate with the De- 
partment of Homeland Security on how our two departments will 
use our parallel SSI authorities. My staff is learning day in and 
day out how truly challenging that charge from Secretary Mineta 
is, and that is to find the right balance between protecting what 
needs to be protected and revealing what should be revealed. How- 
ever, as we use this authority to protect the American people, I 
have emphasized to the heads of our operating administrations 
that they keep in mind that our actions must always conform to 
the law and with the Secretary’s admonition that we not use this 
authority to restrict unreasonably the public’s right to know how 
we are carrying out our duties. 

I want to discuss for a moment, and I’ve heard it mentioned in 
your statements, the designation, the administrative designation 
for sensitive information that we at DOT refer to — yes, sir? 

Mr. Shays. Admiral, if you could try to finish up in a minute, 
because you will be leaving so quickly. 

Admiral McMahon. Sure. I want to raise a final issue, and that 
is the Department’s issue on the September 11 testimony. Ques- 
tions have been raised as to the role, whether or not FAA used or 
the Department of Transportation used its authority to classify in- 
formation in the interest of national security. The answer is no, we 
did not. In my testimony you will see the explanation for that. 

I would also like to emphasize one last point, and that is, we 
have very limited SSI in place now at DOT. There are only two 
documents that are SSI that we have designated SSI, and in 2004 
and 2005, there are no documents that we designated secret, which 
I think is important. So our use of SSI and secret has been ex- 
tremely limited in the Department of Transportation. 

I will be pleased to respond to any questions that the committee 
has. 

[The prepared statement of Admiral McMahon follows:] 
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Statement of 

Christopher J. McMahon, RADM, USMS 
Departmental Office of Intelligence, Security, and Emergency Response 
United States Department of Transportation 
Before the 

Subcommittee on National Security, Emerging Threats and International Relations 
Committee on Government Reform 
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March 2, 2005 


Good afternoon, Mr. Chairman and Members of the Subcommittee, I am Rear Admiral 
Christopher J. McMahon, United States Maritime Service,' United States Department of 
Transportation (DOT). Recently, I returned from serving in Baghdad, where I was appointed by 
Secretary Mineta as Transportation Counselor and Senior Iraqi Reconstruction Management 
Office (ERMO) the Transportation Consultant at the American Embassy. In these positions, I 
was the principal representative responsible for overseeing transportation infrastructure 
reconstruction. Currently, I serve in DOT’s Office of Intelligence, Security, and Emergency 
Response. In this capacity, I help oversee the Department of Transportation’s contacts with the 
intelligence community including the Department of Homeland Security (DHS), and other 
Federal agencies involved with homeland security. I am honored to be here to discuss with you 
how the Department of Transportation is balancing the need for the secrecy necessary to ensure 
homeland security with the public’s right to know how its Government is carrying out its duties. 


At DOT, we adhere to the requirements of the Freedom of Information Act (FOIA) in making 
determinations about what information sought by the public may be disseminated, and what may 
be lawfully withheld. FOLA is a law with which we are all familiar - and yet we rely heavily on 
a large body of common law and commentary to interpret and explain it. We use FOIA not only 
to determine our responses to public information requests, but also to advise our employees on 
how they should treat the information that they handle. In the context of protecting information 
vital to homeland security, we are learning that our principle tool is the authority given to us - 
and given to DHS - to designate information as “Sensitive Security Information (SSI).’’ At 
DOT, we use the designation only to refer to information that Congress has mandated that we 
protect. We also have an administrative safeguarding designation for sensitive information that 
is not necessarily related to security that we label as, “For Official Use Only (FOUO),’’ which I 
will discuss later in my testimony. 


' The United States Maritime Service is a voluntary organization established by an Act of Congress for the purpose 
of training United States civilians to serve on merchant vessels of the United States. Many members of the USMS 
serve at the United States Merchant Marine Academy, Kings Point, NY (my own normal duty station) and the five 
State maritime academies. 
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For many years, DOT’S Federal Aviation Administration (FAA) had statutory authority to 
prevent disclosure of information related to aviation security, termed “Sensitive Security 
Information (SSI).” In a leading case on SSI, the court set forth three aspects of it: 

• SSI may be withheld from public disclosure under FOIA. 

• The information may be withheld from the public rulemaking record in an informal 
rulemaking. 

• The information may be withheld from discovery in civil litigation. 


In response to the attacks upon the United States on September 1 1 , 2001 , Congress enacted the 
Aviation and Transportation Security Act (ATSA) that created within DOT the new 
Transportation Security Administration (TSA). Under section 1 14(d) of ATSA, TSA, originally 
part of DOT, has “responsibility for security in all modes of transportation, including . . . security 
responsibilities over other modes of transportation that are exercised by DOT.” (This authority 
transferred with TSA when TSA became part of the Department of Homeland Security.) ATSA 
also transferred from FAA to TSA the authority to designate information as SSI and expanded 
the scope of that authority to all modes of transportation. When Congress created DHS in the 
Homeland Security Act of 2002, it not only transferred TSA from DOT to DHS, but also 
transferred TSA’s SSI authority, and gave similar authority to DOT. 

Multiple sections of the U.S. Code require that the agency administering SSI authority 
promulgate regulations specifying the types of information qualifying for SSI treatment. FAA’s 
regulations appeared at 14 CFR Part 191 ; TSA’s appear at 49 CFR Part 1 520, and DOT’S at 49 
CFR Part 15, both entitled “Protection of Sensitive Security Information.” 


I wish to emphasize that SSI is not a national security classification; hence, individuals need not 
have formal national security clearances to access SSI. What they must have is a clear “need to 
know,” and they must provide assurances that they understand and will comply with regulations 
related to the possession and permissible use of SSI. In this way, we can share with other 
Federal agencies. State, local, and tribal governments, academia, industry, and other persons with 
a “need to know” information vital to homeland security without fear that we must release that 
same information to unvetted requestors. 


When Secretary Mineta confronted the question of how SSI authority was to be handled within 
DOT, he took five affirmative steps: 

1. He delegated the authority to designate information as SSI to the heads of all of DOT’S 
constituent agencies as to their own modes of transportation, but subject to guidance and 
direction from the Director of Intelligence, Security, and Emergency Response and the 
Department’s General Counsel (who is the Departmental officer in charge of FOIA). Before the 
Secretary did this, there was uncertainty about who in DOT could make an SSI determination, 
with the possibility that virtually anyone would be able to invoke SSI in the Secretary's name. 
The delegation provides clarity, structure, and accountability to the process, along with a 
mechani.sm to ensure consistency and actual security need. 
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2. The Secretary specifically directed that the Department not use this authority to evade its 
responsibilities under FOIA, saying that, 

[t]he authority to determine that information is SSI brings with it the responsibility not 
only to identify and protect qualifying information, but also not to reduce more than is 
truly needed the public’s right to know how this part of its Government is carrying out its 
duties. Finding the right balance between protecting what needs to be protected and 
revealing what should be revealed is important. I expect all of us to give it the attention it 
deserves. 

3. He further directed that we report to him regularly and review any case in which his authority 
is used to make a decision either to designate information as SSI or not to do so. 

4. He is asking DOT’S Inspector General to review DOT’S implementation of its SSI authority 
after one year to ensure that the SSI designation process is not being used to improperly exempt 
information from public disclosure. 

5. Finally, he directed that we coordinate with DHS on how our two departments will use their 
parallel SSI authorities. 


My staff is learning day in and day out how truly challenging that charge from the Secretary - to 
find the right balance between protecting what needs to be protected and revealing what should 
be revealed -- can be. However, as we use this authority to protect the American people, I have 
emphasized to the heads of our operating administrations that they keep in mind that our actions 
must always conform to the law and, with the Secretary’s admonition, that we not use this 
authority to restrict unreasonably the public’s right to know how we are carrying out our duties. 


As I mentioned, 1 want to discuss an administrative designation for sensitive information that we 
use at DOT — For Official Use Only (FOUO). FOUO identifies for our employees information 
that is sensitive and, therefore, before it is given to anyone outside the Federal Government, they 
are required to consult with FOIA staff. If the information does not qualify for withholding 
under FOIA, it must be released.^ 


As I stated earlier, this is not an easy area to understand and apply, particularly to the land 
modes of transportation, for which security concerns are relatively untested. 

One final issue deserves attention. Questions have been raised over whether the Department 


^ The full warning that is to be used on such information is: “For Official Use Only. Public release to be determined 
under 5 USC 552.” As provided in the relevant DOT directive (DOT Manual 1640.D, Classified Information 
Management Manual; Chapter 5, For Official Use Only Information (FOUO), 1997): 

“For Official Use Only (FOUO) is not a classified information level. Information requiring FOUO marking is 
discussed in this document only to ensure knowledge of the requirements for unclassified marked documents. The 
marking FOUO shall be used only on unclassified information that may be exempt from mandatory release to the 
public under the Freedom of Information Act (FOIA), Section 552, Title 5, U.S. Code,” 
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of Transportation used its authority to classify information in the interest of national security 
to withhold from Congress and the public portions of a staff monograph of the 9.1 1 
Commission. The answer is no, we did not. Let me explain. 

In the Summer of 2004, the Department of Justice asked DOT and other agencies to review a 
draft of a 9. 11 Commission staff monograph solely from the perspective of national security 
classification. The Federal Aviation Administration (FAA) made recommendations on 
classification of information relating to civil aviation security. (Since primary responsibility 
for civil aviation security had, by that time, been transferred to DHS, FAA recommended to 
Justice that DHS be consulted on FAA’s recommendations.) FAA submitted its 
recommendations to Justice in mid-September 2004, within the period set by Justice. FAA 
had no further involvement with the issue of classifying any portion of a 9.1 1 Commission 
staff monograph. 

In preparation for today’s hearing, DOT’S Office of Security reviewed how many original 
classification decisions DOT has made since 2001. This was not hard to do, since the 
authority to make original classification decisions is very tightly controlled at DOT; only 
seven people in all of DOT have original classification authority: The Secretary, Deputy 
Secretary; Assistant Secretary for Administration and the Assistant Secretary’s Director of 
Secmity; the Departmental Director of Intelligence, Security, and Emergency Response; and 
the FAA Administrator and the Maritime Administrator. None of these can make an original 
classification higher than SECRET. 

This was also not hard to do since a central accounting is kept at DOT of any decision 
originally to classify information. According to that accounting, in FY2001, FAA made one 
SECRET classification and the United States Coast Guard, now part of DHS, made one. In 
FY2002, FAA made six SECRET classifications and the Coast Guard made one. In FY 2003 
DOT made no original security classifications. In FY2004, we also made no original security 
classifications. 

Mr. Chairman, this concludes my prepared remarks. I would be pleased to respond to your 
questions. 
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Mr. Shays. Thank you. I’m going to go out of order. Mr. Relyea 
has graciously agreed to let questions be asked of you, primarily, 
Admiral, before you go. Candidly, since some of my Democratic col- 
leagues have more questions to ask of you than we may have, we’re 
going to start with them and keep that order, because we only have 
about 25 minutes for you. 

At this time the Chair would recognize Mr. Waxman. 

Mr. Waxman. Thank you very much, Mr. Chairman, for this 
courtesy, and Mr. Relyea, thank you also as well. The Admiral did 
indicate he has to leave, and I wanted to be able to ask him some 
questions. 

I know it was short notice and you’re new on the job, so I thank 
you for directly addressing the declassification of the 9/11 Commis- 
sion staff report. As you know, the 9/11 Commission staff finished 
the report in August. Reviewing FAA warnings to airport security 
officials, the report found that “the FAA had indeed considered the 
possibility that terrorists would hijack a plane and use it as a 
weapon.” Although this report was finished in August, the adminis- 
tration didn’t release it until January 28, 2005. They said they 
were reviewing it for security classification issues. 

This became an issue for two reasons. First, the Commission re- 
port undercut previous statements by Condoleezza Rice that no- 
body could have predicted that terrorists would use a hijacked air- 
plane as a missile. Second, the report was withheld until 48 hours 
after she was confirmed as Secretary of State in January. This 
could have been a coincidence, or it could have been a mis-use of 
the classification system. We don’t know. 

But I have a list of short questions, so let me get right to them. 
First, you said the Justice Department asked the Transportation 
Department and the FAA to review the document. Who at the Jus- 
tice Department was in charge of this declassification review proc- 
ess? 

Admiral McMahon. Specifically, sir, I do not know the individual 
in charge. I would be happy to provide that information to you as 
appropriate. 

Mr. Waxman. Thank you very much. 

Who made the final decision on what to declassify and when? 

Admiral McMahon. Similarly, I don’t have the specific informa- 
tion, but we can certainly provide that for you. 

Mr. Waxman. You said the FAA finished its review in Septem- 
ber. Did the FAA recommend redacting any information? 

Admiral McMahon. The FAA, under the, the FAA does not have 
the authority now to do that. What the FAA did, as indicated in 
my opening statement, it made some recommendations to the De- 
partment of Justice and that was it. It was actually the Depart- 
ment of Justice that took it from there, as I understand it. 

Mr. Waxman. Do you know whether there were recommendations 
for redactions? 

Admiral McMahon. I am not aware of that, sir. 

Mr. Waxman. Are there any differences in the redactions the 
FAA recommended, if they did recommend some, and the final 
redactions in January? 

Admiral McMahon. I am not aware of that, sir. 
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Mr. Waxman. The 9/11 Commission staff say they wrote this re- 
port so it could he fully declassified, like all the others, and that 
the Justice Department allowed them to retain their security clear- 
ances so they could address these classification issues. Did the FAA 
ever consult and negotiate with the staff of the 9/11 Commission 
who wrote the report? 

Admiral McMahon. I am not aware of that, but I will say that, 
which I think is relevant, that the 9/11 Commission did note, “The 
Commission found no evidence that the FAA knew or possessed in- 
telligence indicating that bin Ladin, Al-Qaeda or Al-Qaeda affili- 
ates or any other group were planning to hijack commercial planes 
in the United States and use them as weapons.” That was in the 
Commission report, as I understand it. 

Mr. Waxman. Did the FAA or Justice Department ever suggest 
language changes that might have avoided classification? 

Admiral McMahon. I am aware of none. 

Mr. Waxman. During this time, did the Transportation Depart- 
ment or FAA have any contact with White House officials or Na- 
tional Security Council officials regarding this declassification proc- 
ess, and if so, can you please describe these contacts? 

Admiral McMahon. I am aware of no such contact. 

Mr. Waxman. You said FAA recommended that Justice consult 
the Department of Homeland Security. You also said that in the 
summer of 2004, Justice also asked several other agencies to do 
this review at the same time. Was Homeland Security left off the 
original list of agencies the Justice Department originally contact? 

Admiral McMahon. I do not have that knowledge. 

Mr. Waxman. Do you know whether the Justice Department ever 
contacted the Department of Homeland Security? 

Admiral McMahon. No, I do not. 

Mr. Waxman. Did the FAA have any interaction with the Depart- 
ment of Homeland Security? 

Admiral McMahon. I do not believe so, sir. I’m not sure. 

Mr. Waxman. OK. I appreciate your answers to the extent you 
are able to answer these questions. If you get other information, 
would you supply it to us for the record? 

Admiral McMahon. I certainly will, sir. 

Mr. Waxman. Thank you so much. Thank you, Mr. Chairman. 

Mr. Shays. You have a very fine reputation, and it would be ap- 
preciated, in any of the questions that you do have knowledge of 
or gain knowledge of, that you would let our subcommittee know 
and we would definitely pass it on to Mr. Waxman. 

Admiral McMahon. Yes, sir, we will certainly do that. 

Mr. Shays. Thank you. 

The Chair at this time would recognize Mr. Marchant. 

Mr. Marchant. Admiral, how do you determine what informa- 
tion can be stamped SSI? 

Admiral McMahon. There are a number of procedures and 
guidelines that are spelled out, that are quite specific. In the broad- 
est terms, as I understand it, SSI information within the Depart- 
ment of Transportation pertains to information that could harm the 
transportation system. But it’s not necessarily a threat to national 
security, per se. The next designation above that would be secret, 
and that’s where it’s a national security issue. 
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But more specifically, there are guidelines that we can provide 
you. 

Mr. Marchant. You mentioned just a little earlier that there 
were only a couple of items now that are marked SSI or marked 
secret. Are there two categories there? 

Admiral McMahon. There are. Since we have been given the au- 
thority in May 2004, and we implemented it in January, there have 
been two documents that we have designated SSI. They have gone 
through our vetting process, in other words, through the mode, 
through the Office of Intelligence Security and Emergency Re- 
sponse and through our general counsel’s office, two documents. 

Mr. Marchant. Does the DHS have the same criteria, same pro- 
cedure? 

Admiral McMahon. As I understand it, DHS has a similar au- 
thority. How they handle it within the Department of Homeland 
Security, I am not aware. Our Secretary has given us guidance on 
how he wants it done and the Secretary within the Department of 
Transportation. 

Mr. Marchant. When you go up into the category of secret, are 
there are lot of those documents? 

Admiral McMahon. The secret designation, again, how you des- 
ignate something secret, there are only five individuals within the 
Department of Transportation that have that authority. They have 
to use designations which are much more, I think, rigid. 

But we don’t use that. Even though we have that authority, we 
don’t really use it very often. In fact, in 2004 and 2005, there is 
no document that we have designated as secret. And by the way, 
one last thing on the secret, we report any secret document, as a 
check, we have an office that registers that and reports it to the 
National Archive Information Security Office. So there’s a check on 
that as well. 

Mr. Marchant. Do you think that DOT has reached the right 
balance between protecting what needs to be protected and reveal- 
ing what should be revealed? 

Admiral McMahon. Yes, sir, I do, and I think this issue that you 
mentioned is extremely important to Secretary Mineta. He has em- 
phasized it, as you have seen in my opening testimony. The five pa- 
rameters that he uses are extremely rigid. We are under pretty 
strict orders to do just that. 

Mr. Marchant. Thank you, Mr. Chairman. 

Mr. Shays. I thank the gentleman. 

At this time the Chair would recognize for 5 minutes the 
gentlelady from New York, Mrs. Maloney. 

Mrs. Maloney. Thank you for your testimony. Doesn’t the exam- 
ple that I showed earlier on the poster boards that showed the pub- 
lic testimony, testimony that was given publicly, was being re- 
dacted? I think that example alone casts very serious doubts as to 
the process used to redact the document in the first place, wouldn’t 
you agree? 

Admiral McMahon. Well, ma’am, I can’t really speak to the doc- 
ument that you’re referring to. I can only speak to what I’m famil- 
iar with within the Department of Transportation. As I just stated, 
our parameters and guidelines are extremely strict. 
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Mrs. Maloney. I would assume that material that’s already 
available to the public, testimony that’s been given publicly and re- 
leased to the public, I would assume there would be a guideline 
that public testimony that’s released to the public, part of the pub- 
lic record, should not be redacted. That’s just common sense. 

Admiral McMahon. Yes, ma’am. 

Mrs. Maloney. And your very strict guidelines. 

Admiral McMahon. And I can’t really comment on it, except to 
say that again, restate what the 9/11 Commission stated that they 
found no evidence that FAA had done that or had withheld infor- 
mation, as you indicate. 

Mrs. Maloney. If you could go back and — all right, Mr. Shays. 

Mr. Shays. What’s helpful for us. Admiral, is you have experi- 
ence in this area, so your opinion about the issue, whether it re- 
lates specifically to your own issue, would be helpful. So I mean, 
I realize you want to be somewhat cautious. But we have you here 
as a witness to give us your opinion about the concept. 

So when I looked at that document that Mrs. Maloney had up, 
it did seem absurd times 10. I would think your opinion would 
have been somewhat similar, that you could qualify it. Was there 
anything in that language that would have suggested it needed to 
be redacted, any little thing? 

Admiral McMahon. Mr. Chairman, I would have to — and I 
would be happy to offer that, but unfortunately I don’t have enough 
knowledge of that particular document to really give you I 
think 

Mr. Shays. We were talking about that one sentence. I mean, if 
anything, it was just bad English, perhaps. 

Admiral McMahon. Sir, I would have to look at it and study it 
more carefully to give you an opinion. 

Mr. Shays. OK, well, we may have you back to do that. 

At any rate, Mrs. Maloney. 

Mrs. Maloney. Here it is, right here, did the FAA redact this 
sentence? Did they? 

Admiral McMahon. I’m not aware that the FAA did redact it, 
ma’am. 

Mrs. Maloney. Well, then, can you tell me who did redact it? 

Admiral McMahon. I cannot provide that information. 

Mrs. Maloney. How can we find out? 

Admiral McMahon. I will certainly ask our staff to look into that 
for you, ma’am. 

Mrs. Maloney. Would you find out who redacted it and why they 
redacted it? 

Admiral McMahon. I would be very delighted to do that, ma’am. 

Mrs. Maloney. I don’t see how saying, we’re hearing this, this, 
this and this for this organization, it was just to gain a piece of 
chatter, I don’t see how that endangers national security, do you? 

Admiral McMahon. Not what you’re highlighting, ma’am. We’ll 
provide you that information. 

Mrs. Maloney. What defense could you or anyone possibly give 
for the civil aviation document to be so heavily redacted? And I re- 
peat, it was the only document that was redacted. All the others 
going to the 9/11 Commission were not redacted. 
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And really what we need, Mr. Chairman, in looking at this, is 
we need a review board to look at the redactions. I thought the tes- 
timony of Mr. Leonard earlier, when he said the redactions had be- 
come almost “automatic,” and people were automatically redacting 
things, it’s just very, very troubling. I’d like it answered. 

I see my time is up. But were you surprised at how long it took 
the civil aviation monograph to be released? Every other document 
had been released, and then of course, they couldn’t release it until 
after the confirmation. Why did it take so long? Do you know why 
it took so much longer than all the other documents? 

Admiral McMahon. No, ma’am, I cannot answer that. 

Mrs. Maloney. Were you surprised to see such large segments 
of the report redacted? 

Admiral McMahon. I don’t have enough specific information to 
answer the question. My staff will be in touch with yours to pro- 
vide whatever information we can, ma’am. 

Mr. Shays. Let me just thank the gentlelady for her questions 
and say. Admiral, you said you would come back with some infor- 
mation, which I know you will. 

Admiral McMahon. Yes, Mr. Chairman. 

Mr. Shays. I think that will be very helpful to the subcommittee. 

Mr. Higgins, you have technically the floor. I technically have, 
but I recognize you if you would like to yield to Mr. Waxman or — 
would you like to do that? 

Mr. Waxman. Thank you, Mr. Higgins. I wanted to ask some 
questions that Congressman Van Hollen wanted asked. 

Admiral McMahon. Yes, sir. 

Mr. Waxman. That’s about the public statements made by 
Condoleezza Rice. On May 16, 2002, Ms. Rice held a press con- 
ference at the White House to address the question of what the 
Government knew before September 11th about the likelihood of a 
terrorist attack. She stated, “I don’t think anybody could have pre- 
dicted that these people would try to use an airplane as a missile, 
a hijacked airplane as a missile.” This was a very significant state- 
ment coming from the President’s National Security Advisor. Pre- 
sumably she would not have made it without thoroughly research- 
ing the claim first. 

Admiral McMahon, you were the head of intelligence and secu- 
rity for the Department of Transportation, which includes the Fed- 
eral Aviation Administration. Your office would have been the log- 
ical first stop for Ms. Rice. Prior to holding her press conference, 
did Ms. Rice ever contact you or your predecessors to ask what the 
Department of Transportation, what the FAA knew about the pos- 
sibility that terrorists might use hijacked airplanes and suicide at- 
tacks? 

Admiral McMahon. No, sir, she did not. 

Mr. Waxman. About 3 weeks later, on April 8, 2004, Ms. Rice 
testified before the 9/11 Commission, this was a rare event, a sit- 
ting National Security Advisor testifying under oath, and I’m sure 
Ms. Rice did a lot of preparation before that. Yet she still main- 
tained that, “this kind of analysis about the use of airplanes as 
weapons actually was never briefed to us.” Between the time she 
held her press conference at the White House and when she testi- 
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fied before the 9/11 Commission, did Ms. Rice ever consult with 
you, your predecessor or anyone else in your office? 

Admiral McMahon. Certainly not with me, sir, and to my knowl- 
edge, no one at the Department of Transportation. 

Mr. Waxman. Let me ask it more broadly, then. Did anyone at 
the National Security Council consult with anyone in your office 
before Ms. Rice made either of her public statements? 

Admiral McMahon. To my knowledge, no. 

Mr. Waxman. OK. Thank you very much. Thank you, Mr. Chair- 
man. 

Mr. Shays. Admiral, we learned in the last hearing we had, and 
I’ll be happy to engage your other two colleagues in this question 
as well, that we, the estimate of overclassification was between 50 
and 90 percent. I want each of you to tell me as succinctly as you 
can what is the negative of overclassification? I’ll start with you, 
Mr. Leonard. 

Mr. Leonard. To me it’s very clear, Mr. Chairman. The negative 
goes to the very integrity of the process itself The thing that pro- 
tects information is not the markings, it’s not the safes, it’s not the 
alarms on elaborate skiffs, it’s people. We’re dependent on people 
to exercise proper judgment and to be familiar with the rules and 
to understand them and to adhere to them. 

Once individuals start losing faith in the integrity of the process, 
we have an uphill road in terms of having people comply. 

Mr. Shays. Thank you. Admiral. 

Admiral McMahon. Sir, I think this goes back to what the third 
parameter that Secretary Mineta gave us in determining security 
sensitive information, which was finding the right balance between 
protecting what we need to protect and enabling the public to know 
how its government functions. So the statement overclassifying, I 
think the Secretary is addressing just that concern, let’s not over- 
classify, let’s be secure but balanced. 

Mr. Shays. Mr. Relyea, you’ve been doing this kind of work for 
how long? 

Mr. Relyea. Thirty-three years. 

Mr. Shays. You’re a real expert on this issue, and it’s wonderful 
to have you here. We will look forward to your testimony when we 
get back from voting. 

Can you just share with me the negative, the primary negative 
of overclassification? 

Mr. Relyea. Probably there’s three things. I think Mr. Leonard 
struck on the first point, that’s the integrity. Integrity, that’s the 
first factor. If everything was classified, I think it was Potter Stew- 
art who said it, then nothing is classified, so the system goes to 
smash. 

There is the factor here of today, where the system is so embed- 
ded in cold war thinking that we never envisioned what the 9/11 
Commission called for, not stepping over the need to know to a 
need to share. So we 

Mr. Shays. Can you define that difference? 

Mr. Relyea. Yes. I think it’s a big change in culture. Those who 
are in the classification business, who use that as a tool, who man- 
age it, who monitor it, this is a big change of thinking, I think, for 
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them. Because in the past it was to keep things compartmen- 
talized, not necessarily let the information flow too widely. 

The third factor is a very simple one which probably many of you 
on the subcommittee would be aware of in terms of your jurisdic- 
tion at full committee, and that’s cost, efficiency and economy. This 
is costing a lot of money. You have to have the safes, you have to 
have the clearances, top secret secret clearance today is what, 
$2,500 I think, per person. It’s very expensive. So you have costs 
of dollars, you have costs of integrity and you have ultimately cost 
of share. 

Mr. Shays. Thank you. In the short time I have left, I want to 
know, what is, I know all the powers that want us to classify, in 
other words, all the pressures to classify from bad language, to not 
being embarrassed to real needs and so on. But what I want to 
know is, what is the pressure to not overclassify? I mean, it just 
seems to me we don’t have a proper balance. There is everything 
stacked against just having a balance. I’d like, maybe I’ll have you 
start, Mr. Relyea. 

Mr. Relyea. I think you’re right, if you ingrain in a person that 
their whole job is to manage something that’s classified, it’s an 
available tool that you don’t think too much about, because you 
lean on the side of protection, which was certainly there in the 
Reagan Executive order. There’s not much of a break. You can talk 
about people challenging it, I don’t think that happens very often 
in the system. You can have an oversight body, such as Mr. Leon- 
ard has, but it’s limited in terms of its resources, I think, and how 
far it can get in terms of stopping this type of phenomenon and 
how you stop it. 

Mr. Shays. Admiral. 

Admiral McMahon. Sir, I think that we at the Department of 
Transportation are certainly cognizant of the fact that DHS is re- 
sponsible for transportation security. But that said, transportation 
security is on our mind, too. So again, I think we need to strike 
a balance between trying to do what we can do to protect the secu- 
rity of the transportation system and enable the public to have the 
right to know how its Government is working. Again, I think Sec- 
retary Mineta has given us extremely strict parameters on doing 
just that. The fact that we don’t classify a lot of documents, that 
we have none on the secret level in 2004-2005 and only two secu- 
rity sensitive documents in the last several months since we’ve had 
the authority I think speaks to that. 

Mr. Shays. And the value of that is you certainly know how to 
protect the few that you do have. 

Admiral McMahon. Yes, sir. 

Mr. Shays. Mr. Leonard. 

Mr. Leonard. Part of the challenge is that I think the whole 
premise is set up on the basis of a false dichotomy, and that is, I 
need to protect this information, because its disclosure would dam- 
age national security. But there is the problem that often times, 
the withholding or the hoarding of the information can similarly 
damage the national interest. I don’t like the word, but I’ll use it 
anyhow, it’s literally a cultural shift, a frame of mind that needs 
to occur in order to get that recognition that the act of withholding 
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can be just as damaging if not even sometimes more damaging 
than the disclosure of information. 

Mr. Shays. Thank you. We have about 5 more minutes, Mr. Van 
Hollen, would someone check the TV? We’re going to adjourn, Ad- 
miral, you’re going to have a meeting at the White House, so you’re 
not coming back. We’ll start with Mr. Relyea, your statement, and 
we have some more questions. 

Thank you very much. We stand adjourned. 

[Recess.] 

Mr. Shays. Mr. Relyea, we are now back in session and we would 
love to hear your statement. Thank you very much. Mr. Relyea, you 
have the floor for your statement and thank you for your patience. 

STATEMENT OF HAROLD C. RELYEA 

Mr. Relyea. Mr. Chairman, members of the subcommittee, there 
can be little doubt at this late date that the terrorist attacks of 
September 11, 2001 have prompted rethinking and continuing con- 
cern about various aspects of the internal security, that is the 
homeland security, of the United States, not the least of which in- 
cludes the public availability of information of potential value to 
terrorists for either the commission of their acts or for warning 
them of ways of their being detected. 

Often times it has not been clear to what extent if any an at- 
tempt was made to weigh citizen needs for information vis-a-vis de- 
nying its availability to terrorists, or if thoughtful consideration 
was given to alternative limits short of total restriction. Recently, 
a December 2004 report from the Heritage Foundation observed, 
“at the very least, such wholesale withdrawal of information seems 
arbitrary and undermines important values of Government open- 
ness, the development of electronic Government to speed the deliv- 
ery and lower the costs of Government services and public trust.” 

A primary tool for protecting information in the post-September 
11 environment is security classification. One may not agree with 
all of its rules and requirements, but that is an expression of policy 
and procedure. Its attention to detail is commendable. The opera- 
tive Presidential Directive, Executive Order 12958, as amended, for 
instance, defines its principal terms, exclusive categories of classifi- 
able information are specified, as are the terms of the duration of 
classification as well as classification prohibitions and limitations. 
Classified information is required to be marked appropriately, 
along with the identity of the original classifier, the agency or office 
of origin, and a date or event for declassification. 

Authorized holders of classified information who believe that its 
protected status is improper are encouraged and expected to chal- 
lenge that status through prescribed arrangements. Mandatory de- 
classification reviews are also authorized to determine if protected 
records merit continued classification at their present level, a lower 
level or at all. An information security oversight office provides 
central management and oversight of the security classification 
program. 

Not long ago, in the closing days of January, GCN Update, the 
online electronic news service of Government Computer News, re- 
ported that dozens of classified Homeland Security Department 
documents had been accidentally made available on a public Inter- 
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net site for several days due to an apparent security glitch at the 
Department of Energy. Describing the contents to the compromised 
materials and the reactions to the breach, the account stated, “The 
documents were marked for official use only, the lowest secret level 
classification.” The documents, of course, were not security classi- 
fied, because the marking cited is not authorized by Executive 
Order 12958. 

Interestingly, however, in view of the fact that this mis-interpre- 
tation appeared in a story to which three reporters contributed, 
perhaps it reflects to some extent the current state of confusion 
about the origin and status of various information control markings 
which have appeared of late. However, as my prepared remarks in- 
dicate, such markings are not new. Over three decades ago, an- 
other subcommittee of the Committee on Government Reform, 
known then as the Committee on Government Operations, explored 
these markings and the difficulties they created. Those difficulties 
are again with us today. 

Analyses by the Jason Program office of the Mitre Corp., the 
Heritage Foundation and the Federal Research Division of the Li- 
brary of Congress have decried the introduction of the undefined 
sensitive but unclassified marking and other such labels. Assess- 
ments of the variety and management of current information con- 
trol markings, other than those prescribed for security classifica- 
tions, are underway at CRS and the Government Accountability Of- 
fice. Early indications are that very little of the attention to detail 
that attends the security classification program is to be found in 
other information control marking activities. Key terms often lack 
definition. Vagueness exists regarding who is authorized to apply 
markings, for what reasons and for how long. Uncertainty prevails 
concerning who is authorized to remove the markings and for what 
reasons. 

Options to remedy the situation might include a circumscribed 
and particularized legislative authorization for some such marking 
or markings, or a legislative limitation or restriction of the use of 
such markings. These choices of course are open to discussion. 

Thank you for your attention, and I welcome your questions. 

[The prepared statement of Mr. Relyea follows:] 
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EMERGING THREATS, AND INTERNATIONAL RELATIONS 
MARCH 2, 2005 

EMERGING THREATS: OVERCLASSIFICATION AND PSEUDO-CLASSIFICATION 

Mr. Chairman and members of the Subcommittee, thank you for your invitation to appear here 
today to offer testimony regarding the subject matter of this hearing, the emerging threats posed by 
overclassification and pseudo-classification of infonnation within the federal departments and 
agencies. I am Harold C. Relyea, a Specialist in American National Government with the 
Congressional Research Service of the Library of Congress. 

There can be little doubt at this late date that the terrorist attacks of September 1 1 , 200 1 , have 
prompted rethinking and continuing concern about various aspects of the internal security — or 
homeland security — of the United States, not the least of which includes the public availability of 
information of potential value to terrorists for either the commission of their acts or forewarning 
them of ways of their being detected. Oftentimes, it has not been clear to what extent, if any, an 
attempt was made to weigh citizen needs for information vis-a-vis denying its availability to 
tenrorists, or if thoughtful consideration was given to alternative limits short of total restriction. “At 
the very least,” a Heritage Foundation report observed not long ago, “such wholesale withdrawal of 
information seems arbitrary and undermines important values of government opetmess, the 
development of electronic government (e-gov) to speed the delivery and lower the costs of 
government services, and public trust.”' The recent creation of privacy and civil liberties officers 
and institutions may ameliorate this and other information management concerns, including the 
collection, security, and scrutiny of vast amounts of personally identifiable information. 


' James Jay Carafano and David Heyman, “DHS 2.0; Rethinking the Department of Homeland Security,” 
Heritage Special Report (Washington: Dec. 13, 2004), p. 20. 
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Security Classification 

A primary tool for protecting information in the post-9/1 1 environment is the classification of 
national security information? Current seciuity classification arrangements, prescribed by an 
executive order of the President, trace their origins to a March 1 940 directive issued by President 
Franklin D. Roosevelt as E.0. 83 8 1 . This development was probably prompted somewhat by desires 
to clarify the authority of civilian persoimel in the national defense community to classify 
information, to establish a broader basis for protecting military information in view of growing 
global hostilities, and to better manage a discretionary power seemingly of increasing importance 
to the entire executive branch. Prior to this 1940 order, information had been designated officially 
secret by armed forces personnel pursuant to Army and Navy general orders and regulations. The 
first systematic procedures for the protection of national defense information, devoid of special 
markings, were established by War Department General Orders No. 3 of February 1912. Records 
determined to be “confidential” were to be kept under lock, “accessible only to the officer to whom 
intrusted.” Serial numbers were issued for all such “confidential” materials, with the numbers 
marked on the documents, and lists of same kept at the offices from which they emanated. With the 
enlargement of the armed forces after the entry of the United States into World War I, the registry 
system was abandoned and a tripartite system of classification markings was inaugurated in 
November 1917 with General Orders No. 64 of the General Headquarters of the American 
Expeditionary Force. 

During World War n, in addition to the President’s order and prevailing armed forces directives 
on marking and handling classified information, the Office of War Information, in September 1 942, 

^ This historical overview derives from Harold C. Relyea, “The Evolution of Government Information 
Security Classification Policy: A Brief Overview (1775-1973),” in U.S. Congress, House Committee on 
Government Operations, Security Classification Reform, hearings, 93"* Cong., 2"* sess. (Washington; GPO, 
1974), pp. 505-597; Harold C. Relyea, “Appendix 11: Government Information Security Classificatioii 
Policy,” in U.S. Congress, Senate Select Committee to Study Governmental Operations with Respect to 
lsAe\\igemcKciiviiies,SupplementalReporisonIntelligenceActtvities,^ooWl,5 Rept 94-755 94'''Cong 
2“* sess. (Washington: GPO, 1976), pp. 313-352. 
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issued a government-wide regulation on creating and managing classified materials. Among other 
ad hoc arrangements of the era, personnel cleared to work on the Manhattan Project for the 
production of the atomic bomb, in committing themselves not to disclose protected information 
improperly, were “required to read and sign either the Espionage Act or a special secrecy 
agreement,” establishing their awareness of their secrecy obligations and a fiduciary trust which, if 
breached, constituted a basis for their dismissal.^ 

A few years after the conclusion of World War H, President Harry S. Truman, in February 1 950, 
issued E.O. 10104, which, while superseding E.O. 8381, basically reiterated its text, but added a 
fourth “Top Secret” classification designation, making American information security categories 
consistent with those of our allies. At the time of the promulgation of this order, however, plans 
were underway for a complete overhaul of the classification program, which would result in a 
dramatic change in policy. 

E.O. 10290, issued in September 1951, introduced three sweeping innovations in security 
classification policy. First, the order indicated the Chief Executive was relying upon “the authority 
vested in me by the Constitution and statutes, and as President of the United States” in issuing the 
directive. This formula appeared to strengthen the President’s discretion to make official secrecy 
policy: it intertwined his responsibility as Commander in Chief with the constitutional obligation to 
“take care that the laws be faithfully executed.”* Second, information was now classified in the 
interest of “national security,” a somewhat new, but nebulous, concept, which, in the view of some, 
conveyed more latitude for the creation of official secrets. It replaced the heretofore relied upon 
“national defense” standard for classification. Third, the order extended classification authority to 


’ Anthony Cave Brown and Charles B. MacDonald, eds.. The Secret History of the Atomic Bomb (New York: 
Dial Press/James Wade, 1977), p. 201. 

' In Environmental Protection Agency v. Mink, Supreme Court Associate Justice Byron White, delivering 
the majority opinion, proffered that “Confess could certainly have provided that the Executive Branch adopt 
new procedures” for the security classification of information, “or it could have established its own 
procedures — subject only to whatever limitations the Executive [or constitutional separation of powers] 
privilege may be held to impose upon such congressional ordering.” 410 U.S. 73, 83 (1973). 
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nonmilitary entities, to be exercised by, presumably, but not explicitly limited to, those having some 
role in “national security” policy. 

The broad discretion to create official secrets granted by E.0. 10290 engendered widespread 
criticism from the public and the press. In response. President Dwight D. Eisenhower, shortly after 
his election to office, instructed Attorney General Herbert Brownell to review the order with a view 
to revising or rescinding it. The subsequent recommendation was for a new directive, which was 
issued in November 1953 as E.O. 10501. It vrithdrew classification authority from 28 entities, 
limited this discretion in 17 other units to the agency head, returned to the “national defense” 
standard for applying secrecy, eliminated the “Restricted” category, which was the lowest level of 
protection, and explicitly defined the remaining three classification areas to prevent their 
indiscriminate use. 

Thereafter, E.O. 10501, with slight amendment, prescribed operative security classification 
policy and procedure for the next two decades. Successor orders built on this reform. These 
includedE.0. 1 1652, issued by President Richard M. Nixon in March 1972, followed by E.O. 12065, 
promulgated by President Jimmy Carter in June 1978. For 30 years, these classification directives 
narrowed the bases and discretion for assigning official secrecy to executive branch documents and 
materials. Then,inApril 1982, this trendwas reversed with E.O. 12356, issuedbyPresident Ronald 
Reagan. This order expanded the categories of classifiable information, mandated that information 
falling within these categories be classified, authorized the reclassification of previously declassified 
documents, admonished classifiers to err on the side of classification, and eliminated automatic 
declassification arrangements.’ 

President William Clinton returned security classification policy and procedure to the reform 
trend ofthe Eisenhower, Nixon, and Carter Administrations with E.O. 12958 in April 1995. Adding 


’ See Richard C. Ehlke and Harold C. Relyca, “The Reagan Administration Order on Security Classification: 
A Critical Assessment,” Federal Bar News & Journal, vol. 30, Feb. 1983, pp. 91-97. 
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impetus to the development and issuance of the new order were changing world conditions: the 
democratization of many eastern European countries, the demise of the Soviet Union, and the end 
of the Cold War. Accountability and cost considerations were also significant influences. In 1985, 
the temporary Department of Defense (DOD) Security Review Commission, chaired by retired 
General Richard G. Stilwell, declared that there were “no verifiable figures as to the amount of 
classified material produced in DOD and in defense industry each year.” Nonetheless, it concluded 
that “too much information appears to be classified and much at higher levels than is warranted.”* 
In October 1993, the cost of the security classification program became clearer when the General 
Accounting Office (GAO) reported that it was “able to identify government-wide costs directly 
applicable to national security information totaling over $350 million for 1 992.” After breaking this 
figure down — it included only $6 million for declassification work — the report added that “the 
U.S. government also spends additional billions of dollars aimually to safeguard information, 
personnel, and property.”’ E.O. 12958 set limits for the duration of classification, prohibited the 
reclassification of properly declassified records, authorized government employees to challenge the 
classification status of records, reestablished the balancing test of E.O. 1 2065 weighing the need to 
protect information vis-a-vis the public interest in its disclosure, and created two review panels — 
one on classification and declassification actions and one to advise on policy and procedure. 

Recently, in March 2003, President George W. Bush issued E.O. 1 3292 amending E.O. 12958. 
Among the changes made by this directive were adding uffiastructure vulnerabilities or c^abilities, 
protection services relating to national security, and weapons of mass destruction to the categories 
of classifiable information; easing the reclassification of declassified records; postponing the 
automatic declassification of protected records 25 or more years old, begiiming in mid- April 2003 


* U.S. Department of Defense, Department of Defense Security Review Commission, Keeping the Nation ‘s 
Secrets (Washington; GPO, 1985), pp. 48-49. 

’ U.S. General Accounting Office, Classified Information: Costs of Protection Are Integrated with Other 
Security Costs, GAO Report GAO/NSIAD-94-55 (Washington: Oct 1993), p. 1. 
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to the end of December 2006; eliminating the requirement that agencies prepare plans for 
declassifying records; and permitting the Director of Central Intelligence to block declassification 
actions of the Interagency Security Classification Appeals Panel, unless overruled by the President. 

The security classification program has evolved over 65 years. One may not agree with all of 
its rules and requirements, but, as an expression of policy and procedure, its attention to detail is 
commendable. The operative presidential directive, as amended, defines its principal terms. Those 
who are authorized to exercise original classification authority are identified. Exclusive categories 
of classifiable information are specified, as are the terms of the duration of classification, as well as 
classification prohibitions and limitations. Classified information is required to be marked 
appropriately along with the identity of the original classifier, the agency or office of origin, and a 
date or event for declassification. Authorized holders of classified information who believe that its 
protected status is improper are “encouraged and expected” to challenge that status through 
prescribed arrangements. Mandatory declassification reviews are also authorized to determine if 
protected records merit continued classification at their present level, a lower level, or at all. 
Unsuccessful classification challenges and mandatory declassification reviews are subject to review 
by the Interagency Security Classification Appeals Panel . General restrictions on access to classified 
information are prescribed, as are distribution controls for classified information. An entity — the 
Information Security Oversight Office within the National Archives and Records Administration — 
is mandated to provide central management and oversight of the security classification program. If 
the director of this entity finds that a violation of the order or its implementing directives has 
occun-ed, it must be reported to the head of the agency or to the appropriate senior agency official 
so that corrective steps, if appropriate, may be taken. 

Pseudo-Classification 

Not long ago, in the closing days of January, GCN Update, the online, electronic news service 
of Government Computer News, reported that “dozens of classified Homeland Security Department 
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dociunents” had been accidently made available on a public Internet site for several days due to an 
apparent security glitch at the Department of Energy. Describing the contents of the compromised 
materials and reactions to the breach, the account stated the “documents were marked ‘for official 
use only,’ the lowest secret-level classification.” The documents, of course, were not security 
classified, because the marking cited is not authorized by E.O. 12958. Interestingly, however, in 
view of the fact that this misinterpretation appeared in a story to which three reporters contributed, 
perhaps it reflects, to some extent, the eurrent state of confusion about the origin and status of 
various new information control markings which have appeared of late.* 

Moreover, the situation is not unprecedented. In March 1972, a subcommittee of the House 
Committee on Government Operations, now the House Committee on Government Reform, 
launched the first oversight hearings on the administration and operation of the Freedom of 
Information (FOI) Act. Enacted in 1966, the FOI Act had become operative in July 1967. In the 
early months of 1972, the Nixon Administration was developing new security classification policy 
and procedure, which would be prescribed in E.O. 11652, issued in early March. The 
subcommittee’s strong interest in this directive is reflected in its unsuccessful attempt to receive 
testimony fi:om one of the directive’s principal architects, David Young, Special Assistant to the 
National Security Council. The subcommittee sought his testimony as it examined the way in which 
the new order “will affect the economic and efficient operation of our security classification system, 
the rationale behind its various provisions, and alternatives to the present approach.”’ Although 
Young, through White House Counsel John Dean in, declined the invitation to testify, the 
subcommittee was more successful in obtaining department and agency responses to its August 1971 


* Patience Wait, “DHS Classified Briefings Leaked Through Energy System,” GCN Update, Jan. 27, 2005, 
available at [http://www.gcn.coni/voll_nol/daily-updates/34907-l.html]; credited as contributing to this 
story were GCN staff writers Susan M. Menke and Mary Mosquera. 

’ Letter to David Young, Apr. 24, 1972, appearing in U.S. Congress, House Committee on Government 
Operations, U.S. Government Information Policies and Practices — Security Classification Problems 
Involving Subsection (b)(1) of the Freedom of Information Act (Part 7), hearings, 92'"' Cong., 2'”* sess. 
(Washington: GPO, 1972), pp. 2452-2453. 
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questionnaire, which, among other questions, asked; “What legend is used by your agency to identify 
records which are not classifiable under Executive Order 10501 [the operative order at the time] but 
which are not to be made available outside the govemment?”'” Of 58 information control markings 
identified in response to this question, the most common were “For Official Use Only” (11 
agencies); “Limited Official Use” (nine agencies); “Official Use Only” (eight agencies); “Restricted 
Data” (five agencies); “Administratively Restricted” (four agencies); “Formerly Restricted Data” 
(four agencies); and “Nodis,” or no dissemination (four agencies). Seven other markings were used 
by two agencies in each case." A CRS review of the agency responses to the control markings 
question prompted the following observation. 

Often no authority is cited for the establishment or origin of these labels; even when some 
reference is provided it is a handbook, manual, administrative order, or a circular but not statutory 
authority. Exceptions to this are the Atomic Energy Commission, the Defense Department and 
the Arms Control and Disarmament Agency. These agencies cite the Atomic Energy Act, 
N.A.T.O. related laws, and intemabonal agreements as a basis for certain additional labels. The 
Arms Control and Disarmament Agency acknowledged it honored and adopted State and Defense 
Department labels." 

At a May 1, 1972, hearing on the relationship of the FOI Act to the security classification 
system. Chairman William S. Moorhead of the Foreign Operations and Government Information 
Subcommittee wondered aloud how the act’s nine exemptions to the rule of disclosure could be 
expanded to the multiple information control markings which the departments and agencies had 
indicated they were using." The following day, when the hearing continued, William D. Blair, Jr., 
Deputy Assistant Secretary for Public Affairs at the Department of State, explained that some 


Ibid., p, 2930 (emphasis in original). 
" See Ibid., pp. 2933-2934. 

"Ibid.,p. 2932. 

" Ibid., p. 2284. 



76 


-9- 

infonnation control markings were used to route otherwise classified information to a limited group 
of recipients, “those people who have responsibility for the subject matter concerned.” He then 
addressed the relationship question raised by Chairman Moorhead, saying; 

But if a question came in under the Freedom of Information Act or from the Congress or other 
representative of the public for that given document, the fact that it is marked, let’s say, NODIS, 
is not relevant. What is relevant to the making available of that document to the public is whether 
or not it was properly classified under the Executive order and whether or not the Freedom of 
Information Act, for example, once we have reviewed the document, still pertains, whether we 
feel that the need for the classification still pertains and whether, in fact, we are authorized under 
the act to withhold it.'* 

A moment thereafter, he explained another marking, which was not applied to route classified 
information, but apparently had the same effect as a security classification protective marking. 
“Limited official use” is not a fixed distribution channel, such as some of these other terms you 
have mentioned. It simply is an administrative red flag put on that document which means that 
the document should be given the same degree of protection, physical protection as a classified 
document even though it is not, under the Executive order, classifiable.'* 

However, when asked if, in applying this particular marking, “you mean to exclude all 
individuals outside the Department, subject to the Freedom of Information Act, where they can go 
to court to obtain it,” Blair’s response indicated that the use of the marking was somewhat more 
complicated than functioning as a parallel security label, when he said; 

Not necessarily sir. That may be the case. For instance, one set of files on which we use 
“Limited official use” quite commonly is personnel files. Well, we would be very likely to deny 
those personnel files if they were requested by a member of the public, on quite different grounds 
from classification — on grounds of invasion of privacy. But on the other hand we may use a 


Ibid., pp. 2477-2478. 
Ibid., p. 2478. 
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term like “Limited official use” on an internal advisory document which we may be authorized 
under the Freedom of Information Act to withhold if it were requested; but we might decide not 
to claim that authority.’* 

Although an attempt was made to obtain further explanation of how information control 
markings were used, the questioner, a subcommittee staff member, concluded “that all you have 
convinced me of is to reinforce my belief that a distribution marking is merely a more restrictive or 
stricter type of classification marking.”” 

Later in the hearing, in an exchange with the subcommittee’s staff director, DOD General 
Counsel J. Fred Buzhardt made another attempt to clarify the use of control markings. 

In the first place, you have a determination as to whether the material is to be classified. Once 
the decision is made that the information should be classified, then the limitation of access has 
to do with the protection of that which is classified. We also have the responsibility to control 
the dissemination. That is what these access limitations arc for, to control dissemination, to 
confine access to the people who have a need to know to work with the information. It is a 
protection device. We must use protective devices of some sort.'* 

Asked if the control markings, such as “eyes only,” were applied to material that was not 
classified, Buzhardt said: 

I presume you wouldn’t find “eyes only” in an authorized way upon any document that was 
not classified by one of the classifiers. Once it is classified you can use limitations on distribution 
to protect it. That is a protective device.” 

To this response, Blair added: 

The purpose of classification is to determine what information is or is not available to the public 
outside of the government. These labels that you are referring to have nothing to do with that. 


Ibid. 

” Ibid., p. 2479, 
" Ibid., p. 2497. 
”Ibid. 
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They have absolutely no value for determining what information or what document may be given 
to a member of the public. They are simply a mailing device, if you like, a means by which a 
superior determines which of his subordinates he wishes to deal with this particular matter and 
be aware of this particular information.® 

These explanations of information control markings being used as devices to limit the 
distribution of classified information within DOD and the State Department, however, did not appear 
to extend to all such markings. Blair, for instance, had testified that the “Limited official use” 
marking was applied, in his words, “quite commonly” to personnel files, which, for the most part, 
were not security classifiable materials at that time. Several entities indicating they used information 
control markings had no original classification authority. These included, among others, the 
American Revolution Bicentennial Commission (ARBC), the Department of Housing and Urban 
Development, and the Federal Trade Commission (FTC).^' Does this situation mean that the control 
markings of these entities were applied only to limit the distribution of classified information 
received from other agencies? That is possible, but seems unlikely. The ARBC control marking, 
“Administratively confidential,” appears to have been designed for information of a different 
character fixim national security classified materials, while the FTC label, “For staffuse only,” does 
not appear to have provided much limitation on the distribution of classified information. 

Before this phase of the oversight hearings on the FOI Act concluded, the subcommittee 
received testimony fi-om Assistant Attorney General Ralph E. Erickson of the Office of Legal 
Counsel, Department of Justice, on May 1 1, 1972. During the course of his appearance before the 
subcommittee to discuss E.O. 11652, the use of control markings to limit the distribution of 
classified information was raised with the following question from the subcommittee’s staff director. 

Can you assure us today that these kinds of distribution access stamps will not be used on 
unclassified material in any Executive agency or department? If you can guarantee that, then I 

“ Ibid., pp. 2497-2498. 

See Ibid., p. 2935. 
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will go along and say [Section] 4(a) is a big improvement. But I do not think that is going to be 
the case from other testimony we have had. I think people are going to substitute LIMDIS, 
NODIS, and all these other stamps for the stamps authorized under the Executive order and we 
are going to proliferate more and more and more.^^ 

Erickson offered a two part response. 

First, it is our hope within the Department of Justice and I think in other agencies, too, that 
the use of this sort of a restricted distribution will be severely limited or removed. But, more 
importantly, it [Section 4(a)] specifically limits the use of such designations to the point where 
they must conform with the provision of this order and would have no effect in terms of 
classification. It will not prevent the information from otherwise being made available. It may 
in part restrict the distribution within the department but certainly if a request were made under 
the Freedom of Inforraation Act it has no applicability 

He assured his questioner that control markings used to limit the distribution of classified 
information “will not have any effect on disclosure” under the FOI Act, and would not, in 
themselves, be a bar to disclosure. 

Later, in May 1973, when reviewing this phase of the subcommittee’s oversight hearings, a 
report by the parent Committee on Government Operations commented: 

One of the difficult problems related to the effective operation of the security classification 
system has been the widespread use of dozens of special access, distribution, or control labels, 
stamps, or markings on both classified and unclassified documents. Such control markings were 
not specifically authorized in Executive Order 10501, but have been utilized for many years by 
many executive agencies having classification authority and dozens of other agencies who do not 


Ibid., pp. 2705-2706. 
“ Ibid., p. 2706. 
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possess such authority. The use of such stamps has, in effect, been legitimized in section 9 of the 
new Executive Order 1 1652.“ 

On this matter, the report concluded that, “while there is a clear rationale for the use of such 
access or control markings, the basic problem is the effect of the proliferation of their use on the 
effective operation of the classification system. This problem,” it continued, “fully explored with 
executive branch witnesses during the hearings, is one that this committee believes should be 
carefully monitored by the [newly created] Interagency Classification Review Committee and by 
department heads to assure that it does not interfere with the overall effectiveness and integrity of 
the classification system.”^ 

That such interference with the security classification program by these types of information 
control markings — in terms of both their confusion and presumed coequal authority with 
classification markings — has occurred in the post-9/1 1 environment may be discerned in the recent 
GCN Update story cited earlier. In some instances, the phraseology of the markings is new, and, in 
at least one case, the asserted authority for the label is, unlike most of those of the past, statutory. 
Among the problems they generate, however, the one identified over three decades ago by the House 
Committee on Government Operations endures. 

Broadly considering the contemporary situation regarding information control markings, a 
recent information security report by the JASON Program Office of the MITRE Corporation 
proffered the following assessment. 

The status of sensitive information outside of the present classification system is murkier 
than ever. ... “Sensitive but unclassified” data is increasingly defined by the eye of the beholder. 


“ U.S. Congress, House Committee on Government Operations, Executive Classification of Information — 
Security Classification Problems Involving Exemption (b)(1) of the Freedom of Information Act (5 U.S.C. 
SSI), H. Kept. 93-221, 93"* Cong., 2"" sess. (Washington; GPO, 1973), p. 75. 

“ Ibid., p, 78. 
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Lacldng in definition, it is correspondingly lacking in policies and procedures for protecting (or 
not protecting) it, and regarding how and by whom it is generated and used.“ 

A contemporaneous Heritage Foundation report appeared to agree with this appraisal, saying: 

The process for classifying secret information in the federal government is disciplined and 
explicit. The same caimotbe said for unclassified but security-related information for which there 
is no usable definition, no common understanding about how to control it, no agreement on what 
significance it has for U.S. national security, and no means for adjudicating concerns regarding 
appropriate levels of protection.” 

Concerning the current “Sensitive But Unclassified” (SBU) marking, a recent report by the 
Federal Research Division of the Library of Congress commented that guidelines for its use are 
needed, and noted that “a uniform legal definition or set of procedures applicable to all Federal 
government agencies does not now exist.” Indeed, the report indicates that SBU has been utilized 
in different contexts with little precision as to its scope or meaning, and, to add a bit of chaos to an 
already confusing situation, is “often referred to as Sensitive Homeland Security Information.”” 

Assessments of the variety and management of information control markings, other than those 
prescribed for the classification of national security information, are underway at CRS and GAO. 
Early indications are that very little of the attention to detail that attends the security classification 
program is to be found in other information control marking activities. Key terms often lack 
definition. Vagueness exists regarding who is authorized to applying markings, for what reasons, 
and for how long. Uncertainty prevails concerning who is authorized to remove markings and for 
what reasons. 


“ MITRE Corporation, JASON Program Office, Horizontal Integration: Broader Access Models for 
Realizing Information Dominance (McLean, VA: Dec. 2004), p. 5. 

” Carafano and Heyman, “DHS 2.0: Rethinking the Department of Homeland Security,” p. 20. 

“U.S. Library of Congress, Federal Research Division, Laws and Regulations Governing the Protection of 
Sensitive But Unclassified Information, by Alice R. Buchalter, John Gibbs, and Marieke Lewis (Washington: 
Sept. 2004), p. i. 
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One Congressional Response 

Haifa century ago, in November 1 954, Secretary of Commerce Sinclair Weeks announced that, 
at the direction of the President and on the recommendation of the National Security Council, he was 
creating an Office of Strategic Information (OSI) within his department. The mission of this new 
entity, according to the Secretary, was to work with various private sector organizations “in 
voluntary efforts to prevent unclassified strategic data fiom being made available to those foreign 
nations which might use such data in a manner harmful to the defense interests of the United 
States.”” The new office, however, was something of an anomaly. It had no legislative charter, and 
its activities, in many regards, appeared to overlap with, and duplicate, certain more clearly stated 
functions of other agencies. Because the concept of “strategic information” was not precisely 
defined, its regulatory application was seen as potentially sweeping more broadly than the 
protections established forthe classification of national security information. Nonetheless, the OSI 
was created to detect any imbalance favoring the Communist bloc in exchanges of scientific, 
technical, and economic information, and to alert federal agencies, as well as scientists, businesses, 
and the press to the indiscriminate publication of unclassified information of possible benefit to an 
enemy nation. 

Journalists and scientists took their objections to the OSI to a House subcommittee studying 
government infonnation policy and practice.™ Having serious reservations about the OSI, the 
subcommittee urged its abolition, a recommendation endorsed by the parent Committee on 
Government Operations (now known as the Committee on Government Reform).^' In April 1957, 

” U.S. Department of Commerce, Office of the Secretary, Press release (G-S20) (Washington: Nov. 5, 
1 954); James Russell Wiggins, Freedom or Secrecy, Revised edition (New York: Oxford University Press, 
1964), pp. 102-103. 

™ U.S. Congress, House Committee on Government Operations, Availability of Information from Federal 
De;jartme«ttand4tgenc(as, hearings, 84* Cong., 2“'sess. (Washington: GPO, 1956), pp. 1123-1187 1233- 
1286, 1447-1521, 1639-1711. 

’'U.S. Congress, House Committee on Government Operations, Availability of Information from Federal 

(continued...) 
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the House eliminated all funds for the OSI and prohibited the transfer of any money from other 
sources for its continuation.” When the Senate agreed to this action. Secretary Weeks was forced 
to abolish the OSI.” With the demise of the office went a vague concept of information control 
which had strong potential, in its application, for sweeping beyond carefully crafted security 
classification protections and otherwise complicating their comprehension and legitimacy. 

While current department and agency use of vaguely defined information control marking with 
weak and, in some regards, nebulous management regimes, would seemingly not warrant the drastic 
action taken in the case of OSI, other options are available. These might include a circumscribed 
and particularized legislative authorization for some such marking(s), or a legislative limitation or 
restriction of the use of such markings. 

Thank you for your attention. I welcome your questions. 


(...continued) 

Departments and Agencies, H. Kept. 2947, 84* Cong., 2*' sess. (Washington: GPO, 1 956), p. 9 1 . 

” Congressional Record, vol. 103, Apr. 9, 1957, p. 5376; also see U.S. Congress, House Committee on 
GovemmentOperations, Availability t^InformalionfromFederal Departments and Agencies,H.Rept.l51i, 
85”' Cong., 2*” sess. (Washington: GPO, 1958), pp. 13-14. 

“ Federal Register, vol. 22, July 24, 1957, p. 5876. 
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Mr. Shays. Thank you very much. 

We’re just going to start over again, if any of the Members have 
questions for Mr. Leonard or Mr. Relyea. I would just ask, I am 
unclear, and I want a little bit more explanation, I have heard your 
testimony which says we have a process in place to know when to 
classify and know when not to, we have rules and we have a proc- 
ess. But what I’m not hearing is, if it’s balanced, and if it really 
can work well. Because I don’t think it’s working well now. So I 
guess my first question is, I made an assumption from your testi- 
mony that it is not working well. Is that a correct assumption, Mr. 
Leonard? 

Mr. Leonard. Yes, sir. 

Mr. Shays. Mr. Relyea. 

Mr. Relyea. I think so, too. 

Mr. Shays. So the issue, I want to know, one of the challenges, 
and I say this with no reluctance, I don’t think the House of Rep- 
resentatives has done the proper job of oversight of the administra- 
tion. I actually think it hurts the administration. I think had we 
been to Iraq more often, had someone been in Abu Ghraib, a Mem- 
ber, someone would have come to them and said, you know, bad 
things are happening here, you need to check it out, questions 
would have been asked, there would have been a lot more focus 
and we could have nipped it in the bud. That’s what I think. 

So I think that information that is needed by someone is never 
going to be seen by them. I also think that when you have so much 
information, besides the cost that you point out, Mr. Relyea, you 
end up with just so much to keep track of that it’s just a waste of 
time as well as money. So I want to know what you think could 
bring balance to the system. 

Mr. Relyea. One consideration that I would offer, and Mr. Leon- 
ard may not appreciate my offering this, I think his office, his over- 
sight unit is understaffed. I think a model that might be looked at, 
or an arrangement that might be looked at is not unlike the budget 
officers that 0MB has. Perhaps ISOO, his unit, would benefit from 
having in their employ as their arm into the agencies some type 
of classification officer who would be more the arm of ISOO than 
it would be an employee of the agency. 

Mr. Shays. Mr. Leonard. 

Mr. Leonard. As I mentioned in my testimony, Mr. Chairman, 
fundamentally, as the current framework is set up, the decision to 
classify is an act of judgment. Like so many other things in life, 
when it comes to judgment, people sometimes do not exercise good 
judgment or don’t take the time to be discerning. 

Mr. Shays. I think it goes more than that, from your testimony, 
that there’s actually incentives to classify that may be logical based 
on those incentives. 

Mr. Leonard. Quite frankly, very few incentives not to classify. 
Two comments that I continually get in this area is, Leonard, don’t 
you know we’re at war, and we don’t have time for your adminis- 
trative niceties. The other statement that always drives me up a 
wall is, well, you know, we always want to error on the side of cau- 
tion. I’m always dumbfounded by the very notion of somehow, 
somebody having error as part of an implementation strategy. It 
just strikes me as bizarre. 
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But yet, and I understand where people are coming from. In 
Homeland Security, folks are working at absolutely, unbelievable 
ops tempos. It’s been for years. I can really sympathize with the 
pressures that they’re under and that sometimes, you know, maybe 
I don’t have the time or the inclination to step back and do it right. 
But on the other hand, my reply always is, if we’re ever going to 
get it right, I would like to think when we’re at war is when we’re 
going to get it right. 

Mr. Shays. That’s a good point, but I would love to know what 
the incentives are to have it be more balanced. So just think about 
it a little longer and just let me finish by asking, what is the status 
of the Public Interest Declassification Board, Mr. Relyea? 

Mr. Relyea. If memory serves me correctly 

Mr. Shays. Excuse me. It should be Mr. Leonard I should start 
with. I apologize. 

Mr. Leonard. Yes, sir. We have the Public Interest Declassifica- 
tion Board, and as you are aware, iy was extended by the Intel Re- 
form Act last December. It provides for nine members, five ap- 
pointed by the President, four by the congressional leadership. The 
President appointed his five members last August-September. 
There is one congressional representative appointed, the House Mi- 
nority Leader appointed her a member. My understanding is other 
appointments are under consideration. 

The board has yet to meet. The biggest obstacle we are encoun- 
tering right now is the board was a victim of I guess unfortunate 
timing, in that it was scheduled to sunset in December of last year, 
and therefore, there were no provisions for it in either the 2005 or 
the 2006 budget. It was literally extended at the last minute, De- 
cember of last year. 

Mr. Shays. So there’s no money for them? 

Mr. Leonard. There’s no money for it, but I am confident there 
are ongoing efforts right now to identify money in both 2005 and 
2006 to fund this. 

Mr. Shays. What impact can the Public Interest Declassification 
Board have on classification and declassification policies and prac- 
tices? 

Mr. Leonard. Profound. One of the most profound is one of the 
provisions that was added as a result of the Intel Reform Act, and 
that is that the board can now hear appeals from committees of the 
Congress when there are concerns or disputes about the appro- 
priateness of classification, and they can make a recommendation 
to the President as to the continued appropriateness of classifica- 
tion. I think that’s a very profound addition to the provision. 

Mr. Shays. OK. Thank you. 

Mr. Waxman. 

Mr. Waxman. Thank you, Mr. Chairman. 

Mr. Leonard, I know you specialize in classified information, but 
I would like to get your impressions about the withholding of un- 
classified, confidential business information. Let’s just use a hypo- 
thetical. Suppose a Government agency conducts an audit of a Gov- 
ernment contract and suppose those auditors issue a report con- 
cluding that the contractor has grossly overcharged the Govern- 
ment for goods or services. In your experience, have you ever seen 
a case in which the administration has withheld as proprietary 
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business information the actual amount a company has over- 
charged? 

Mr. Leonard. First of all, Mr. Waxman, you are right, this is be- 
yond my area of expertise. But to answer your specific question, no, 
I have never encountered that. 

Mr. Waxman. Would such a withholding be appropriate, in your 
opinion? 

Mr. Leonard. I would be hard pressed to readily come up with 
a rationale. 

Mr. Waxman. Let me turn to a slightly different issue. Under Ex- 
ecutive Order 12600, when there is a request for a document under 
the Freedom of Information Act, the Government must allow con- 
tractors to designate information in that document as confidential 
commercial information. Would you agree that regardless of what 
information a contractor believes should be withheld, a Govern- 
ment agency has an independent duty to make its own determina- 
tion? 

Mr. Leonard. Again, beyond my area of expertise, but yes, my 
understanding would be it should be more than just an assertion. 

Mr. Waxman. So it would be inappropriate, in your view, for an 
agency to simply abdicate its responsibility to make its own assess- 
ment? 

Mr. Leonard. Yes, I do. 

Mr. Waxman. One last question, Mr. Leonard. If a contractor 
merely disagrees with the Government auditor’s conclusion, that 
alone wouldn’t be a valid reason to redact the auditor’s findings, 
would it? 

Mr. Leonard. Not from my experience. 

Mr. Waxman. Mr. Relyea, do you agree with Mr. Leonard’s an- 
swers to my questions? 

Mr. Relyea. Yes, I would tend to agree, particularly where, your 
next to last question, it strikes me that where an agency is just ac- 
cepting what a contractor is saying is proprietary, it’s going to cre- 
ate difficulties for the ultimate defense of that type of case, if it’s 
an FOIA case and it is going to court. What does the agency say, 
this guy told me this is the answer? It’s a terrible abrogation of re- 
sponsibility. 

Mr. Waxman. About that first question, about not 

Mr. Relyea. The dollar amount? 

Mr. Waxman. Yes, not giving a dollar amount where there is a 
question of overcharging. I)o you think that is proprietary? 

Mr. Relyea. It’s hardly proprietary information. It’s disclosable, 
it seems to me. 

Mr. Waxman. OK. And you’ve had knowledge of this whole area? 

Mr. Relyea. Of the FOIA Act, yes. I’ve worked with it exten- 
sively over the years. 

Mr. Waxman. Thank you, thank you both. 

Mr. Shays. They are both qualified experts in this issue. 

Mr. Waxman. Mr. Leonard was a little modest. 

Mr. Shays. They are both. 

Mrs. Maloney. 

Mrs. Maloney. In the interest of time, I can call them later or 
talk to them. Other people, Richard Ben-Veniste told me he has to 
leave, too. 
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Mr. Shays. Sure. Are there any closing comments either of you 
would like to make? 

Mr. Relyea. I have one comment I’d like to make. As I men- 
tioned in my statement, somewhere with these pseudo-classifica- 
tion markings we probably are looking for some type of legislative 
solution. One I would ask you to think about is creating legisla- 
tively the situation where the implementation or use of these labels 
could not be accomplished using appropriated funds unless author- 
ized. So you turn the situation around to the agencies and you say, 
if you’re going to use these labels, you have to get our approval. 

Mr. Shays. These labels being? 

Mr. Relyea. Any of these pseudo markings. 

Mr. Shays. Sensitive but unclassified? Sensitive homeland secu- 
rity information, for official use only? 

Mr. Relyea. Correct. So as they come back to try to get an au- 
thorization to use appropriated funds to use these things, then you 
put a management platform under them. You get a common term, 
you get an understanding of how they will be used, who will use 
them, how long. It may be a way of working this problem through. 

Mr. Shays. Thank you very much. Mr. Leonard. 

Mr. Leonard. Yes, sir. On that point, I would make two observa- 
tions. No. 1, both dealing with the plethora of sensitive but unclas- 
sified regimes, I may not be the brightest person around, especially 
if you listen to my wife, that’s an accurate description. [Laughter.] 

But even I, of average intellect, have a hard time keeping track 
and understanding and knowing all the ins and outs of all the var- 
ious regimes out there. It’s just literally impossible to understand 
all the rules and the nuances and the difference. When I think of 
the operators out there who have to take all this information and 
compile it and assemble it and do something with it and dissemi- 
nate it, my heart really goes out to them in terms of, how do they 
understand or how do they know what’s right and what’s wrong. 
My concern is that people always default then in uncertainty to 
withhold. 

The second thing is the tremendous impact this has on our abil- 
ity to leverage information technology. The ability to assemble and 
collate and analyze and data mine and disseminate information 
and to use technology to do that is severely restricted by these 
again plethora of caveats in terms of how different information is 
handled and identified. I think that impact is very significant in 
terms of our efficiency in this area. 

Mr. Shays. Great. Thank you both very much. We appreciate 
your patience with the subcommittee and obviously appreciate your 
testimony in response to our questions. Thank you. 

At this time, the Chair would welcome our second panelist, Mr. 
Richard Ben-Veniste, and thank him for his patience in waiting to 
testify. You might stay standing, because as you know, we swear 
in our witnesses. 

Please raise your right hand. 

[Witness sworn.] 

Mr. Shays. Thank you. It’s wonderful to have you once again be- 
fore our subcommittee, especially since we have taken care of some 
of your recommendations on the 9/11 Commission. Thank you for 
all your good work. 
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Mr. Waxman. Mr. Chairman, I think modesty is not appropriate 
when we talk about the exemplary service that Mr. Ben-Veniste 
gave to the 9/11 Commission, and the role that you and Mrs. 
Maloney played in pushing that legislation forward to a good con- 
clusion. It’s something that those of us who supported your efforts 
are quite proud of 

Mr. Shays. Thank you very much, Mr. Waxman. It was a team 
effort, and it’s nice to be part of a good team. 

I would say that any time I link up with Mrs. Maloney, I seem 
to get things done. So Mr. Ben-Veniste, nice to have you here. 

STATEMENT OF RICHARD BEN-VENISTE, COMMISSIONER, NA- 
TIONAL COMMISSION ON TERRORIST ATTACKS UPON THE 

UNITED STATES 

Mr. Ben-Veniste. Chairman Shays, members of the Subcommit- 
tee on National Security, thank you for the privilege of appearing 
before you today to testify on the subject of emerging threats, over- 
classification and pseudo-classification. 

I would like to address my remarks to three separate topics. 
First, the recommendations of the 9/11 Commission as they relate 
to the question of overclassification; second, the experience of the 
9/11 Commission with respect to declassification of its final report; 
and third, the experience of the Commission, now former Commis- 
sion, with respect to the staff report submitted to the administra- 
tion for declassification. That report, entitled, “The Four Flights 
and Civil Aviation Security,” was submitted to the administration 
on the last day of the Commission’s existence, August 21 , 2004. 

Let me start with the recommendations of the 9/11 Commission 
with respect to classification. All Commissioners understand the 
need to know principle and its importance. That principle exists for 
good reason: the need to protect sources and methods of intel- 
ligence. The Commission found, however, that the failure to share 
information was the single most important reason why the U.S. 
Government failed to detect and disrupt the September 11 plot. 

There were bits and pieces of critical information available in dif- 
ferent parts of the Government, in the CIA, the FBI, and the NSA. 
Some of the bits were bigger than others. But pieces of the infor- 
mation were never shared and never put together in time to under- 
stand the September 11 plot. 

We cannot say for certain that the sharing of information would 
have succeeded in disrupting the plot. No one can. But we can 
know for certain that the failure to share information contributed 
to the Government’s failure to interrupt the plot. The failure to 
share information may have cost lives. We paid a terrible price on 
September 11th because too much information was kept secret or 
otherwise not shared. 

Within the intelligence community, there are two basic reasons 
why information is not shared. First, the intelligence community is 
a collection of fiefdoms, 15 separate agencies. They have separate 
cultures. They desire to protect their own turf. They distrust the 
ability of their counterparts to protect information and they design 
their computers so that they cannot transmit data easily from one 
agency to another. 
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Second, information is not shared because of the need to know 
principle. I want to underscore again, all Commissioners under- 
stood the importance of protecting sources and methods. But the 
need to know principle also results in too much classification and 
too much compartmentalization of information. Not only do we end 
up keeping secrets from the enemy, but we end up keeping secrets 
from ourselves. Timely information does not get to the analyst and 
to the policymaker. Important information is denied the American 
people. 

Mr. Chairman, the chief reason the 9/11 Commission rec- 
ommended the creation of a director of national intelligence was so 
that someone could smash the stovepipes in order to demand the 
sharing of information and force cooperation across the intelligence 
community. We want one individual in charge of information tech- 
nology to unclog the arteries of information sharing across the in- 
telligence community. We want one individual in charge of security 
rules and one set of rules for security, so that as much information 
as possible flows to analysts, policymakers and those on the front 
lines with security responsibilities. 

We want to make sure that the President gets the information 
he needs to do the job, and so does the border inspector and so does 
the cop on the beat. Information has to flow more freely. Much 
more information needs to be declassified. A great deal of informa- 
tion should never be classified at all. 

Mr. Chairman, my personal view is that an unconscionable cul- 
ture of secrecy has grown up in our Nation since the cold war. Se- 
crecy has often acted as the handmaiden of complacency, arrogance 
and incompetence. Senator Pat Moynihan, a passionate opponent of 
unnecessary secrecy in Government, called for the creation of a 
counter-culture of openness, a climate which simply assumes that 
secrecy is not the starting place. It is time we heeded that call. 

The Nazi War Crimes Disclosure Act, signed by President Clin- 
ton in 1998, created an interagency working group to implement 
the act’s mandate of declassifying documents relating to World War 
II war crimes and their perpetrators, still kept secret by our Gov- 
ernment. As one of three non-governmental members of the IWG 
appointed by President Clinton, I have had direct experience with 
the difficulties of getting public release of records stamped secret. 
So far, over 8 million pages of previously classified documents have 
been released. National security has not been jeopardized. Yet but 
for this act, these records would still be secret. 

Recently, despite the fact that relevant records are in some cases 
more than 50 years old, the CIA balked at full compliance with the 
act, causing a delay of more than a year in the IWG’s work. Fi- 
nally, to break the impasse, the IWG had to seek congressional 
intervention. The act’s authors. Senator Mike DeWine and Rep- 
resentative Carolyn Maloney, rejected the CIA’s argument for with- 
holding important documents in a meeting with CIA and IWG offi- 
cials. Ultimately the CIA abandoned its opposition and has now 
promised to comply. 

The Senate recently passed a bill authorizing a 2-year extension 
of the IWG, which is scheduled to expire at the end of this month. 
The House has not yet acted. 
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Let me return to the Commission’s experience with declassifica- 
tion. Mr. Chairman, the 9/11 Commission, had many challenges in 
gaining access to highly classified and sensitive material it needed 
to conduct its investigation and complete its work. We had a num- 
ber of differences with the executive branch on questions of access. 
You are familiar with many of them, and I will not recount them 
in detail. Suffice it to say, with strong support from the American 
public, and from many Members of Congress, the Commission 
eventually gained access to documents and witnesses it needed to 
conduct its work. 

The Commission has had similar challenges in the declassifica- 
tion review process. We saw it as our obligation to make as much 
information available to the American public in as timely a fashion 
as possible. Within the administration, there are different voices. 
Clearly, some individuals and agencies wanted to block the release 
of material. Because our bipartisan Commission spoke with a con- 
sistently unanimous voice on the issue of transparency, we were 
able to overcome those objections and move forward. 

Beginning with the Commission staff statements, we developed 
a process where a White House designated point of contact coordi- 
nated the review and declassification of the Commission’s written 
product. Eventually, our point of contact became Dan Levin, then 
at the Justice Department, who did an exemplary job. He kept the 
agencies on tight deadlines, and worked with us to solve problems 
and keep the process on track. Lawyers from the White House 
Counsel’s office also worked hard to solve issues in the pre-publica- 
tion review process. Solving problems in most cases meant modest 
word changes and minor massaging of the text. 

The staff statements were in large measure the building blocks 
for the final report. The process we established for declassification 
of the staff statements helped us immensely in the declassification 
review of the Commission’s final report. 

We are very proud to say that the final report of the Commission 
was issued without a single redaction. There was not a single para- 
graph, not a single sentence blacked out from what we believed we 
needed to say to tell the full story of September 11 to the American 
public. We commend the administration for recognizing that a criti- 
cal component for enhancing national security was to tell the story 
of September 11 completely and credibly. The 9/11 Commission re- 
port without redactions helped to win the public’s interest and the 
public’s confidence. The integrity of the report helped our Govern- 
ment and Nation move forward with the reform bill signed into law 
by the President last December. 

Let me address the staff report on the four flights and the civil 
aviation issue of civil aviation security. The Commission also had 
good experience with the administration in the completion of two 
staff reports on terrorist finance and terrorist travel that were 
issued without redactions on the last day of the Commission’s ex- 
istence, August 21, 2004. On the last day of its existence, the Com- 
mission also submitted its third and final staff report to the admin- 
istration for declassification review. That staff report was entitled, 
“The Four Flights and Civil Aviation Security.” 

As in the case of the other two reports, it provides a wealth of 
additional detail in support of the facts and conclusions in the 



91 


Commission’s final report. As the Commission’s general counsel 
made clear to the administration at the time of the staff report’s 
submission, he and several staff retained their security clearances 
even after the end of the life of the Commission. Thus, in our view, 
staff still should have been able to work with the administration 
to address any concerns about classification in a mutually satisfac- 
tory manner, so that this staff report, like the two previous staff 
reports, could be issued without redactions. 

As this process had worked so well previously, we did not antici- 
pate that it would not be utilized with respect to the final report. 
We cannot say with certainty why the declassification review of 
this last staff report took so long and why the outcome was so un- 
satisfactory. Part of the answer is that the administration decided 
it could no longer negotiate with former Commission staff, includ- 
ing the office of the staff report, because they became private citi- 
zens after August 21st. The administration refused to engage 
former Commission staff or commissioners in dialog about the de- 
classification process. In the absence of a dialog and pressure from 
an existing commission, the declassification process took an inordi- 
nate amount of time and produced an unsatisfactory result. 

What we find especially troubling about the redactions in this 
last staff report is that most of them relate to material known as 
sensitive security information [SSI], under the control of the Fed- 
eral Aviation Administration before September 11 and under the 
control of the Transportation Security Administration today. There 
is little material in this last staff report from the intelligence com- 
munity. So we have the remarkable situation that the Nation’s 
most highly classified secrets, those that relate to NSA intercepts 
and covert action, and those that go into the President’s daily brief, 
got declassified and put in a public report, read now by millions of 
people. 

In contrast, far less sensitive material in this last staff report got 
blacked out or replaced with blank pages. Indeed, one redaction de- 
letes a sentence from public testimony in a hearing before the 9/ 
11 Commission. Some of the redactions, that’s at page 56, if you 
care to check that monograph. Some of the redactions relate to the 
performance of airport security checkpoints and equipment before 
September 11. We believe that the public needs to know what the 
Commission staff wrote about checkpoint performance. Some of the 
redactions relate to security warnings associated with FAA notices 
to the airlines leading up to September 11. We believe the public 
needs to know the nature of those warnings. 

Some of the redactions relate to a description of the FAA’s no- 
fly list and criticism of how it was administered. We believe the 
public needs to know the nature of that criticism. We do not believe 
these redactions are justified, because they concern a civil aviation 
system that no longer exists. That system is gone forever. We see 
no public purpose served in keeping its flaws hidden. Those flaws 
certainly were apparent to the hijackers. The American people 
should know them in full as well. 

These redactions are a disservice to the September 11 families, 
to the Commission and to the Nation. They deprive the public of 
the information it deserves. They stoke the fires of public cynicism. 
Redactions feed conspiracy theories and undermine confidence. 
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This is the very reason why we employed our open hearings, that 
we were transparent not only in our staff reports, but in talking 
about what was in them publicly. We wanted to avoid the mistakes 
of past commissions, where conspiracy theories grew up and still 
persist. 

So we tried to be as transparent as possible in doing our work. 
Redactions inevitably lead to questions. What won’t our leaders tell 
us? What won’t they allow us to know? Redactions serve neither 
the public interest nor the cause of truth. 

Mr. Chairman, let me conclude by saying that the Public Dis- 
course Project, the not-for-profit organization of which of the Sep- 
tember 11 commissioners is a member, has offered a simple and 
constructive proposal with respect to this last staff report. If the 
administration were willing to meet with former Commission staff, 
including those who drafted this report, we’re confident that a re- 
port without redactions could be reproduced in short order. Such a 
proposal was made to the White House in writing, and to date it 
has not been accepted. 

Such a report with integrity and credibility is exactly the kind 
of report that the American Government should produce and the 
kind of report that the American public deserves. 

Thank you very much, and thank you for your kind remarks. I 
would be pleased to answer any questions you may have. 

[The prepared statement of Mr. Ben-Veniste follows:] 
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Prepared Statement of 
Richard Ben-Veniste, former Commissioner, 

National Commission on Terrorist Attacks Upon the United States 
before the Subcommittee on National Security, 
Emerging Threats and International Relations 
Committee on Government Reform 
U.S. House of Representatives 
March 2, 2005 


Chairman Shays, Ranking Member Kucinich, Members of the 
Subcommittee on National Security: Thank you for the privilege of 
appearing before you today to testify on the topic of “Emerging Threats; 
Overclassification and Pseudoclassification.” 

I would like to address my remarks to three separate topics: 

First, the recommendations of the 9/1 1 Commission as they relate 
to the question of overclassification; 

Second, the experience of the 9/1 1 Commission with respect to 
declassification of its final report; and 

Third, the experience of the Commission - now former 
Commission - with respect to the last staff report submitted to the 
Administration for declassification. That report, entitled “The 
Four Flights and Civil Aviation Security,” was submitted to the 
Administration on the last day of the Commission’s existence ~ 
August, 21, 2004. 
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Recommendations of the 9/11 Commission 

Let me start with the recommendations of the 9/11 Commission with 
respect to classification. All Commissioners understand the “need to 
know” principle and its importance. That principle exists for a good 
reason: the need to protect sources and methods of intelligence. 


The Commission found, however, that the failure to share information 
was the single most important reason why the United States government 
failed to detect and disrupt the 9/1 1 plot. There were bits and pieces of 
critical information available in different parts of the government - in 
the CIA, the FBI, and NSA - but the pieces of information were never 
shared, and never put together in time to understand the 9/1 1 plot. 


We cannot say for certain that the sharing of information would have 
succeeded in disrupting the plot. No one can. But we know for certain 
that the failure to share information contributed to the government’s 
failure to interrupt the plot. The failure to share information may have 
cost lives. We paid a terrible price on September 1 1 because too much 
information was kept secret or otherwise not shared. 

Within the intelligence community, there are two basic reasons why 
information is not shared: 

First, the intelligence community is a collection of fiefdoras, fifteen 
separate agencies. 
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They have separate cultures; 

They desire to protect their own turf; 

They distrust the ability of counterparts to protect their 
information; and 

They designed their computers so that they cannot transmit data 
easily from one agency to another; 


Second , information is not shared because of the “need to know” 
principle. I want to underscore again: All Commissioners understand 
the importance of protecting sources and methods. 

But the “need to know” principle also results in too much 
classification and too much compartmentation of information. 

Not only do we end up keeping secrets from the enemy, but we end 
up keeping secrets from ourselves. 

Timely information does not get to the analyst and to the 
policymaker. 

Important information is denied to the American people. 

Mr. Chairman, the chief reason the 9/11 Commission recommended the 
creation of a Director of National Intelligence was so that someone 
could “smash the stovepipes,” order the sharing of information and 
force cooperation across the Intelligence Community. 

We want one individual in charge of information technology, to 
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unclog the arteries of information sharing across the intelligence 
community. 


We want one individual in charge of security rules, and one set of 
rules for security, so that as much information as possible flows to 
analysts, policymakers, and those on the front lines with security 
responsibilities. 

We want to make sure that the President gets the information he 
needs to do his job -- and so does the border inspector and the cop 
on the beat. 

Information has to flow more freely. Much more information needs to 
be declassified. A great deal of information should never be classified at 
all. 


Mr. Chairman, my personal view is that an unconscionable culture 
of secrecy has grown up in our nation since the cold War. Secrecy has 
often acted as the handmaiden of complacency, arrogance and 
incompetence. Sen. Pat Moynihan, a passionate opponent of 
unnecessary secrecy in government, called for a “counter culture of 
openness, a climate which simply assumes that secrecy is not the starting 
place.” It is time we heeded that call. 

The Nazi War Crimes Disclosure Act signed by President Clinton 
in 1998, created an Interagency Working Group to implement the Act’s 
mandate of declassifying documents relating to WWII war crimes and 
their perpetrators still kept secret by the government. As one of three 
non-government members of the IWG appointed by President Clinton, I 
have had direct experience with the difficulties of getting public release 
of records stamped “secret.” So far, over 8 million pages of previously 
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classified documents have been reles^ed. National security has not been 
jeopardized. Yet, but for the Act, these records would still be secret. 

Recently, despite the fact that relevant records are in some cases 
more than 50 years old, the CIA balked at full compliance, causing a 
delay of more than a year in the IWG’s work. Finally, to break the 
impasse, the IWG had to seek Congressional intervention. The Act’s 
authors. Sen. Mike DeWine and Rep. Carolyn Maloney, rejected the 
CIA’s argument for withholding important documents in a meeting with 
IWG and CIA officials. Ultimately, the CIA abandoned its opposition 
and has promised to comply. 


The Commission Experience with Declassification 

Mr. Chairman, the Commission had many challenges in gaining access 
to the highly-classified and sensitive material it needed to conduct its 
investigation and complete its work. We had a number of differences 
with the Executive branch on questions of access. You are familiar with 
many of them, and I will not recount them in detail. 

Suffice it to say, with strong support from the American public and from 
many Members of Congress, the Conunission eventually gained access 
to the documents and witnesses it needed to conduct its work. 

The Commission had similar challenges in the declassification review 
process. We saw it as our obligation to make as much information 
available to the American public in as timely a fashion as possible. 
Within the Administration, there were different voices. Clearly, some 
individuals and agencies wanted to block the release of material. 

Because our bi-partisan Commission spoke with a consistently 
unanimous voice on the issue of transparency, we were able to overcome 
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the objections and move forward. 


Beginning with Commission staff statements, we developed a process 
where a White House-designated point of contact coordinated the 
review and declassification of the Commission’s written product. Our 
point of contact, Dan Levin, then at the Justice Department, did an 
exemplary Job. He kept the agencies on tight deadlines, and worked 
with us to solve problems and keep the process on track. Lawyers from 
the White House Counsel’s office also worked hard to solve issues in the 
pre-publication review process. Solving problems, in most cases, meant 
modest word changes and minor massaging of the text. 

The staff statements were in large measure the building blocks for the 
final Report. The process we established for declassification of the staff 
statements helped us immensely in the declassification review of the 
Commission’s final Report. 

We are very proud to say that the final Report of the Commission was 
issued without a single redaction. There was not a single paragraph, not 
a single sentence, blacked out from what we believe we needed to say to 
tell the full story of 9/1 1 of the American public. We commend the 
Administration for recognizing that a critical component for enhancing 
national security was to tell the story of 9/1 1 completely and credibly. 

The 9/1 1 Commission Report - without redactions - helped to win the 
public’s interest and the public’s confidence. The integrity of the report 
helped our government and nation move forward with the reform bill 
signed into law by the President in December. 


Staff Report on the Four Flights and Civil Aviation Security 
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The Commission also had a good experience with the Administration in 
the completion of two staff reports -- on Terrorist Finance and Terrorist 
Travel - that were issued, without redactions, on the last day of the 
Commission’s existence, August 21, 2004. 

On the last day of its existence the Commission also submitted its final 
staff report to the Administration for declassification review. That staff 
report was entitled “The Four Flights and Civil Aviation Security.” As 
in the case of the other two staff reports, it provides a wealth of 
additional detail in support of the facts and conclusions in the 
Commission’s final Report. 

As the Commission’s General Counsel made clear to the Administration 
at the time of this staff report’s submission, he and several staff retained 
their security clearances even after the end of the life of the Commission. 
Thus, in our view, staff still should have been able to work with the 
Administration to address concerns about classification in a mutually 
satisfactory manner, so that this staff report - like the two previous staff 
reports - could be issued without redactions. As this process had 
worked so well previously, we did not anticipate that it would not be 
utilized with respect to the final staff report. 

We cannot say with certainty why the declassification review of this last 
staff report took so long, and why the outcome was so unsatisfactory. 
Part of the answer is that the Administration decided it could no longer 
negotiate with former Commission staff - including the authors of the 
report - because they became private citizens after August 2C*. The 
Administration refused to engage former Commission staff in a dialogue 
about the declassification process. In the absence of dialogue and 
pressure from an existing Commission, the declassification process took 
an inordinate amount of time and produced an unsatisfactory result. 
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What we find especially troubling about the redactions in this last staff 
report is that most of them relate to material known as “Sensitive 
Security Information,” or SSI, information under the control of the 
Federal Aviation Administration before 9/1 1, and under the control of 
the Transportation Security Administration today. There is little 
material in this last staff report from the Intelligence Community. So we 
have the remarkable situation that the nation’s most highly classified 
secrets - those that relate to NSA intercepts and covert action, and those 
that go into the President’s Daily Brief - got declassified and put in a 
public report read by millions of citizens. In contrast, far less sensitive 
material in this last staff report got blacked out or replaced with blank 
pages. Indeed, one redaction deletes a sentence from public testimony 
before the Commission. 

Some of the redactions relate to the performance of airport security 
checkpoints and equipment before 9/11. We believe the public needs to 
know what the Commission staff wrote about checkpoint performance. 

Some of the redactions relate to security warnings associated with FAA 
notices to the airlines leading up to 9/1 1 . We believe the public needs to 
know the nature of those warnings. 

Some of the redactions relate to a description of the FAA’s “No-Fly” 
List and criticism of how it was administered. We believe the public 
needs to know the nature of that criticism. 

We do not believe these redactions are justified, because they concern a 
civil aviation security system that no longer exists. That system is gone 
forever, and we see no public purpose served in keeping its flaws 
hidden. Those flaws certainly were apparent to the hijackers; the 
American people should know about them in full as well. 
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These redactions are a disservice to the 9/1 1 families, to the 
Commission, and to the nation. They deprive the public of the 
information it deserves. They stoke the fires of public cynicism. 
Redactions feed conspiracy theories and undermine confidence. 
Redactions inevitably lead to questions; What won’t our leaders tell us? 
What won’t they allow us to know? Redactions serve neither the public 
interest nor the cause of truth. 


Conclusions 

Mr. Chairman, the Public Discourse Project, a not for profit organization 
of which each former 9-11 Commissioner is a member, offers a simple 
and constructive proposal: If the Administration is willing to meet with 
former Commission staff, including those who drafted this report, we are 
confident that a report without redactions can be produced in short order. 

Such a report, with integrity and credibility, is exactly the kind of report 
that the American government should produce - and the kind of report 
that the American people deserve. 


Thank you. I will be pleased to try to answer your questions. # # # 

Richard Ben-Veniste, a former member of the 9/1 1 Commission, is a 
partner in the Washington, D. C. office of Mayer Brown Rowe and Maw, 
1909 K St, N.W., Washington, DC 20006, Tel: (202)263-3000. 
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Mr. Shays. Mr. Ben-Veniste, thank you very much. We are going 
to start out with Mr. Waxman. 

Mr. Waxman. Mr. Ben-Veniste, thank you for your excellent 
statement here today and again, for your exemplary service on the 
9/11 Commission. 

I would like to start with the process the administration went 
through to declassify the final 9/11 Commission staff report. Your 
testimony is that the administration refused to consult with 9/11 
Commission staff about the redactions, that it took an inordinate 
amount of time and that it produced an unsatisfactory result. 

Let me start with the failure to work with the September 11 
staff. The administration allowed September 11 staff to keep their 
security clearance, isn’t that correct? 

Mr. Ben-Veniste. Yes, some of those clearances are kept for 
other reasons and had been in existence prior to the creation of the 
Commission. 

Mr. Waxman. So let me get a clarification. If the administration 
permitted them to retain their security clearances, why does it 
matter whether they were employees or not? Why did the adminis- 
tration refuse to consult them about these redactions? 

Mr. Ben-Veniste. In my view, there is no rationale in that re- 
gard. 

Mr. Waxman. Well, that’s pretty straight-forward. 

Mr. Ben-Veniste. I try to be, Mr. Waxman. 

Mr. Waxman. On the timing question, you may have heard Ad- 
miral McMahon in our first panel, the head of security and intel- 
ligence for the Transportation Department, say that the FAA actu- 
ally completed its review in September. Did that surprise you? 

Mr. Ben-Veniste. Yes, it did, sir. 

Mr. Waxman. Do you have any information about why the report 
was delayed from September until January? 

Mr. Ben-Veniste. I do not. 

Mr. Waxman. Although this hearing has produced some informa- 
tion, we now have more new questions than answers. I think we 
will have to pursue this issue further. Who do you recommend the 
committee talk to for additional information about this declassifica- 
tion process? Officials at the White House and the Justice Depart- 
ment? 

Mr. Ben-Veniste. Yes, Mr. Waxman, I think the three areas are 
the TSA, the Justice Department and White House counsel’s office. 

Mr. Waxman. Are there any specific documents you believe the 
committee should specifically request? 

Mr. Ben-Veniste. There are memoranda discussing why this ma- 
terial has been redacted, why it has taken so long. Clearly there 
has been substantial public interest, by the New York Times and 
other important publications. And of course, through a hearing like 
this, which generates appropriate additional public interest. There 
should be some traffic among the agencies to ask the logical ques- 
tion of what the heck took so long and why. 

Mr. Waxman. Mr. Chairman, I think what Mr. Ben-Veniste sug- 
gests makes a lot of sense. I would like to propose that the sub- 
committee interview these people and request these documents. We 
can discuss this further. 



103 


Mr. Shays. The committee would be happy to do that, and we 
would be happy to work with your staff to have that happen. 

Mr. Waxman. Thank you. 

Commissioner Ben-Veniste, Condoleezza Rice testified before the 
9/11 Commission on April 8, 2004. 

Mr. Ben-Veniste. I remember that. 

Mr. Waxman. I would like to ask you about the circumstances 
surrounding her testimony. First, I remember that the White 
House did not want to allow her to testify. They were very opposed 
to her appearing before the Commission under oath. If I remember 
correctly, the Commission’s time with Ms. Rice was very truncated. 
I wonder if you would be able to describe for us the background on 
that, what was happening behind the scenes? 

Mr. Ben-Veniste. Well, I can only talk about what was happen- 
ing behind our scene. Obviously we felt that Dr. Rice’s testimony 
would be very important. You may recall that Dr. Rice had charac- 
terized certain elements of what became her testimony in public 
statements in various venues prior to the time that she testified. 
We felt that it was more than appropriate that Dr. Rice provide her 
insights and recommendations to us in a public forum, since this 
was the purpose of the 9/11 Commission and she was an integral 
part of the history of what occurred prior to September 11. So I be- 
lieve it was on the basis of the unanimous demand by this biparti- 
san commission that Dr. Rice appeared publicly before us, under 
oath, as other witnesses had appeared, to provide an answer to 
those questions. 

Now, as it turned out, her testimony was scheduled for the morn- 
ing of the same day during which we had already committed to 
question President Clinton. So when you say truncated, I suppose 
that’s what you mean. I had all of 16 minutes to question. I would 
have appreciated more time, but we made do with what we had. 

Mr. Waxman. So you didn’t feel that you had a satisfactory 
amount of time to pursue all the issues you wanted to raise with 
her? 

Mr. Ben-Veniste. I would have had more questions. And I prob- 
ably would have been more considerate of the length of her an- 
swers, had there been more time. 

Mr. Waxman. Good point. Her testimony came 3 weeks after she 
held a press conference at the White House. There she said, “I 
don’t think anybody could have predicted that these people would 
try to use an airplane as a missile, a hijacked airplane as a mis- 
sile.” But the 9/11 Commission staff report stated that the FAA 
had indeed considered the possibility that terrorists would hijack 
a plane and use it as a weapon. 

Given the Commission’s findings, were you concerned that per- 
haps her statements were not based on a thorough review of the 
subject? 

Mr. Ben-Veniste. Well, it’s not just the FAA, Mr. Waxman, but 
within the intelligence community as we had pointed out repeat- 
edly in public hearings and certainly in our final report in various 
portions of the report, the intelligence community was aware that 
on perhaps 10 separate occasions involving various plots, some of 
them interrupted in various stages of preparation, that terrorists 
were planning to use planes as weapons. One such plot involved 
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crashing a plane into CIA headquarters. Another plot involved 
crashing a plane into the Eiffel Tower. We know that someone 
crashed a plane onto the White House lawn. 

This was not something which required anybody to do a great 
deal of research on. It seemed to us at the time, particularly one 
familiar with the intelligence apparatus of the United States. I can 
point to the fact that just prior to September 11, in an overseas 
conference in Italy we took measures to protect against the use of 
suicide aircraft flying into buildings at that conference, which of 
course President Bush attended. 

Mr. Waxman. When she testified before your Commission, how- 
ever, she sort of backed off her previous statement and said, this 
kind of analysis about the use of airplanes as weapons actually was 
never briefed to us. Were you surprised that she still hadn’t been 
briefed on these FAA warnings by April 2004, 2 V 2 years after the 
September 11th attacks? 

Mr. Ben-Veniste. I was disappointed, Mr. Waxman. I have a 
very high threshold for surprise, having operated here in the Na- 
tion’s Capital for many decades now. 

Mr. Waxman. She was a National Security Advisor, it was her 
job to get all the information so she could present it to the Presi- 
dent. She had others telling her there was a great deal of urgency, 
particularly Richard Clarke, that there was a great deal of urgency 
about Al-Qaeda. You said all these CIA reports and FAA reports 
were being issued. Yet she wasn’t being briefed on it. 

Mr. Ben-Veniste. In our report, we point out that Dr. Rice 
viewed her function as National Security Advisor in a way some- 
what differently than her predecessor, Sandy Berger, in terms of 
her responsibility for the domestic threats posed by terrorists. Per- 
haps the next time you have the opportunity to question Dr. Rice, 
you might ask her about that. 

Mr. Waxman. She may have viewed her role differently, but she 
made all the public statements on behalf of the administration, 
pretty much suggesting that she had this very clear role of develop- 
ing the policy. 

I thank you for your answers to these questions. Thank you, Mr. 
Chairman. 

Mr. Shays. I thank the gentleman for his questions and for your 
responses. 

I think one of the important points of the 9/11 Commission was 
a very clear finding that there were breakdowns in the previous ad- 
ministration, there were breakdowns in the present administration. 
Had either administration done better or Congress, or had the in- 
telligence community done its better job, any one of those doing 
better might have changed the outcome. Do you think that’s an un- 
fair analysis? 

Mr. Ben-Veniste. I think that there is a mistake in apportioning 
responsibility in that sort of equivalence. The agencies and individ- 
uals who had greater responsibilities, certainly for protecting the 
homeland. Obviously when you make a generalization, it does a 
disservice to some and is more generous to others. 

Mr. Shays. When Mr. Clarke appeared before our subcommittee 
behind closed doors, it was one of the most shocking experiences 
I had had. It was before September 11th, and we had by then had 
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I think about 10 hearings on the terrorist threat, and we were now 
meeting with the terrorist czar. We asked him what our strategy 
was to deal with the terrorist threat and he said, we don’t have any 
strategy. 

We were so dumbfounded, his basic response was, we know who 
the bad guys are and we go after them. We were so surprised by 
it that the subcommittee wrote him a letter, with his response. And 
we were so surprised by it that we wrote Condoleezza Rice a letter 
and said, don’t hire the guy, when she took over. But we also told 
Condoleezza Rice that there was a terrorist threat out there that 
she needed to deal with, and we don’t think they responded to that, 
either. 

I would like to know what you think gives us a culture, a coun- 
terculture of openness. What do you think does that? It obviously 
starts with the White House. But what are things that 

Mr. Ben-Veniste. It doesn’t seem to be coming from the White 
House, so when we say, where does it start, I think first you iden- 
tify what the problem is and the problem is that for decades this 
culture has existed. But for exceptions like the Nazi War Crimes 
Disclosure Act, which mandates specific declassification, there is no 
consequence, essentially, to those who unnecessarily withhold and 
classify materials that are withheld from public inspection. 

So the result of that is more and more classification, more and 
more secrecy, less and less openness. Unless that trend is reversed, 
if the leadership is not coming from the administration then it’s got 
to come from the Congress. The press is very happy to support. I’m 
quite sure, efforts toward openness. The spirit that Senator Pat 
Moynihan was talking about has not yet taken hold. I think legisla- 
tion is necessary, the creation of ombudsmen or classification au- 
thorities within each of the agencies that classifies material would 
be a step in the right direction. 

There are consequences for making mistakes and releasing infor- 
mation. There don’t seem to be any consequences to withholding in- 
formation that should be available to the public. 

Mr. Shays. What department did you find the most reluctant or 
the most secretive and what did you find, well, which had the best 
culture for openness and which had the worst? 

Mr. Ben-Veniste. You know, I don’t know — do you mean with 
respect to the 9/11 Commission? 

Mr. Shays. Yes, I guess so. In other words, when my staff has 
looked at the Transportation Department, for the most part they 
think they have a pretty good policy and practice, for the most 
part. 

Mr. Ben-Veniste. Part of that depends on making the distinction 
between who talks the talk and who walks the walk, Mr. Chair- 
man. People may make very soothing noises about cooperation and 
releasing material and providing them. But until you get down in 
the weeds and see what’s actually produced 

Mr. Shays. Well, are you capable of answering the question of, 
did you have enough interaction with enough agencies to find out 
anything? Usually you would say, you know, these guys are being 
a lot more cooperative than this group. 

Mr. Ben-Veniste. We found that the FBI was particularly coop- 
erative, that FBI Director Mueller’s leadership was much appre- 
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ciated. And other places we had to employ a blowtorch and a pair 
of pliers. 

Mr. Shays. Thank you. That’s helpful. 

Mrs. Maloney. 

Mrs. Maloney. I just would like to join with my colleagues in 
congratulating you on the extraordinary job you and the other com- 
missioners did with the 9/11 Commission report. Really one of my 
happiest days was the day the President signed the intelligence bill 
into law. It would not have happened without your dedicated com- 
mitment. Also your work on the Nazi War Crimes Disclosure Act, 
which is continuing, as we are pushing to get an extension to com- 
pete the work. So we thank you for your work. 

Mr. Ben-Veniste. Thank you. 

Mrs. Maloney. What defense could you possibly give for the civil 
aviation document to be so heavily redacted? Do you have any un- 
derstanding? As I understand, it was the only document that was 
redacted. Is that true? That’s what I read. 

Mr. Ben-Veniste. Substantially yes. There were discussions but 
there were minor revisions made, and our staff reports, the two 
other ones that were released, what we call the staff monographs, 
which are far more detailed expositions of facts that are contained 
in more summary fashion in some cases than our final report. But 
that is correct. So if you are asking me to put on my hat as a de- 
fense lawyer rather than an observer and an advocate for openness, 
I would have to plead ignorance on that point. 

I went through, in my prepared remarks, a recitation of where 
we feel that these redactions occurred and why we feel that they 
were unwarranted in each case, including redacting a statement of 
Michael Canavan in open testimony before the Commission. 

Mrs. Maloney. Exactly. Ridiculous. 

Mr. Ben-Veniste. Governor Kean and Congressman Hamilton 
wrote the White House counsel, essentially pointing out the defi- 
ciencies, on February 11th, stating basically our disappointment 
with the classification review process of this last staff statement 
and offering again to work together with them with our staff. 
White House counsel responded on March 1st, saying essentially 
that they had sent the report back to the DOJ 

Mr. Shays. We will put that letter into the record. 

Mr. Ben-Veniste. We can do that. We can make both the Feb- 
ruary 11 and March 1 letters available. 

Mr. Shays. We will put them both into the record. 

[The information referred to follows:] 
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Febniary 11, 2005 


The Honorable Harriet Miers 
Counsel to the President 
The White House 
Washington, DC 20500 

Dear Ms. Miers, 

We write with respect to the Adm jnistration’‘s classification review of the 9/1 1 
Commission’s staff report, “The Four Flights and Civil Aviation Security.” 

At the expiration of the life of the Commission last August, we had requested the 
expeditious completion of a classification review of this document. 

During the life of the Commission, we had developed an excellent relationship 
with Judge Gonzales that led to the successful classification review of 17 staff 
statements, two staff reports and the final report of the Commission. This 
process involved the review of highly classified, compartmented materials. 
Through the hard work of the White House Counsel’s office, Dan Levin, and 
others in the Executive branch, the final report of the Commission was completed 
and submitted to the public without a single redaction. This was a significant 
accomplishment for the American people, allowing the story of 9/1 1 to be told in 
foil. 


We were disappointed, therefore, that a classification review of this last staff 
report could not be completed without redactions. This came as a surprise to us, 
as nearly all of material included in this staff rfv>on wac aP* aP 

sensitivity than material that had previously been placed in the public record. 

We respectfully request that another effort be made to release this staff report 
without redactions. Several members of the former Commission staff retain 
security clearances and would be willing to cooperate in any way with you and 
your office to achieve this desirable outcome. 

Finally, we wish you every success in your new and important assignment in 
service to our nation. 


With best regaids, 



Tom Kean 





Lee Hamilton 


One Dupont Circle, NW. Suite 700. Washington, DC 20036 
202 776-0302 www.9'llpdp.org fax 202 776-90B7 
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109 


Mrs. Maloney. Thank you. 

I would like to ask you about Sibel Edmonds. As you know, the 
former FBI translator, Ms. Edmonds, is going to be testifying 
today. The Commission also had a chance to interview her, as well 
as to raise her case before FBI Director Mueller, when you met 
with him. The Justice Department Inspector General recently re- 
leased its report on her allegations, finding that they were credible 
and supported by other witnesses and evidence. 

I would like to ask you, Mr. Ben-Veniste, did the Commission 
also find her to be credible? 

Mr. Ben-Veniste. Well, I can’t speak for the Commission on 
that, Mrs. Maloney, because that was something where the Com- 
mission made a determination that her assertions were under ac- 
tive investigation by the IG’s office. I think Mr. Fein has done ex- 
traordinary service to this country in the work he has performed 
over time as Inspector General of the Department of Justice and 
I have no reason to think that his report is anything but credible 
and accurate with respect to Ms. Edmonds. 

Mr. Shays. We have 5 minutes to vote. 

Mrs. Maloney. We have to run and vote. It’s always a great 
pleasure to see you and thank you again for your great service. 

Mr. Shays. So we will close this panel, and thank you for your 
testimony, Mr. Ben-Veniste. Thank you very much. We will start 
with the third panel when we get back, and we are recessed. 

[Recess.] 

Mr. Shays. The Subcommittee on National Security, Emerging 
Threats, International Relations is now reconvened for our hearing 
on Emerging Threats, Overclassification and Pseudo-Classification. 

I will introduce our three panelists. Mr. Thomas Blanton, execu- 
tive director. National Security Archive, George Washington Uni- 
versity; Mr. Harry A. Hammitt, editor and publisher. Access Re- 
ports: Freedom of Information, Lynchburg, VA; and Ms. Sibel Ed- 
monds, former contract linguist. Federal Bureau of Investigation. 
Welcome. 

If you would stand, I will swear you all in, as we do in our sub- 
committee. Please raise your right hands. 

[Witnesses sworn.] 

Mr. Shays. Note for the record all three witnesses have re- 
sponded in the affirmative. We appreciate your patience as we 
begin this third panel at 4 p.m. 

We’ll just start with you, Mr. Blanton, and we’ll go from there. 

STATEMENTS OF THOMAS BLANTON, EXECUTIVE DIRECTOR, 

NATIONAL SECURITY ARCHIVE, GEORGE WASHINGTON UNI- 
VERSITY; HARRY A. HAMMITT, EDITOR AND PUBLISHER, AC- 
CESS REPORTS: FREEDOM OF INFORMATION; SIBEL ED- 
MONDS, FORMER CONTRACT LINGUIST, FEDERAL BUREAU 

OF INVESTIGATION 

STATEMENT OF THOMAS BLANTON 

Mr. Blanton. Thank you very much, Mr. Chairman. It is a privi- 
lege to be here with you today, also to be here in the Rayburn 
Building, because Sam Rayburn is quite famous in my family for 
having broken up a fist fight on the floor of the House of Rep- 
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resentatives that was started by a relative of mine, a Congressman 
named Thomas Blanton of Texas. He broke up the fist fight by 
picking up Tom by the scruff of the neck and pulling him away. I 
just suggest, Mr. Chairman, that your subcommittee has the se- 
crecy and the pseudo-secrecy system by the scruff of the neck. It’s 
up to you to pull it away so it stops doing damage to our security. 

Mr. Shays. Will we get a building named after us? [Laughter.] 

Mr. Blanton. I would hope so. 

What I want to do today, very briefly, Mr. Chairman, is try to 
diagnose the problem and offer a couple of solutions. Up on the 
screen, you see this wonderful little graphic that just takes all the 
data that Bill Leonard’s wonderful audit office has amassed since 
its start in 1980, that’s the first time that we started counting the 
number of national security secrets, the number of secrecy deci- 
sions. You can see that last year, in 2003, the number of new na- 
tional security secrecy decisions broke the previous record at the 
height of the cold war. What I just found out today, from your 
hearing, Mr. Chairman, from Mr. Leonard, is that his new report 
out at the end of the month says the new number will actually go 
off this chart. Secrecy is off the charts. It will be 16.1 million, is 
the latest data from 2004. 

Now, two things to remember about each one of these decisions. 
One is they create a stream of secrets, because through the magic 
of e-mail, computers, xeroxing, copying attachments, referencing, 
they actually generate far more documents than just the 14 or 16 
million that are stamped. Second, they create a stream of costs out 
into the future, direct costs to taxpayers. The 2003 estimate was 
$6.5 billion, and that’s the unclassified number, we don’t know 
what it costs from the CIA. And a stream of indirect costs in igno- 
rance and inefficiency and inaction, like in the September 11 exam- 
ple. 

So the question to ask is the one you asked at your August 24th 
hearing. You asked how much overclassification exists. What I did 
is just put into one page some of the great answers that you got. 
From 50 percent, said the Pentagon’s Deputy Under Secretary of 
Defense for Counter-Intelligence and Security, beyond 50 percent is 
what Mr. Leonard said. Sixty percent is what the Interagency Se- 
curity Classification Appeals has done, ruled for the requestor. Sev- 
enty-five percent is what Tom Kean, the chair of the 9/11 Commis- 
sion said. Ninety percent was the estimate of President Reagan’s 
own National Security Council Executive Secretary in quotes to the 
Moynihan Commission. That’s how much overclassification, 50 to 
90 percent. 

Bottom line, you can sum it up, Houston, we have a problem. 
The antidote to secrecy is this slide, the rise and fall of declassifica- 
tion. Again, these are based on the ISOO numbers, they’re based 
on sampling of all the agencies that classify information or declas- 
sify. What you see here is during the cold war we had a relatively 
low level of declassification running along for quite a while. In the 
mid-1990’s, boom, with the reforms that were in President Clin- 
ton’s Executive order, continued by President Bush, the threat of 
automatic declassification really clarifies the agency’s mind. You 
had a boom, and in this period more historical national security se- 
crets came out than from all previous Presidents put together. 
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It has now plummeted. The level is still a little bit higher than 
it was in the cold war, and that’s a positive sign. 

The scary stuff is the stuff we can’t count. The new forms of 
pseudo-classification like sensitive but unclassified, for official use 
only. This is a fun little response to a Freedom of Information Act 
request. It was a meeting between the Homeland Security Sec- 
retary Tom Ridge and the Pakistani Foreign Minister. This was a 
briefing memo given to Secretary Ridge. It says what your pur- 
poses are in assuming that we’re going to work with the Pakistanis 
and not treat Pakistanis too badly when they come into our coun- 
try. 

The entire background section is cut out. They could not find an 
identifiable harm under national security to withhold this informa- 
tion. So instead, they called it sensitive but unclassified and have 
used the fifth exemption to the Freedom of Information Act, the 
one about deliberative process, to withhold the whole thing. This 
kind of labeling is what’s proliferating inside the bureaucracy. You 
see dozens of examples we’re already getting from people like the 
Transportation Security Administration. 

For example, this next slide is just one example from our Free- 
dom of Information request about a circular, one of those aviation 
warnings that Congresswoman Maloney and others were talking 
about that are mentioned in the September 11 report. One of the 
warnings before September 11, it’s an unclassified circular but it’s 
withheld under SBU, withheld under sensitive information, even 
though the exact quote from it was printed in the No. 1 best selling 
9/11 Commission Report and in the congressional inquiry. 

So the problem here is that the proliferation, which is uncounted, 
unchecked, they have no rules, they have no real standards, they 
have no audit agency like Mr. Leonard’s, they have no independent 
review boards like Richard Ben-Veniste’s review board on the Nazi 
war crimes. There’s none of the kinds of checks and balances. Our 
framers were trying to change a culture in 1776. There’s a culture 
of monarchy. 

How do you change a culture? You set up competing centers of 
power and checks and balances on all that power. If you have an 
intelligence czar, you probably need a declassification czar. If you 
have an agency that’s creating new labels like SBU, you need an 
independent review board in that agency to look at those decisions 
and push them out. That’s the only way that we’re going to get our 
hands around this problem, because frankly, the bottom line, and 
this is the one place in the 9/11 Commission report where they say 
the attacks could have been prevented, it’s the only finding in the 
entire report where they say with any amount of certainty, we 
could have prevented it. 

And what do they say? According to the interrogation of Ramzi 
Binalshibh, the pay master of the hijackers, if the planners had 
known that Moussaoui, the Minnesota fiyboy, the one who only 
wanted to learn to fly, not to take off or land, had been arrested, 
then they would have canceled the September 11 attacks. Why is 
that? Because that FBI agent out in Phoenix would have read 
about in the paper, oh, another Islamic extremist arrested at the 
flight schools. Let’s dig that memo I sent to Washington out of the 
vault and get it around to all the field offices. Maybe the two guys 
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that they had already identified being in the United States might 
have shown up on the 10 most wanted list. 

I mean, this is the only moment the Commission said publicity 
about the arrest might have derailed the plot. Publicity. Now, pub- 
licity is not a program like the SHARE Network that you heard de- 
scribed in the August hearing, the Markle Foundation Report that 
the 9/11 Commission bought into. I say basically that SHARE con- 
cept is not publicity, and it’s not really a challenge to the need to 
know culture. It’s an expansion of the need to know culture to 
cover more people. Mr. Crowell, your witness, said last summer, he 
said that the network would include “the relevant players.” 

Who decides who the relevant players are? Is it the epidemiolo- 
gist but not the general practitioners? Is it the power plant owners? 
What about the workers? If it doesn’t include the public, if it 
doesn’t push the secrets out, then it’s a system that’s not going to 
work. Then we’re right back to this obsolete notion of need to know. 

I have to say that I think because of this finding, the Deputy 
Under Secretary of Defense was wrong when she testified before 
your subcommittee last summer as well, because she said the ten- 
sion here, “How much risk is the Nation willing to endure in the 
quest to balance protection against the public’s desire to know?” 
That’s absolutely the wrong formulation. The lesson of September 
11 is that secrecy was the problem. Secrecy destroyed our protec- 
tion. Too much secrecy was the core of the unconnecting of the 
dots. 

The teaching is between a natural bureaucratic imperative that 
spans every administration, that goes back to the dawn of bureauc- 
racy, ancient Iraq under Hammarabi, probably. To control informa- 
tion, because information is power and turf and resources. Versus 
how do we actually protect ourselves? Will this information if it’s 
released damage us or help protect us? 

The core rule of computer security in the computer security 
world is, if the bug is secret, then the only people who know are 
the vendor and the hacker. The larger community of users can nei- 
ther protect themselves, nor offer fixes. That to me should be the 
principle that we proceed with looking at all of these labels. Does 
this information withholding make us safer or not? I think most of 
these new labels would fail abjectly. 

The question is, how do you make them fail? That’s my final 
point. It’s just simply, you have to build in an independent review 
board at every agency with a small staff with people like Richard 
Ben-Veniste on it, asking those questions inside the agency. You 
might just want to start with a pretty simple measure, ask Admiral 
McMahon to count the number of sensitive but unclassified or for 
official use only items created in his agency last year. He can tell 
you that he created six actual national security secrets. He has to 
report that number to Mr. Leonard’s office. There is a limited num- 
ber of people in his agency who even have the authority to list 
something as secret. Ask him to do that about the SBU and FUOU 
and SSI and all these other labels, and you’ve got a start. 

If you can count them, you can restrain them. If you can put a 
cost on them, you can restrain them. If you can set up an independ- 
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ent power structure to push against them, you can restrain them. 
If you limit the number of officials who can label them, who can 
create secrets, who can create these labels and you expand the 
number of officials who are releasing information, then you’ll win. 
[The prepared statement of Mr. Blanton follows:] 
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Rising Tide of Secrecy 



■ New Nationaf Security Classification Decisions In Millions 


Chart by Jamie Noguchi National Security Ardtive 
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How Much Overclassification? 


“Massive” - Erwin Griswold, Former Solicitor General of the United States (who 
prosecuted the Pentagon Papers case in 1971), quoted in the Washington Post, February 
15, 1989. 

“50-50” - Carol A. Haave, Deputy Undersecretary of Defense for 
Counterintelligence and Security, August 24, 2004 hearing of this Subcommittee. 

“Even beyond 50%” - j. William Leonard, Director of the Information 
Security Oversight Office, National Archives and Records Administration, August 24, 
2004 hearing of this Subcommittee. 

60% — Information Security Classification Appeals Panel rulings for declassification 
against agency claims of secrecy, according to J. William Leonard testimony, August 24, 
2004 (“60-some-odd percent of the time the panel will override an agency's 
determination in whole or in part”). 

75% - - Thomas H. Kean, Chair of the 9/1 1 Commission and former Governor of New 
Jersey, quoted in Cox News Service, July 21, 2004 (“Three-quarters of what I read that 
was classified shouldn’t have been”). 

90% - Rodney B. McDaniel, executive secretary of the National Security Council 
under President Reagan, quoted in Moynihan Commission report (1997), p. 36, saying 
only 1 0% of classification was for “legitimate protection of secrets.” 

“Laughable if it wasn’t so insulting” ~ Senator Trent Lott (R- 

Mississippi), on the CIA’s redaction of the Senate Intelligence Committee report on Iraq 
weapons of mass destruction, quoted in Cox News Service, July 21 , 2004. 
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Pseudo-classification and FOIA 

TSA 9-29-04 FOIA Release 


Log Entry Date: 
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Watch Officer: 
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IN PROCESS AT STATE. BEQIN DRAFT, NO^jj^ 


Report of the Joint inquiry Into the 
Terrorist Attacks of Sept^ber 11 , 2001 


• An FAA Circular on June 22. 2001, refeiriog to a pos^le hijaddng plot by Islamic 
terrorists to secure the release of fourteen persons incarcerated in the United States in 
connection with the 1996 bombing ofKhobaiToweis. 


9-11 Commission Report 
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caller bad claimed migbe be plaWi^ an attack against the United States. 

9-11 Commission Report 
Chapter 8 Notes p. 533 
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Openness Equals Security 


THE 


Q/11 


However, publicity about Moussaoui’s arrest and a possible hijacking threat 
might have derailed the plot.'®'^ ' ' , 

COMMISSION '' 
REPORT 

107. According to Ramzi Binalshibh, had KSM knovm that Moussaoui had been arrested, he would have can- 
celled the 9/11 attacks, Intelligence report, interrogation of Ram a Binalshibh, Feb. 14,2003. 

[page 541] 
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Statement by Thomas S. Blanton, National Security Archive, George Washington University 

March 2, 2005 

Hearing on “Emerging Threats; Overclassification and Pseudo-classification” 

2154 Rayburn House Office Building 

Subcommittee on National Security, Emerging Threats, and International Relations 
Committee on Government Reform 
U.S. House of Representatives 


Mr. Chairman, and members of the Committee, thank you for this opportunity to speak 
with you about the growing problem of government secrecy and the danger it poses to 
our security. This Subcommittee has become a model for the Congress as a whole in its 
diligent oversight of a difficult problem, and I applaud your commitment to air diverse 
views and to question conventional thinking. 

I have reviewed in detail the record of your hearing on August 24, 2004, to which my 
own organization, the National Security Archive, contributed a reader of declassified 
documents entitled “Dubious Secrets,” featuring General Pinochet’s drink preferences 
(scotch and pisco sours) and a joke terrorist attack on Santa Claus (the secret was that the 
CIA occasionally has a sense of humor). Mr. Chairman, you asked the question whether 
overclassification was a 1 0% problem or a 90% problem, and your witnesses provided 
some remarkable yardsticks. The deputy undersecretary of defense for 
counterintelligence and security confessed that 50% of the Pentagon’s information was 
overclassified. The head of the Information Security Oversight Office said it was even 
worse, “even beyond 50%.” The former official who participated in the Markle 
Foundation study cited by the 9/1 1 Commission on information sharing stated that 80- 
90% (at least in the area of intelligence and technology) was appropriately classified at 
first, but over time that dwindled down to the 10-20% range. 

My own experience is in the realm of declassified national security information. The 
National Security Archive ranks as probably the most active and successful non-profit 
user of the Freedom of Information Act: We have filed more than 30,000 Freedom of 
Information and declassiflcation requests in our nearly 20 years of operations, 
resulting in more than six million pages of released documents that might otherwise be 
secret today (some of them have in fact been reclassified, but the government won’t tell 
us which ones). We have published more than half a million pages on the Web and other 
formats, along with more than 40 books by our staff and fellows, including the Pulitzer 
Prize winner in 1 996 on Eastern Europe after Communism. We won the George Polk 
Award in April 2000 for “piercing self-serving veils of government secrecy.” We have 
partners in 35 countries around the world doing the same kind of work today, opening the 
files of secret police, Politburos, military dictatorships, and the Warsaw Pact, and 
leveraging openness in both directions. 
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My own estimate of overclassification in the United States today tends towards the high 
end of your 90% range, Mr. Chairman. Let me put on the record here several expert 
assessments to support this view. For example, the distinguished former Solicitor 
General of the United States who prosecuted the Pentagon Papers case. Dean Erwin 
Griswold, wrote in the Washington Post (15 February 1989) that; “It quickly becomes 
apparent to any person who has considerable experience with classified material that 
there is massive overclassificalion and that the principal concern of the classifiers is not 
with national security, but with governmental embarrassment of one sort or another. 
There may be some basis for short-term classification while plans are being made, or 
negotiations are going on, but apart from details of weapons systems, there is very rarely 
any real risk to current national security from the publication of facts relating to 
transactions in the past, even the fairly recent past. " 

Senator Daniel P. Moynihan’s commission on reducing and protecting government 
secrecy quoted Rodney B. McDaniel, a career Navy officer and executive secretary of 
President Reagan’s National Security Council, who estimated in 1991 that only 10% of 
classification was for “legitimate protection of secrets.” The Moynihan report 
contrasted this view with that of the then-head of the Information Security Oversight 
Office, Steven Garfinkel, who stated that overclassification was only a 10% problem. 
(1997 Report, p. 36) As this Subcommittee heard in August, Mr. Garfinkel’s successor 
has now moved the official estimate above 50%. 

A Cox News Service report last summer (21 July 2004) headlined “Lawmakers 
Frustrated By Delays In Declassifying Documents,” quoted the Republican former 
governor of New Jersey and then-chair of the 9/1 1 Commission, Thomas H. Kean, as 
saying, “Three-quarters of what / read that was classified shouldn ’t have been” - a 
75% judgment. The material Mr. Kean was reviewing included the most recent and 
sensitive terrorism-related intelligence and counterterrorism information. The same Cox 
article quoted Senator Trent Lott (R-Miss.) on his ihistration with the Senate Intelligence 
Committee report on Iraq, as reviewed by the CIA: “The initial thing that came back 
was absolutely an insult and would be laughable if it wasn ’t so insulting, because they 
redacted half of what we had. A lot of it was to redact a word that revealed nothing. " 

I agree with Senator Lott and Governor Kean; national security secrecy is skyrocketing, 
but like the ballistic missile defense system, it cannot tell the real threat from the decoys. 
Let’s start with the core statistics, or least the most recent ones available, provided by the 
Information Security Oversight Office in last year’s report to the President. New 
classification decisions are up firom 9 million in 2001, to 1 1 million in 2002, to 14 million 
in 2003. If you look at that ISOO data all the way back to the first year in which it was 
collected - 1980 - you will discover that the number of new secrecy decisions in 2003 
is the highest ever recorded, higher even than the peak years of the Cold War in the 
mid-1980s. 

Tracking the same ISOO data since 1980, we can also see the rise and fall of 
declassification in the 1990s. The ISOO reports show many years of low levels (around 
20 million pages per year) until the numbers leap in 1995, stay at the 200 million page 



122 


3 


level for three years, and then plummet down under 50 million pages a year now. I think 
it’s fair to say that President Clinton’s executive order on secrecy produced the 
declassification of more historic national security secrets than all previous presidents put 
together. But now, the system is almost completely out of whack - a point that ISOO’s 
director made at your August hearing. 

At least the national security classification system has formal checks and balances. By 
all the evidence of overclassification, these checks do not work very well, but they do 
exist. They desperately need strengthening. I’m thinking not only of ISOO, that lean 
machine of a small, well-trained professional staff providing audits and oversight, within 
its limited means, of a vast and sprawling system. There is also the Interagency Security 
Classification Appeals Panel (ISCAP), which has ruled for openness in some 60% of its 
cases (there’s another marker on the overclassification gauge), although the total number 
of cases is quite small and involves mostly historical rather than ciurent information. 
There is also the Office of Management and Budget requirement, first included in 
appropriations bills in the 1990s, that agencies add up and report their classification costs 
(the CIA’s are still classified, of course) - thus giving us a benchmark number and some 
sense of comparative expense to the taxpayer. These numbers, over $6.5 billion in fiscal 
2003, remind us that every secrecy decision generates a stream of direct costs to the 
taxpayer, in addition to the indirect costs of inefficiency and information asymmetries. 

Likewise, the executive orders governing classification have been around long enough 
that a cottage industry of insiders and outsiders have developed expertise on how the 
system works or ought to work. And at least since the 1974 amendments to the Freedom 
of Information Act, the courts have provided some guidance on classification. In general, 
the courts defer to the executive (to a fault, I would argue), but along the way, the extra 
levels of review during litigation almost always force out information that the agencies 
originally withheld. In other words, we lose the final decision, but we get documents. 

What’s most alarming is that the new forms of secrecy, the “pseudoclassifications” like 
Sensitive But Unclassified (SBU) or Sensitive Security Information (SSI) or Sensitive 
Homeland Security Information (SHSI), have no such checks and balances. Where is 
the audit agency, tracking the basic data on the number and extent of new restrictions? 
Where is the appeals panel, overriding the reflexive instincts of agencies? Where is the 
cost reporting, or do the agencies lack any clue as to how much the secrecy costs them? 
Where is the cost-benefit analysis inside agencies, or do they not see the double-edged 
sword inherent in secrecy? Where are the bureaucratic centers of countervailing 
power, pressing for declassification? Where are the court cases, or will judges continue 
blind deference to executive judgments? Where is the Congress, when the President’s 
lawyers assert unilateral authority over secrecy, detentions, interrogations, and energy 
policy, among many other topics? 

The National Security Archive’s experience with pseudoclassification is not encouraging. 
Among our many projects, we are pursuing the public release of the actual primary 
sources cited and quoted by the 9/1 1 Commission, and we have been on the receiving end 
of an object lesson in reflexive pseudosecrecy at the Transportation Security 
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Administration. For example, last year we asked for the five Federal Aviation 
Administration warnings to airlines on terrorism in the months just prior to 9/1 1 - 
warnings that were quoted in the 9/1 1 Commission report and discussed at length in 
public testimony by high government officials. The TSA responded by denying the 
entire substance of the documents under five separate exemptions to the Freedom of 
Information Act, and even withheld the unclassified document titles and Information 
Circular numbers as “Sensitive Security Information.” When we pointed out that the 
titles, dates, and numbers were listed in the footnotes to the number one best-selling 
book In the United States, the 9/1 1 Commission report, the TSA painstakingly restored 
those precise digits and letters in its second response to us, but kept the blackout over 
everything else. 

We have heard firom officials at the Department of Justice that these new 
pseudoclassifications are simply guidance for safeguarding information, and do not 
change the standards under the Freedom of Information Act. But such a claim turns out 
to be mere semantics: In every case, the new secrecy stamps tell government bureaucrats 
“don’t risk it”; in every case, the new labels signal “find a reason to withhold.” In 
another TSA response to an Archive FOIA request, the agency released a document 
labeled “Sensitive But Unclassified” across the top, and completely blacked out the full 
text, including the section labeled “background” - which by definition should have 
segregable factual information in it. The document briefed Homeland Security Secretary 
Tom Ridge on an upcoming meeting with the Pakistani Foreign Minister, but evidently 
officials could not identify any national security harm fi-om release of the briefing, and 
fell back on the new tools of SBU, together with the much-abused “deliberative process” 
exemption to the Freedom of Information Act. 

As William Leonard of ISOO pointed out at the GovSec Expo (July 29, 2004), SBU 
protection regimes still exist that date back to the Cold War, and none have been 
officially discarded. The government, instead, is adding regimes year after year, Mr. 
Leonard remarked, "without any regard to what ’s been done before to a point where I’m 
concerned today that if you wanted to identify the person in the government or outside 
the government who understands all the various protection regimes, understands what all 
the requirements are, understands what all the standards are - that person doesn 't 
exist. " 

This dynamic is fundamentally what’s wrong with the Markle Foundation 
recommendations for the SHARE network that were embraced by the 9/1 1 Commission 
and about which you heard fi-om Mr. Bill Crowell at your August 2004 heating. I read 
his testimony and the two editions of the Markle report with great interest, because the 
group seems to have begun with the assumption that you share, Mr. Chairman, that the 
“need to know” secrecy culture is working against our security. But the group’s 
recommendations do not actually challenge the “need to know” culture. Instead, 
they embrace the SBU attitude, the official-use-only elitism. The language in Mr. 
Crowell’s testimony and in the underlying reports gives a remarkable amount of attention 
to the ways that the SHARE system would help agencies control and track and audit 
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employees, preventing leaks and authenticating information, keeping the data in the 
hands of only the relevant players. 

That’s the key phrase. Mr. Crowell’s direct quote before this Subcommittee was: “While 
certain information, particularly about sources and methods, must be protected against 
unauthorized disclosure, the general mindset should be one that strives for broad sharing 
of information with all of the relevant players in the network " Who exactly decides who 
are the relevant players? Where do we draw the line? Are firefighters included in but not 
health inspectors? Epidemiologists but not general practitioners? Power plant managers 
but not the plant’s workers? First responders but not neighbors? Aren’t we right back 
where we started at the need to know? What will stop the SHARE system from 
turning into the mother of all pseudoclassifications? The strength of our open society is 
the free flow of infonnation but the SHARE concept looks more like the Soviet 
GOSPLAN. 

We could spend billions of dollars implementing the computer networks necessary for 
SHARE, or we could invest a few million in real openness and government 
accountability. President Bush nominated members for the Public Interest 
Declassification Board but did not include the Board’s $600,000 allowance in his budget. 
We could establish an independent review board with a small staff like ISOO at 
every major federal agency for a million dollars each per year, less than the cost of 
our excellent military marching bands. 

The number one lesson of 9/1 1 is that the “relevant players” include the public, front and 
center. As the staff director of the Congressional Joint Inquiry on 9/1 1 found, "The 
record suggests that, prior to September 11''', the US. intelligence and law enforcement 
communities were fighting a war against terrorism largely without the benefit of what 
some would call their most potent weapon in that effort: an alert and informed 
American public. One need look no further for proof of the latter point than the heroics 
of the passengers on Flight 93 or the quick action of the flight attendant who identified 
shoe bomber Richard Reid. " After all, the only part of our national security apparatus 
that actually prevented casualties on 9/1 1 was the citizenry - those brave passengers on 
Flight 93 who figured out what was going on before the Pentagon or the CIA did, and 
brought their plane down before it could take out the White House or the Capitol. 

Look at the case of the Unabomber, the Harvard-educated terrorist who blew up random 
scientists with letter bombs. Years of secret investigation turned up nothing but rambling 
screeds against modernity and the machine, and only after the madman threatened more 
violence unless his words were published, did the FBI relent and give the crank letter 
file to the newspapers. The Washington Post and the New York Times went in together 
on a special section to carry the 35,000 words in 1995, but the key paper was the Chicago 
Tribune, read at the breakfast table in a Chicago suburb by the bomber’s brother, who 
said, sounds like crazy Ted, guess I’d better call the cops. 

How did we catch the Washington sniper? The police had been chasing a white van for 
weeks with no luck, and finally changed the description to a blue sedan based on an 
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eyewitness report. They refiised to give out the license plate number (because the sniper 
would then change the plates, of course); but finally an unnamed police official took it 
upon herself to leak the license number at midnight, local radio and TV picked it up, and 
a trucker was listening who saw a blue sedan in a rest area in western Maryland. He 
checked the plate number, and bingo, within three hours of the leak they arrested the 
sniper. Openness empowers citizens. 

The entire 9/11 Commission report inciudes only one finding that the attacks might 
have been prevented. This occurs on page 247 and is repeated on page 276 with the 
footnote on page 541, quoting the interrogation of the hijackers’ paymaster, Ramzi 
Binalshibh. Binalshibh commented that if the organizers, particularly Khalid Sheikh 
Mohammed, had known that the so-called 20* hijacker, Zacarias Moussaoui, had been 
arrested at his Minnesota flight school (he only wanted to fly, not to take off or land) on 
immigration charges, then Bin Ladin and KSM would have called off the 9/11 attacks. 
And wisely so, because news of that arrest would have alerted the FBI agent in Phoenix 
who warned of Islamic militants in flight schools in a July 2001 memo that vanished into 
the FBI’s vaults in Washington. The Commission’s wording is important here: only 
“publicity” could have derailed the attacks. 

This is why Ms. Carol Haave, the deputy undersecretary of defense, framed the problem 
wrongly at your August 24 hearing. She testified, "In the end, this is a discussion about 
risk. How much risk is the nation willing to endure in the quest to balance protection 
against the public’s desire to know? It's a complex question that requires thought and 
ultimately action. " She and the Pentagon have missed the point. We are not balancing 
protection against the public’s desire to know. The tension is actually between 
bureaucratic imperatives of information control versus empowering the public and thus 
making us more safe. Yes, there are real secrets that must be protected, but the lesson of 
9/1 1 is that we are losing protection by too much secrecy. The risk is that by keeping 
information secret, we make ourselves vulnerable. The risk is that when we keep our 
vulnerabilities secret, we avoid fixing them. In an open society, it is only by exposure 
that problems get fixed. In a distributed information networked world, secrecy creates 
risk - risk of inefficiency, ignorance, inaction, as in 9/1 1 . As the saying goes in the 
computer security world, -when the bug is secret, then only the vendor and the hacker 
know - and the larger community can neither protect itself nor offer fixes. Publicity 
is not a SHARE network limited to relevant players. Publicity is TV, the newspapers, the 
Internet, and the highly efficient information distribution system that is our open society. 
That is our strength, not our weakness. 

So how do we put countervailing pressure on the secrecy system, and on the new SBU 
systems, to force publicity, to empower the public? We can start the way the framers did, 
with checks and balances. If you create a power center for creating and holding 
secrets, like the new intelligence czar, then you need a counter center for 
declassifying secrets. The Moynihan commission, for example, recommended setting up 
a formal Declassification Center based at the National Archives and staffed by an 
interagency group with delegated powers fi'om their agencies. Their performance would 
be measured by their openness. Just such a group served the Congress well during the 
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Iran-contra investigations by reviewing and declassifying more than 30 thick volumes of 
testimony and documents in record time, with enormous benefits for government 
accountability and without damage to national security. 

Another model is the Public Interest Declassification Board authorized in the intelligence 
reform bill last year. Not all the members have yet been named, so the jury is still out on 
whether this Board will meet the expectations of Senators Lott and Wyden, for example. 
But every previous experience with a statutory independent review board has been a 
major success, pushing out of the system the secrets that do not need keeping. These 
include the Assassination Records Review Board, the State Department’s historical 
advisory committee, and the Interagency Working Group on Nazi and Japanese War 
Crimes. Every agency needs a review board like these, with authority in statute, with 
scholars and former officials doing the oversight, with regular reporting requirements and 
open meetings. The model we should not follow is that of the CIA, where the advisory 
committee has no statute behind it and, by allowing its recommendations to remain 
confidential, has voluntarily given up what little leverage it might have had. 

One of William Leonard’s recommendations is that the new secrecy systems have to be 
coordinated with the old ones. He makes the valid point that it would be a major reform 
and potential restraint to have a common set of standards across all agencies in place 
of the differentiated, culture-driven, idiosyncratic standards that have arisen in the 
multiple secrecy regimes. Such differences create huge uncertainties among officials 
about what behavior is expected and how much information to share. 

Even part of the CIA agrees with this critique. For example, a 1977 study by the CIA of 
its own codeword compartments (declassified in 2002) found that the proliferation of 
compartments had deleterious psychological effects that “seem to diminish rather than 
enhance security,” and recommended that the DCI abolish all existing compartments and 
replace them with one uniform Sources-and-Methods compartment. The intelligence 
community is moving in this direction (witness the 1999 abolition of the COMINT 
codewords UMBRA, SPOKE, MORAY and the TALENT-KE'fHOLE codeword 
ZARF); but bureaucratic inertia and turf-consciousness pose major obstacles to the 
rational consolidation of SBU and secrecy rules today. Yet, the secrecy skeptic in me 
thinks that perhaps centralization is not the cure-all, that perhaps the diversity of our 
bureaucracy is actually a protection for dissenting views, for multiple perspectives, and 
for alternative policy options. 

More important than centralization, we must build into all of our secrecy systems 
multiple provisions for cost-benefit analysis, audits, oversight offices, cost 
accounting, and independent reviews. We must limit the number of officials who have 
the power to wield the secret or SBU stamp. We must increase the number of officials 
whose jobs and careers depend on opening information. We must change the internal 
bureaucratic incentives, by tying promotions and raises to declassification and 
information sharing, while providing real penalties for knee-jerk secrecy and information 
hoarding. 



There are interesting examples of carrot-and-stick provisions on government openness 
both abroad and at home. We could look to Sweden, for example, where the bishop of 
Stockholm, a public official, had to pay a fine (nearly $2,000) last year for violating the 
open records law, by withholding letters from priests in the state-supported church about 
their problems and challenges. Or we could look to Florida, where an Escambia County 
school board member went to jail for a week in 2003 for refusing to provide a public 
record to a Pensacola mother. The name of that school board member is now a 
household word among officials in Florida, deterring bad behavior. It’s a more difficult 
question, but one we must address, about how to deter absurd classification decisions like 
the CIA’s claim (now upheld by a federal court) that it can declassify the 1997 
intelligence budget figure with no damage to national security, but the 1947 number still 
must be secret (Steven Aftergood testified in detail about this case at the August 24, 2004 
hearing). Secrecy decisions like this one actually undermine the credibility of the entire 
information security system and make our real secrets less safe. 

In the final analysis, of course, it is openness that empowers our citizens, weeds out the 
worst policy proposals, ensures the most efficient flow of information to all levels of law 
enforcement, makes a little more honest the despots who are our temporary allies against 
terrorism, and keeps our means more consistent with our ends. 

Thank you, Mr. Chairman, and I look forward to any questions you may have. 
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Mr. Shays. Thank you very much. 

Mr. Hammitt. 

STATEMENT OF HARRY A. HAMMITT 

Mr. Hammitt. Thank you. 

As I have listened to the other witnesses, I thought to myself, 
how much more can I say, and I said what I wanted to say in my 
written testimony. So I thought I would highlight one aspect that 
I don’t think has been addressed here today, that isn’t in my testi- 
mony but I hope to elucidate a little bit more. 

Mr. Shays. And highlight anything you may disagree with. 

Mr. Hammitt. Verb^ally. 

Mr. Shays. Anything in the statements earlier that you disagree 
with, please feel free. 

Mr. Hammitt. OK. What I wanted to do was quickly tell the 
story of how we got to where we are today in terms of critical infra- 
structure information as part of the Homeland Security Act. I think 
that because of what happened to us on September 11th, we fre- 
quently see most of this through the lens of threats to terrorism. 

But the interesting thing about this, and I think it’s kind of an 
interesting object lesson here, is that the critical infrastructure in- 
formation exemption was created largely in response to a program 
that the EPA announced that it was going to put worst case sce- 
nario reports on the Internet for people. These worst case scenario 
reports are reports that facilities that store chemicals or manufac- 
ture chemicals or various other hazardous substances are supposed 
to file, talking about what would happen if there was an explosion, 
say, at their facility and how many people this might impact and 
how the community might be evacuated, what the safety pre- 
cautions are, those sorts of things. 

The EPA had concluded that under the Clean Air Act, it was re- 
quired to make this as widely public as possible. When the chemi- 
cal industry got wind of this, they enlisted the help of the FBI to 
argue before Congress that to disclose this information as widely 
as the EPA intended to do would be a potential boon for terrorists. 
This was 1999, I believe, so several years before the September 
11th attacks. 

Congress looked at the issue at that time and basically decided 
to study the issue. They told EPA not to put the information on the 
Internet at that time. At the same time. Congress was also looking 
at a piece of legislation to try to resolve a pressing issue which was 
commonly known as Y2K. In this issue, people were worried that 
computer software might not be able to understand when the cal- 
endar moved from 1999 to 2000 and there might be all sorts of del- 
eterious problems caused by that. 

In order to get industry to talk about this issue to the Govern- 
ment, Congress passed Y2K legislation which allowed industry to 
disclose some of this information to relevant Government authori- 
ties, but be protected, because the disclosure would not be made 
public and they would also be protected from liability. When Con- 
gress turned to the critical infrastructure information type of ex- 
emption, they looked at this Y2K exemption as a possible starting 
point. Indeed, this is basically the embodiment of this policy that’s 
in the Homeland Security Act. 
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So I guess what I wanted to say about this is, we have an exemp- 
tion where voluntarily submitted critical information about 
vulnerabilities in the private sector is given to the Department of 
Homeland Security, and as an observer, my guess is that the De- 
partment of Homeland Security needs this information so they can 
protect us domestically from possible threats. 

Well, the problem is we have created a voluntary program in 
which we have essentially said, we won’t tell anybody of the exist- 
ence of this threat if you will voluntarily provide the information. 
As I said in my written testimony, I ran across an article recently 
in a publication called Security Focus that indicated, generally 
speaking, the industry hasn’t been willing to give up this informa- 
tion. They are more worried about what would happen to the infor- 
mation if the Government had hold of it than they are than if the 
public had hold of it. 

So I guess my point is this, that if the Government feels, and if 
as a policy the Government feels it needs this information to do its 
duty, my personal opinion is that the Government needs to require 
the industry to disclose this information to them, not say, please 
give me this information and in return I won’t let anybody else 
know anything about it. I think at the end of the day, it seems to 
me that if we do not know about this sort of information, these 
vulnerabilities, we are basically fooling ourselves, we’re lulling our- 
selves into a sense of false security that these situations don’t exist. 
I think we’re actually doing ourselves more harm than good. 

I thought that Tom Blanton’s recommendations for putting some 
of these offices like ISOO into individual agencies were extremely 
good. I guess part of my recommendation really is, I don’t believe 
any of these programs are going to go away unless Congress makes 
them go away. So I think that at least at the very minimum you 
all need to think seriously about how to restrict the use of these 
programs within the agencies that are already using them now. 
When I talk about these programs. I’m talking about these pro- 
grams of things like sensitive but unclassified and what-not. 

[The prepared statement of Mr. Hammitt follows:] 
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Harry Hammitt 

Editor/Publisher, Access Reports 
House Subcommittee on National Security, Emerging Threats 
and International Relations 
March 2 , 2005 

My name is Harry Hammitt. I am the editor/publisher of Access Reports, a 
biweekly newsletter on the Freedom of Information Act, open government issues, and 
informational privacy issues. I have attached a copy of the newsletter relevant to the 
topic of this hearing. I have been editing Access Reports for almost 20 years. During that 
time I have become the expert’s expert on the Freedom of Information Act. I am the 
primary editor of Litigation Under the Federal Open Government Laws, considered the 
best source on the subject for requesters and plaintiffs. I have been a contributing editor 
to Government Technology. I am a former president of the American Society of Access 
Professionals, a Washington-based professional association of people who work with 
FOIA and privacy issues, and a current board member of the organization. I have taught 
FOIA training sessions for ASAP and various other public interest organizations and 
have spoken on these issues in various forums in the U.S. and internationally. Before 
becoming editor of the newsletter, I worked at the Consumer Product Safety Commission 
processing FOIA requests, and at FOI Services, a company that makes requests on behalf 
of business clients. I have both a master’s degree in journalism from the University of 
Missouri-Columbia, and a law degree from George Washington University Law School. 

I think the combination has served me well in understanding and writing about 
information access issues. 

I want to thank the subcommittee for inviting me to testify on this important and 
timely information issue. I hope to provide an overview of some of the programs that 
have developed, indicate where they came from and how and why they developed, and 
then close with my assessment of how these programs impact information policy. 

In my judgment, these programs cause more harm than good. They are: 

• too ill-defined and broad, and, as a result, are subject to abuse and 
substantial over-use; 
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• a solution to a problem that may not exist and based on the dubious 

proposition that secrecy will make us more safe rather than less safe and 
that agencies and companies will not use secrecy to hide their own 
mistakes and avoid public scrutiny; 

Historical Perspective 

The existence of such undefined categories of restricted information has 
accelerated during the Bush administration. But all these categories did not somehow 
appear folly formed after September 1 1, 2001 . Several have existed for years. The term 
“sensitive, but unclassified” goes back at least to the Reagan administration, and has a 
statutory basis in the Computer Security Act of 1987. The concept of critical 
infrastructure information appeared during the Clinton administration and its protection 
today is modeled on legislation concerning the Y2K problem that Congress passed in 
2000. Such terms as “sensitive security information,” “sensitive homeland security 
information,” and “critical energy infrastructure information” are more recent additions 
to the information lexicon. What alt these categories have in common is their ill-defined 
nature. 

The Card Memo 

In March 2002, White House Chief of Staff Andrew Card sent a memo’ to all 
agencies concerning the need to safeguard sensitive but unclassified information 
pertaining to homeland security. Because such undefined information did not qualify for 
classification on national security grounds. Card attached two short memos from Laura 
Kimberly, Acting Director of the Information Security Oversight Office,^ and Richard 
Huff and Daniel Metcalfe, Co-Directors of the Justice Department’s Office of 
Information and Privacy,^ explaining possible FOIA exemptions that could be used to 


' Andrew H. Card, Jr., Assistant to the President and Chief of Staff, Memorandum for the Heads of 
Executive Departments and Agencies; Subject: Action to Safeguard Information Regarding Weapons of 
Mass Destruction and Other Sensitive Documents Related to Homeland Security (Mar. 19, 2002). 

^ Laura S. Kimberly, Acting Director of the Information Security Oversight Office, Memorandum for 
Departments and Agencies (Mar. 19, 2002), 

’ Richard Huff and Daniel Metcalfe, Co-Directois, Office of Infoimation and Privacy, Department of 
Justice, Memorandum for Departments and Agencies (Mat. 19, 2002) 
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withhold such information. Primary among them was Exemption 2/ which allows an 
agency to withhold records “related solely to the interna! personnel rules and practices of 
an agency.” Over the years, courts have stretched these words so they now allow an 
agency to withhold records where disclosure could lead to circumvention of a law or 
regulation. The Justice Department memo reminded agencies to consider using 
Exemption 2 for such sensitive but unclassified information on the untried theory that 
disclosure would allow a requester to circumvent a law or regulation. Although it said 
little about the scope of the problem, the Card memo was the first White House policy 
directive concerning the need to protect sensitive unclassified information and was 
certainly a primary factor in moving the development of such policies forward. 

Sensitive Security Information 

Sensitive security information is one of the few such categories with a statutory 
basis. In November 2001, Congress passed the Aviation and Transportation Security Act, 
creating the Transportation Security Administration. That statute defines sensitive 
security information as information describing air carrier screening procedures, airport or 
air carrier security programs, maritime transportation security procedures, or other related 
transportation security matters. It prohibits the disclosure of such information if the TSA 
Administrator determines disclosure would “be detrimental to the safety of passengers in 
transportation.”^ The Homeland Security Act of 2002 expanded this to cover information 
that “would be detrimental to the security of transportation.” A May 2004 Federal 
Register notice set out 1 6 categories of information firom traditional security plans to 
security directives and included “other information” that TSA at its discretion determined 
should be withheld. This statutory authority is structured so that it qualifies as an 
Exemption 3* statute under FOIA. Exemption 3 is a catch-all provision in FOIA that 
allows agencies to withhold records whose disclosure is prohibited or restricted by a 
provision in another statute as long as that statute either provides no discretion on the part 
of the agency or identifies specific categories of information to be withheld. 


* 5 U.S.C. 552(b)(2). 

* 49 U.S.C. 1 14(s)( 1 ) and 49 U.S.C. 40 11 9(bXl). 
^ 5 U.S.C. 552(b)(3). 
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These sensitive security information provisions have been involved in several 
incidents that received national press coverage, including the refusal of TSA staff to 
allow former Rep. Helen Chenoweth-Hage to board a flight because she refused to 
submit to a pat-down search and asked for the legal authority to conduct such a search, a 
request that was denied. Other high-profile incidents involve a lawsuit by activist John 
Gilmore, after TSA again refused to disclose its authority for demanding personal 
identification before boarding a flight, and a lawsuit filed by the ACLU of Northern 
California on behalf of several people who were told they were on the “No Fly List,” but 
were denied any information concerning why they were put on such a list. The judge 
hearing that lawsuit has told TSA that it “has not come close to meeting its burden [to 
justify withholding], and, in some instances, has made fHvolous claims of exemptions. 
General statements that, for example, the information is sensitive security information are 
inadequate to satisfy the government’s burden.”’ 

Critical Infrastructure Information 

The debate over criticai infrastructure information predates the terrorist attacks of 
September 11, 2001 . In 1999, Congress held several hearings and legislation was 
introduced after the EPA announced that it intended, as part of its public disclosure 
obligations under amendments to the Clean Air Act, to post on the Internet what are 
known as worst-case scenario reports - assessments of potential environmental damage 
that could occur if a catastrophic event took place at a manufacturing facility that stored 
chemicals or other hazardous materials. Such reports were required to help facilitate 
emergency response planning and to allow people to assess the risks such facilities posed 
for the community. After the EPA announced that it would make these reports available 
on the Internet, the chemical manufacturing industry protested and was able to convince 
the FBI that such widespread dissemination would allow terrorists to assess the 
vulnerabilities of such plants and maximize the potential damage from an attack. As a 
result of the hearings. Congress commissioned a two-year study of the problem. 

However, there is no apparent evidence that such a study ever actually took place and 
today worst-case scenarios are available in hard copy at various locations in the pertinent 

^ Access Reports, “Trend Towards Secrecy Continues to Grow,” Dec. 1 5, 2004, v. 30, n. 24, p. 1 . 


4 



134 


communities, but are not available to a wider audience and are not available at all in 
electronic form. 

The worst-case scenarios controversy dovetailed with a related concern then being 
brought up in Congress - the possibility that computers would fail to properly recognize 
the date change when the calendar moved from 1999 to 2000, potentially causing massive 
equipment failures. An important part of assessing the potential for such trouble was to 
encourage the private sector to share its concerns about vulnerabilities with the 
government. To encourage such information-sharing. Congress passed Y2K legislation 
that prohibited disclosure of any such voluntarily-submitted information under FOIA and 
also excused the private sector from any potential liability if their products did fail as a 
result of the date change. 

The issue of protecting critical infrastrucmre information more generally was still 
being discussed when the Bush administration took office and some form of legislation 
might well have been passed in the next year or two. But the attacks of September 1 1 , 
2001 tied the issue more closely to terrorism. Instead of being an issue about protecting 
confidential business information, it was now rolled into the push to protect the nation 
from future terrorist attacks. As part of the Homeland Security Act of 2002, the House of 
Representatives passed a provision allowing the Department of Homeland Security to 
protect voluntarily-submitted critical infrastructure information. In the Senate, public 
interest groups helped craft a provision that, while allowing such voluntary submissions, 
would allow outside challenges, based on the D.C. Circuit’s decision in Critical Mass v. 
NRC* as to whether or not specific submissions did indeed qualify as critical 
infrastructure information. The amendment, offered by Sen. Robert Bennett (R-UT) and 
Sen. Patrick Leahy (D-VT), was adopted by the Senate but was dropped in conference, 
leaving the House provision as the final version. 

The Department of Homeland Security issued proposed regulations concerning 
the voluntary submission of critical infrastructure information in 2004, although the 
regulations are not yet final. At least one controversial suggestion in the regulations was 
that critical infrastructure information could be submitted to other agencies and could 
then be passed along to Homeland Security. The statutory language appears to 

* Critical Mass Energy Project v, NRC, 975 F.2d 871 (D.C. Cir. 1992). 
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contemplate that such submissions can only be made to the Department of Homeland 
Security and public interest groups were concerned that allowing other agencies to collect 
the submissions expanded the provision’s reach. 

A recent article in SecurityFocus^ looks at how the submission process has 
worked so far and notes that at least the information technology industry is still wary of 
the program and has yet to submit any information. Although the information is 
protected from public disclosure, industries are more concerned about its potential wide 
dissemination within government. Sean Moulton, a policy analyst at the public interest 
group OMB Watch, explained to SecurityFocus the concerns of the public interest 
community. He indicated that industry had been given more protection than public 
interest groups thought was warranted, yet industry was still uncomfortable submitting 
such information. He pointed out that “I really find it troubling that it’s industry driving 
the process and not the government driving the process, when it’s the public who has a 
stake in this. It’s the public who will be harmed if these infrastructures are attacked.”*® 

Critical Energy Infrastructure Information 

The Federal Energy Regulatory Commission has created its own category of 
sensitive information, known as critical energy infrastructure information, and has faced 
its own specific problems which it has had to finesse. The Commission oversees the 
energy industry and holds a number of administrative proceedings involving companies 
and utilities in that area. As a part of these hearings, the Commission requires 
submission of technical information, including infrastructure information. Generally, 
most of this information would be public when used in a proceeding. However, after 
September 1 1, 2001, FERC moved more aggressively than virtually any other agency to 
remove critical energy infrastructure information from the public domain. The agency’s 
regulations define CEII as information that is exempt from FOIA and submitted to the 
agency by private parties about proposed or existing critical infrastructure that relates to 


’ Poulsen, Kevm. “U.S. Info-Sharing Initiative Called a Flop, SecurityFocus, Feb, 11, 2005. 
Ibid. 
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the production, generation, transportation, transmission or distribution of energy and 
which “could be useful to a person planning an attack on critical intf astructure.”* ' 

The most glaring problem with FERC’s policy is that it is based on the 
assumption that this information is exempt from disclosure imder FOIA. However, 
FERC’s claims are based not on any court-accepted interpretation of FOIA, but on the 
Justice Department’s suggested potpourri of possible exemptions. These include 
Exemption 2, which protects information the disclosure of which could allow someone to 
circumvent a law or regulation, Exemption 7(E), which allows a law enforcement agency 
to withhold information that would reveal investigative methods and techniques, and 
Exemption 7(F), which allows a law enforcement agency to withhold information the 
disclosure of which could endanger the physical safety of an individual. The agency also 
suggested that the information could be withheld under Exemption 4, which protects 
confidential business information, because a tenorist attack would clearly cause a 
company economic harm. The other problem is that FERC wanted to continue to share 
this information during its proceedings, requiring it to create a non-FOIA process of 
disclosure to those parties with a “need to know,” which required parties to sign a non- 
disclosure agreement. It is difficult to see how information that was previously public 
could become non-public based solely on agency regulations. 

The Impact on Disclosure of Such Categories of Information 

These ill-defined categories - be they “sensitive but unclassified,” “sensitive 
security information,” or some form of “critical infrastructure information” - almost 
always do more harm than good. They are a solution to a problem that may not even 
exist and are based on what I consider to be an antithetical proposition in our democracy 
- that, when in doubt, always favor secrecy over openness. That is not to say that some 
government information should not remain secret; we can all agree that some information, 
such as troop movements in time of war, for instance, should be kept secret. But when 
our government fosters the attitude that there are vast undefined categories of information 
that must be, at a minimum, safeguarded by agencies, it does a grave disservice to the 


' ‘ 1 8 C.F.R. § 388. 1 1 3(c) (68 Fed. Reg. 9857, 9870 (March 3, 2003)). 
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ideal of an open democratic society. It is paternalistic for government to assume that 
people cannot handle the availability of such information. 

Government officials say these designations, like “sensitive but unclassified,” or 
“for your eyes only,” have no legal status and cannot be used to deny access under FOIA. 
While this is true on a technical level, it is hard to believe that when agency personnel are 
faced with a document with such a designation they are not going to think twice before 
agreeing to disclose such a document. In other words, such a designation sets off red 
flags that suggest the record merits withholding. The problem with the Justice 
Department’s memo attached to the Card memo is that it outlines a strategy for 
withholding information that perhaps should have been released. When a record says 
“sensitive, but unclassified,” the first step for agency personnel is likely to try to figure 
out which FOIA exemption can be applied. 

For years, most outside observers have complained that too much information is 
classified. The annual reports of the Information Security Oversight Office consistently 
show that the number of classification determinations, whether at the original or 
derivative level, continue to go up every year. But the national security classification 
scheme provides several potential remedies for forcing the disclosure of classified 
information. These include a mandatory declassification review, most often in 
conjunction with an FOIA request, or a review by the Interagency Security Classification 
Appeals Panel (ISCAP). Review by ISCAP, created by Executive Order 12958 issued by 
President Clinton, has resulted in further disclosure of previously classified information 
in a significant majority of cases. However, the number of cases heard by the panel is 
relatively small and resort to it is not a practical option for many requesters. 

When it comes to the undefined categories of information that are the subject of 
today’s hearing there are no remedies short of litigation, probably under FOIA. While 
the government’s collection of recommended exemptions has not been thoroughly tested, 
at least two U.S. district court judges have accepted some combination of these claims.'^ 
Further, the expanded deference shown by the D.C. Circuit in litigation'^ over disclosure 
of the identities of individuals who were detained in the immediate aftermath of 

See Living Rivers, [nc. v. Bureau of Reclamation^ No. 2:02-CV-644TC (D. Utah, Mar. 25, 2003) and 
Coastal Delivery Corp. v. Customs Service, No. 02-3838 WMB (C.D. Cal, Mar. 14, 2003). 

Center for National Security Studies v. DOJ, 331 F.3d9t8(D.C. Cir. 2003). 
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September 11,2001, suggests that courts would likely be sympathetic to the 
government’s arguments when it came to withholding information based on concerns 
about possible terrorist use. There is no administrative appeal aside from that available 
under FOIA. This means, realistically, that there are fewer checks against the improper 
denial of such undefined categories of information than exist for classified national 
security information. 

When such real or imagined restrictions are placed on information, there are 
consequences for internal dissemination as well, a problem that particularly concerned 
the 9/1 1 Commission. The national security classification system has designations for 
“Top Secret,” “Secret,” and “Confidential” information. Not only must such designations 
be made only by individuals who have the delegated authority to do so, once classified 
that information may only circulate with specific limitations. To see a record classified 
as “Top Secret,” an individual must have a top secret classification clearance. Those 
whose clearances are no higher than “Secret” or “Confidential” are not supposed to use 
information classified at a “Top Secret” level. And individuals who have no security 
clearance aren’t supposed to have access to any classified information. 

The same kinds of restrictions likely exist in practice for records labeled 
“sensitive, but unclassified” or “sensitive security information” or any of the other 
undefined categories under discussion here. Once these kinds of restrictions are put into 
place, they impose severe limitations on dissemination which may rob them of much of 
their value in the first place. While such limitations within the federal government can be 
disruptive enough, further dissemination to state and local officials, who in most 
instances are likely to have no clearance at all, may be that much more restricted. If 
information is to be useful, it must be available. 

The wisdom of these programs is suspect at best, but once in place it is difficult to 
completely do away with them. There are, however, several options that might at least 
make them more tolerable. Using the national security classification system as a model, 
the definition of what constitutes sensitive information could be spelled out much more 
specifically and dissemination could be based on categories, with dissemination of the 
most sensitive information being more restricted than for information of a less sensitive 
nature. A standard definition of sensitive information could be crafted and its use could 
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be limited so that only agencies that would legitimately be expected to have such 
information would be able to categorize records as sensitive. Some degree of flexibility 
in defining subcategories, such as critical energy infrastructure information, could be 
given to those agencies whose information fits into that specific category. Regardless, 
any restrictions on such subcategories could be no broader than allowed under the overall 
definition of what constitutes sensitive information. Agencies using any of these 
categories should be required to implement standards designed to maximize public access 
to such information to ensure that the concept of sensitive information is not used as a 
broad bmsh to withhold or restrict information more generally. 

Further, remedies to challenge the designation of such information must be made 
available. Requesters must not be forced to go to court as their only alternative. Instead, 
a process akin to mandatory declassification review should be instituted. Along these 
same lines, time limits for protection should be considered and implemented. Sensitive 
information may well be sensitive for a period of time and lose its sensitivity thereafter. 
Once information is no longer sensitive it should be made publicly available. 

The obsession with protecting such information because under some scenario it 
might be of use to a terrorist, fails to consider the value of the information itself. 
Vulnerabilities in our infrastructure should not be broadcast to potential enemies, but 
should not be hidden under a basket either. A good analogy for fostering greater public 
disclosiffe is how open source software code works in the computer world. When such 
code is openly available, individuals tinker with it in an effort to improve it or to expand 
its utility. When such programs are closed, they stagnate rather than expand. Bridges or 
roads or manufacturing facilities that are vulnerable will not be fixed because their 
vulnerabilities are hidden. They are much more likely to be fixed, and thus become less 
useful as an end goal for terrorists, because individuals and groups put pressure on 
government or business to fix them. We need to be less fixated on the potential harmful 
use of information and more cognizant of the way in which we can use that information 
to achieve a result that makes us both safer from potential attack and safer because 
vulnerabilities have been addressed. As a nation we cannot very well address 
vulnerabilities when we do not know they exist. 


10 
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These undefined categories of information stifle the availability and use of 
information. They expand the universe of information agencies are likely to withhold 
from the public solely because of their designation. They also restrict the availability of 
information within government and particularly between levels of government. One of 
the lessons of the 9/1 1 Commission’s report is that information is most useful when it is 
available. Various bureaucratic gate-keeping regimes that slow or halt the flow of 
information, or worse still, hide its existence, are detrimental to our available knowledge 
base and, ultimately, do us more harm than good. 

Thank you for allowing me the opportunity to share my view with the 
subcommittee. If I can answer any questions or provide more information, I will be glad 
to do so. 


ll 



141 



A Journal of News & Developments, Opinion & Analysis FREEDOM OF INFORMATION 


In this Issue 

Trend Towards Secrecy 
Continues to Grow 1 

Views From 

the States 3 

The Federal Courts 5 


Editor/Publisher: 

Harry A. Hammitt 

Access Reports is a biweekly 

newsletter published 24 times a year. 

Subscription price is S350 per year. 

Copyright by Access Reports, Inc 

1624 Dogwood Lane 

Lynchburg, VA 24503 

434.384.5334 

FAX 434,384,82?2 

email: hhammitt@accessreports.com 

website; www.accessreDorts.com 

i\o portion of this pubiication may be 
'eproduced without permission. 

ISSN 0364-7625, 


Washington Focus: Sen. John Cornyn (R-TX) has indicated 
that he will offer FOIA amendments next session. Cornyn, 
who as Texas Attorney General oversaw administration of the 
Texas Public Information Act, wants to improve FOIA by 
adding features based on the Texas law. Issues he plans to 
look at include tightening time limits for a response and 
providing real consequences for an agency that misses its 
deadlines: providing some kind of impartial administrative 
review of denials: and making the litigation process more 
practical for requesters, in part by assuring that plaintiffs have 
some prospect of a fee award if they force the agency to 
disclose information. . . Not satisfied with the outcome of Us 
earlier legislation prohibiting the Bureau of Alcohol, Tobacco 
and Firearms from expending any funds in responding to an 
FOIA request from Chicago concerning gun sale data. 
Congress has now passed new legislation making the agency 
“immune from legal process. " The Seventh Circuit ruled in 
response to the earlier funding prohibition that the agency 
would still he required to process the request because Chicago 
had committed to pay all the fees. That decision sent the 
agency scurrying back to Congress for more specific language. 
The agency has now asked the Seventh Circuit to reconsider its 
decision in light of the new legislation. 

Trend Towards Secrecy 
Continues to Grow 

Over the past few months there have been increasing 
signs that government is moving further in the direction of 
secrecy, usually tying the need for increased secrecy to security 
concerns. Some developments include an incident in Idaho 
where a former member of Congress was not allowed to board 
a flight after she protested the authority of Transportation 
Security Administration security guards to conduct a further 
pat-down and was told she had no right to see a copy of the 
regulation providing such authority, the introduction of a non- 
disclosure agreement at the Department of Homeland Security 
restricting employees from disclosing sensitive but unclassified 
information, the refusal of the Bureau of Reclamation to share 
information concerning the safety of Jackson Lake Dam with 
county officials, and the beginning of an 0PM policy that may 
well prohibit disclosure of all or most information on federal 
employees. 
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Writing in the online magazine Slate, Steve Aftergood, who runs the Project on Secrecy for the 
Federation of American Scientists, noted that fonner Rep. Helen Chenoweth-Hage had been the victim of the 
pat-down search and that her refusal led to her driving to her destination rather than flying. Local TSA 
Security Director Julian Gonzales told the Idaho Statesman that “she said she wanted to see the regulation that 
required the additional procedure for secondary screening and she was told she couldn’t see it.” When asked 
why, Gonzales responded: “Because we don’t have to.” He explained that “that is called ‘sensitive security 
information.’ She’s not allowed to see it, nor is anyone else.” Aftergood pointed out that “sensitive security 
information” in this context originated in the 1974 Air Transportation Safety Act and was intended to protect 
airport and airline security programs. It was greatly expanded by a provision in the Homeland Security Act of 
2002, which increased its scope to information that ‘Svould be detrimental to the security of transportation.” A 
May 2004 Federal Register notice set out 16 categories of information from the traditional security plans to 
security directives of the type used in Chenoweth-Hage’s case. A final category also included “other 
information” that TSA at its discretion determined should be withheld. Congressional Research Service 
analyst Todd Tatelman wrote in a recent report that “by removing any reference to persons or passengers, 
Congress has significantly broadened the scope of the SSI authority. As a result, it appears that the authority 
to classify information as SSI now encompasses all transportation-related activities, including air and maritime 
cargo, trucking and freight transport, and pipelines.” Several other incidents in California have led to 
litigation. Software designer John Gilmore was not allowed to board a fli^t in 2002 because he refused to 
provide a picture ID. He has since sued, but the government contends the case cannot be heard in open court. 
In his suit Gilmore claims that he was told that “security directives mandated the showing of ID, but that he 
couldn’t see them.” The directives apparently “are revised as often as weekly, and are transmitted orally 
rather than in writing. To make things even more confusing, these orally transmitted secret rales change 
depending on the airport” In another suit brought by the ACLU of Northern California over the so-called “No 
Fly List,” the court has indicated the TSA “has not come close to meeting its burden [to justify withholding], 
and, in some instances, has made frivolous claims of exemptions. General statements that, for example, the 
information is sensitive security infonnation are inadequate to satisfy the government’s burden.” 

Aftergood was also instrumental in bringing the DHS secrecy pledge to light. The agreement, which 
binds employees from disclosing sensitive security information, contains administrative, disciplinary, criminal 
and civil penalties. Aftergood noted that “its likely consequence will be to chill even the most mundane 
interactions between department employees and reporters or the general public. Employees will naturally fear 
that even the most trivial conversation could mean a violation of this draconian agreement, and so the result 
will be a new wall between the government and the public.” Aftergood later reported that both the National 
Treasury Employees Union and the American Federation of Government Employees have challenged the 
legality of the agreement. In a joint analysis, the two unions noted that “the possibilities for abuse inherent in 
a regime that authorizes unlimited searches and provides supervisors unbridled discretion to censor employee 
speech by simply stamping documents ‘for official use only’ are obvious.” In an editorial addressing both the 
secrecy agreement and the TSA’s security directives, the Washington Post observed that “the department 
needs to remember that the homeland whose security it is protecting is one in which democratic debate is 
supposed to be open and freewheeling.” 

In Teton County, Wyoming, the Bureau of Reclamation refused to provide technical reports 
concerning the safety of Jackson Lake Dam. The agency provided what it called a “nonsensitive” version of 
an engineering report, but that still did not completely address the concerns of Commissioner Bill Paddleford. 
Paddleford had heard a lecture by a professor of seismology at the University of California at Santa Barbara 
who mentioned that an earthquake could cause part of the dam to liquefy. The Bureau assured Paddleford and 
the county that there was no significant danger posed by the dam and took the unusual step of posting online 
part of the engineering report. Noting that agencies were increasingly withholding sensitive security 
information, Patrice McDermott of the American Library Association told the Associated Press that agencies 
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had “taken the leap from safeguarding information to withholding it. Agencies will err on the side of caution 
to cover their ass, and we’re seeing a rising tide of agencies doing this.” 

Of even greater concern to the cause of access generally is a possible change in OPM’s policy on 
disclosure of information about federal employees. In an interim response to an FOIA request from Syracuse 
University Professor Susan Long, co-director of TRAC, the agency referred to her request for an electronic 
copy of the “March 2004 Status file from the Central Personnel Data File,” a file identical to ones TRAC had 
previously gotten from the agency. The letter went on to say that 0PM “is currently conducting a review of 
the policy of disclosure of individual employee records as this relates to the Freedom of Information Act and 
the Privacy Act.” Althou^ the letter says nothing more, it is clear that 0PM is thinking about changing its 
policy to something other than its previous position, which apparently was frill, or nearly frill, disclosure. 

Since the Reporters Committee decision 1 5 years ago, the government has become increasingly more 
inhospitable to the idea of releasing personal information on federal employees, even run-of-the-mill directory 
information. In the current climate where access decisions are frequently seen through the lens of terrorism, it 
does not take much imagination to foresee a new policy withholding such information solely on terrorism 
grounds, perhaps blended with privacy concerns. If 0PM were to take that step, it would be a major move in 
the direction of anonymous government. 

It is possible that years from now we will look back at this period and wonder why we could have 
overreacted so quickly to potential threats that were largely based on speculation. Unfortunately, we are living 
in the present and today there appears to be little concern that we are going too far too fast. 


Views from the States... 

The following is a summary of recent developments in state open government litigation and information 
policy. 

California 

The supreme court has ruled that Discovery Communications did not invade Steve Gates’ privacy 
when it used public record information about Gates’ 1992 conviction in a documentary aired in 2001. Gates 
pleaded guilty to being an accessory after the fact to a murder for hire in 1988. An automobile salesman was 
murdered and a prominent automobile dealer was later convicted of masterminding the murder to deter a class 
action suit the salesman had brought against a dealership ovmed by the dealer’s parents. Gates was the 
dealer’s assistant manager at the time and was charged as a co-conspirator, although the charges were later 
reduced. Discovery produced a 200 1 documentary about the crime and Gates sued for defamation and 
invasion of privacy, claiming that he had led an obscure life since his conviction and the documentary had 
inappropriately dredged up his past. Gates’ invasion of privacy claim relied heavily on Briscoe v. Reader’s 
Digest Association, Inc., 4 Cal. 3d 529 (1971), in which the supreme court had held that an invasion of privacy 
could occur through the injurious publication of true, but not newsworthy, information concerning the criminal 
past of a rehabilitated convict. But Discovery argued Briscoe had been overturned by subsequent U.S. 
Supreme Court rulings, particularly Cox Broadcasting v. Cohn, 420 U.S. 469 (1975), in which the Court found 
that Georgia could not punish a television station for revealing the name of a 17-year-old rape victim whose 
name had been obtained by examining public court records. After reviewing Cox and a handful of later cases, 
the court observed that “we, like the high court are ‘reluctant to embark on a course that would make public 
records generally available to the media but forbid their publication if offensive to the sensibilities of the 
supposed reasonable man. Such a rule would make it very difficult for the media to inform citizens about the 
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public business and yet stay within the law. The rule would invite timidity and self-censorship and very likely 
lead to the suppression of many items that would otherwise be published and that should be made available to 
the public.’” (Steve Gates v. Discovery Communications.Inc.,i^o. SI 1 5008, California Supreme Court, Dec. 

6 ) 

Florida 

A court of appeals has ruled that a county property appraiser cannot require commercial users of public 
records from his office to sign a licensing agreement. Microdecisions, Inc., which compiles and sells data 
concerning real estate in south Florida, requested copies of GIS maps created by the Collier County Property 
Appraiser. Appraiser Abe Skinner contended the maps were copyrighted and that Microdecisions could not 
have unrestricted use of the maps unless it signed a licensing agreement requiring a royalty payment if the 
maps were used commercially. Skinner first argued that the case was moot because he was not withholding 
the maps from Microdecisions. The court rejected the claim, noting that the use restriction provided grounds 
for claiming a violation of the Public Records Act. The court agreed that Skinner had the right to claim 
copyright in the map, but indicated that the Public Records Act overrode Skinner’s copyright unless the 
legislature had specifically provided an exemption for such copyrighted material. The court pointed out that 
“Skinner has not claimed that any public records exemption applies, and indeed we have found none that do.” 
Noting that the federal Second Circuit had upheld a copyright in such records by a New York county, the 
Florida court observed that “New York law is not Florida law. We offer no opinion on the federal circuit’s 
analysis because it simply has no application in this case. Each state may determine whether the works of its 
governmental entities may be copyrighted. As we have explained, Florida’s Constitution and its statutes do 
not permit public records to be copyrighted unless the legislature specifically states they can be.” 
(Microdecisions, Inc. v. Abe Skinner, No. 2D03-3346, Florida Court of Appeal, Second District, Dec. 1) 

Washington 

In a decision that has received considerable criticism from editorial writers across the nation, the 
Washington supreme court has ruled that a mother violated the Privacy Act when she listened to a phone 
conversation between her teenage daughter and her daughter’s boyfriend by activating the speakerphone 
function on her cordless telephone. San Juan County Sheriff Bill Gumming suspected that I7-year-oId Oliver 
Christensen was involved in a local purse-snatching. He believed that evidence of Christensen’s involvement 
might be found at the home of Lacey Dixon, Christensen’s girlfriend. He contacted Mrs. Dixon, got 
permission to search the house, but came up empty-handed. He asked Mrs. Dixon to keep a lookout for any 
evidence. Christensen called Lacey Dixon. Her mother answered the phone and gave the cordless unit to 
Lacey, who went into her bedroom and shut the door. Mrs. Dixon then activated the speakerphone on the 
phone’s base unit and listened to the conversation in which Christensen told Lacey he was involved in the 
robbery. Mrs. Dixon took extensive notes and testified against Christensen at trial. Mrs. Dixon was the only 
credible witness against Christensen, who was convicted of second degree robbery. Saying that the only issue 
to decide was whether Christensen had an expectation that his conversation was private, the court rejected the 
state’s claim that the two teenagers should have known that their conversation could be overheard. The court 
found that by going to her bedroom and closing the door Lacey had shown an expectation of privacy and noted 
that “we have repeatedly held that the mere possibility that intrusion on otherwise private activities is 
technologically feasible does not strip citizens of their privacy ri^ts.” The court rejected the claim that 
parents could consent to recording their children’s phone conversations, pointing out that “the Washington act, 
with its all-party consent requirement, contains no such parental exception and no Washington court has ever 
implied such an exception. We decline to do so now.” TTie court added that “since it is Christensen’s 
expectation of privacy with which we are concerned, even if Lacey did have a lower expectation of privacy 
based on the nature of the relationship with her mother, it cannot reasonably be said that Christensen’s 
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expectation was similarly lowered.” Finding that the base unit was capable of “transmitting” a conversation, 
the court concluded that “we must interpret the privacy act in a manner that ensures that the private 
conversations of this state’s residents are protected in the face of an ever-changing technological landscape. 
This must be done so as to ensure that new technologies caimot be used to defeat the traditional expectation of 
privacy. For purposes of the privacy act, the word ‘transmit* means to disseminate or communicate. Here the 
base unit of the cordless telephone both received and transmitted. . .The base unit of the cordless telephone 
was a device designed to transmit within the meaning of Washington’s privacy act.” {State of Washington v. 
Oliver C. Christensen, No. 74839-0, Washington Supreme Court, Dec. 9) 

The Federal Courts... 



Judge Colleen Kollar-Kotelly has ruled that EPIC does not qualify for expedited processing because it 
failed to show sufficient public interest in its request concerning the use of a program called “Verity K2 
Enterprise” for data mining purposes. Kollar-Kotelly noted that “fatal to EPIC’s request for expedited 
treatment is the failure in its original FOIA to demonstrate that there is any current public interest in the 
specific subject of [its] request. EPIC requested ‘all agency records. . .concerning [DIA] use of a program or 
system known as “Verity K2 Enterprise” for the purpose of analyzing intelligence and detecting terrorist 
activities.’ However, Plaintiff’s argument for expedited processing included in the FOIA request demonstrates 
only public interest in the subject of data mining in general. EPIC presented the agency with two articles from 
the New York Times focusing on a report by DOD’s Technology and Privacy Advisory Committee entitled 
‘Safeguarding Privacy in the Fight Against Terrorism.*. . .However, Plaintiff does not argue that the TAPAC 
report discusses the Verity K2 Enterprise software specifically. The two New York Times articles cite to the 
TAPAC report, and like the report address data mining in general, but do not mention Verity K2 Enterprise as 
a specific software program utilized in the data mining process. Indeed, the articles make no mention of any 
specific program used in data mining, and the TAPAC report indicates that there are a ‘host’ of such 
programs.” Kollar-Kotelly observed that “the fact that Plaintiff has provided evidence that there is some 
media interest in data mining as an umbrella issue does not satisfy the requirement that Plaintiff demonstrate 
interest in the specific subject of the instant FOIA request, the Verity K2 Enterprise software program.” She 
added that the fact that the media had information about DIA’s use of Verity K2 Enterprise and had chosen not 
to publicize it was an indication that there was no particular public interest in that specific program. She 
concluded that “it is neither the Court’s nor the agency’s responsibility to connect the dots for plaintiffs such 
as EPIC, by presuming that interest in a general topic necessarily indicates interest in a specific subpart of that 
topic. Indeed, in addition to being beyond the mandate of the Court or agency, it might well prove 
irresponsible. Although the leap between public interest in data mining in genera! and interest in Verity K2 
Enterprise software in particular may appear obvious to Plaintiff, in the absence of evidence demonstrating as 
much, the Court caimot assume that such evidence (or such interest) exists. In light of this Circuit’s position 
that expedition is to be sparingly granted because granting one request effectively forces other FOIA 
requestors further down in the queue, the Court is unable to overlook the absence of evidence supporting 
Plaintiff’s request for expedition.” {Electronic Privacy Information Center v. Department of Defense, Civil 
Action No. 04-1219 (CKK), U.S. District Court for the District of Columbia, Dec. 8) 


The Seventh Circuit has ruled that the CIA properly refused to identify what records it had concerning 
whether or not it had information pertaining to Malunoud Cherif Bassiouni, a DePaul Law School professor 
and human-rights activist. The CIA had told Bassiouni that it had some records, but that it would not identify 
them. Circuit Court Judge Frank Easterbrook noted that “the agency does not contend that the contents of all 
documents mentioning Bassiouni are classified; it could hardly do so, given not only its refusal to identify 
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which documents it holds but also the certainty that its files contain many U.N. reports, newspaper clippings, 
and other non-classified materials. Instead, the agency maintains that providing a list of the documents that 
mention Bassiouni, and claiming document-by-document exemptions for those whose contents are classified, 
would reveal details about intelligence-gathering methods.” Bassiouni argued that the agency waived its right 
to make a neither confirm nor deny Glomar response when it indicated that it did have at least one record that 
mentioned him, a response known as a “no number, no list” response. Easterbrook observed that “how this 
can be a ‘waiver’ we do not grasp” and added that “Bassiouni does not contend that the statement ‘we have 
some responsive documents’ let the cat out of the bag. Both the [Glomar] and the [no number, no list] 
response leave to the imagination whether there is a cat to let out. The public is as much in the dark about the 
agency’s sources and methods as it ever was. And Bassiouni is better off under a system that permits the CIA 
to reveal some things (such as the documents routed to the State Department) without revealing everything; if 
even a smidgen of disclosure required the CIA to open its files, there would be no smidgens.” Bassiouni 
attempted to get around his FOIA exemption problems by arguing that the CIA was improperly maintaining 
records pertaining to his exercise of First Amendment rights under subsection (e)(7) of the Privacy Act. But 
Easterbrook nipped that argument, pointing out that “subsection (e)(7) says that the agency may not maintain 
records unless it meets certain conditions. It does not say that the agency must disclose recoixis to the subject 
when that step would reveal classified intelligence sources and methods.” {Mahmoud Ckerif Bassiouni v. 
Central Intelligence Agency, No, 04-2258, U.S. Court of Appeals for the Seventh Circuit, Dec. 8) 

■ ■ B 

Editor’s Note: This is the last issue of^fccm /Reports for 2004. The next issue, v. 31, n. 1, will be dated Jan. 
12. 2005. 
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Mr. Shays. Thank you, Mr. Hammitt. 
Ms. Edmonds. 


STATEMENT OF SIBEL EDMONDS 

Ms. Edmonds. Good afternoon. My name is Sibel Edmonds. 

I have been invited to provide you with my testimony today re- 
garding my direct experience with the use of excessive secrecy, rare 
privileges and overclassification by the Department of Justice 
against me during the past 3 years. Thank you for giving me this 
opportunity today. 

I believe that my case clearly illustrates how the Government 
uses secrecy laws and classification to avoid accountability, to cover 
up problems and wrongdoings, and to gain an unfair legal advan- 
tage in court. I began working for the FBI as a language specialist 
for several Middle Eastern languages, starting shortly after Sep- 
tember 11. I was granted top secret clearance. 

During my work, I became aware of problems within the trans- 
lation unit, involving criminal conduct against our national inter- 
ests, potential espionage, serious security breaches threatening our 
intelligence, intentional mistranslation and blocking of intelligence. 
I was asked and later ordered to refrain from reporting these alle- 
gations. I reported them, together with evidence, to higher manage- 
ment within the Bureau. They refused to take any action, and they 
asked me not to pursue them. 

I then took these issues and evidence to the Department of Jus- 
tice’s Office of the Inspector General and to the Senate Judiciary 
Committee, because I believed that according to our laws, these 
were the appropriate steps to take in this kind of a situation. As 
a result, I was retaliated against, I was ordered to submit to a 
polygraph, which I passed, and they confiscated my home com- 
puter. Finally, in March 2002, I was fired. The only explanation I 
received for getting fired was, for the convenience of the Govern- 
ment. 

In March 2002, the Senate Judiciary Committee began inves- 
tigating my case and allegations, and in July 2002, they had two 
unclassified briefings with the staff of Senator Grassley and Sen- 
ator Leahy. During these two unclassified meetings, FBI confirmed 
basically my allegations, my court allegations. Again, these meet- 
ings were unclassified, they were public. These two Senators issued 
public statements and letters regarding these confirmations that 
FBI confirmed my allegations and my case. They demanded expe- 
dited investigation by the Inspector General and further response 
from the FBI. 

These letters and statements were widely disseminated in the 
media and on the Internet, including on the Senators’ own Web 
site. When the judge overseeing my legal cases asked the Govern- 
ment to produce any unclassified material that was relevant to my 
allegations, the Government took a truly extraordinary step. It 
moved to retroactively classify these letters, statements and news 
releases that had been public for almost 2 years. 

It is quite clear that the Government’s motivation was not to pro- 
tect national security, although they cited national security, but 
rather to protect itself from embarrassment and from accountabil- 
ity. Senator Grassley characterized this retroactive classification as 
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ludicrous and gagging the Congress. However, the Congress com- 
plied. Only after this highly unusual retroactive classification was 
challenged in court by POGO, a Government watchdog organiza- 
tion, did the Department of Justice reverse itself and declare that 
this information was not considered classified and a danger to our 
national security after all. 

I would like to request that these letters from Senators Grassley 
and Leahy be included in the record of today’s hearing. 

Mr. Shays. We would be happy to include them with no objec- 
tion. They will be included. 

[The information referred to follows:] 
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U.S. SENATOR PATRICK LEAHY 


CONTACT: Office o{SeMt«rUalir,X02-ZZ4-4Z42 VERMONT 

FoUimitiE is the text of t letla sent tod^ (Vcd, June 19) by Sen. Pettidc teabyi cheimBa of 
ibe Senete JuSdeq: Committee, end Sen. Chula Onsdey. n senior memhei of die oomimttee^ 
to Glean Hoe, dm Justiee S^ariineDft lotpecior GmiemI, is which die seaetois eik Fine to 
pmsue nswen to several quodons during his hiquiiy into the meaet of eilegefions made by a 
foiaer FBI conua linguist - 

iiiniiiiiiuiiii ttLi:r0ir'.'!''/!cc>frMn 

June 19, 2002 

Ibe Hanoable Glenn A. Fine 
Inspector General 
Depemnent of Jusrico 
Vasbington, D.C 20S30 

Dear Mr. Fine: 

The Senate Judiciary Committee ha received unclassffied hribimaiion fiom the FBI regarding 
allegations made by Ms. Sibei D. Edmonds, a former FBI eonuact linguist, that your office is 
cuiiendy invesrigaliiig. We request that a'das invesdgatioo progresses, you consder the 
following questions on this maner 

( 1 ) Ms. Edmonds bu alleged, and the FBI hu confirmed, that tha FBI assigned a cosltaet 
language ’moaitoi” to Qtiantanamo Bay. Cuba, conbaiy to clear FBI poScy that only mote 
qualified 'linguists' be assigned to Guantanamo Biqr. What clrcumstanea led to the contract 
Ipiguage irodto' heine considered qualified &r this assignment and what were the 
consequences, if any, for the efbctivtueis cf u» inta/i,giuor ufllv.se lelny I'etalard it 
CuontariimoT 

(2) Ms. Edmonds ha alleged, and the FBI hu confinned, that enother ceattaci linguist in the 
FBI unit to which Ms. Edmonds wu assigned filled to translate as least two connnuaieatioiis 
reSecting a foitign official^ bandHng of intelligeiiee matlen. Ibe FBI ha eonfioned that the 
contract linguist had 'unreported contaefs'' with that foreign official To what extent did fiat 
contract linguist have any addifiosal untqpoited or reported ooniacts with fiat foteign official? 
Whet counteiiitteUigenee inquiries or assessnrents^ if aqy, were made with reflect to those 
contacts? Do you plan to interview field office and headquarters counterinteUgenee personnel 
residing fiis matto? 

(3) The FBI ha said that, to ccriew the other contract Hnguisfs work fiat Ms. Edmonds 
qucsliooed, it used three linguists in its langusge division, a supervisory speeial agent, and 
speda! agents who woiixd on the cue (hat geoetaied the communications under review. Wa 
this a liEad" review by fie linguisti, ordidlheylmawthepetsoD whose wodc wa under 
review? Were fie Unguisls sufficiently independent to make objective judgments about fie 
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tonysMcaa in ipiestion? vuld it hivebeai appiojnitie to use linguka &om ousiide dw FBI? 

The ^ lias sui a (ietemaiia^oa Tvu made die supetritoiy spedal igcait tiiat tile eooBset 
flggitt uAose vne totemd Slide a iniselK Bad that aie niattEr «as « ttaiidiig iistie. IKd 

dia stEsifi po^as eBectUs dSS^tosender aao1jKtiveJadgmail?W!iat input i&d'diaodiar 
spedit igeols provide? Did diefr wralvcmeiit is (he case thirt genemnd die Gommnideetioni 
datftditiKBiytoBialEeBii objective judgeatataboutapeisaBvtitliuilionithiy bad undid' 
oa Ibe esse? Would it beve bees better to aA o^r camtetimemgence Bgeata to isseaa die 
bspodisce of tbe toteanstated liiibnsiliiia and die leasan B «is not tne^tated? 

To nbat eieeat is the eiedibilily of utesaes i^Bidliig Ma EdmondaT aUegadoos affictod by 
thdrc n miro dagenudoyBeitt ladle aaeinialato unit mdupteflte same suparidsorudiese ’ 
lbs centieet llspdst diseusaed fat ijiisstfaiB CQ is employed. 

(d) Ibe FBI has said diet Ms. Edmonds piepaied two dasstfied docnmeots widi le^wet to her 
aliegadons OS faer borne computet witfaoiilauttoliatiOB and that one witness t^itMb^ 
Eimnds discussed clasafied infotmalion ngastEng her enegslioiii is the pcesenee of dues 
undated monbeis of bet {family witbout autootizatlaa. Would Ibese ecdons disquali^ her fiom 
e secaiiy cletnaee, given die eircumstueca of her cescem about a tbiuign attempt to penettett 
or inOamcs FBI opetadoos at her wodcpbea? 

(7) What guidance is pnmded to FBI eoBlnst linguists as to the steps diey should taloe if diqp 
aiecanccinedaboutapasslbleifaieigaaSanpttopenettateorfaifln^FHopeationsTHow . 
w^is dns guidaiiee understood by conma linguists in the FBI tianslaiion centeci said odiec 
FBlposminelwbo would handle such matters? 

(g) What improvements, if arty, are needed to encoutaga FBI contract linguists and other FBI 
contract peisonnel to come forward widi such counterintelligence eooccms end to ensure that 
they see not adversely affected aa a result of aeeiong to aanst FBI ceurUerintelUgence e&brta? 
Was Ms. Edmunds' case handled in a manner that would encourage such tepotdng in tha fiitura? 

Please let ns hnow the liineiable for your investigation and advise ns of the results. 

Sincerely, 

PAIBICKLEAHy 

rtuhmin , Comimttoe on the iudieiary 

CIUltLESE.GRASSLSY 
Diuled Sates Senslot 


Home BioyioiJby Vemioni Ixtics Piess Dlltcc S^irvices Scotch 


EDMONDS- Sll 
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U.S. SENATOR PATRICK LEAH¥ 

CONTACT: Office of Seaator Leahy, 202-224-4242 VERMONT 


August 13, 2002 


The Honorable John Ashcroft 
Attorney Genera! 

United States Department of Justice 
950 Penn^lvania Avenue, NW 
Wa^iington, D.C. 20530 

Dear Attom<^ Gmeral Ashcroft: 

We are writingjointly in order that you mi^ allay our concern about the status of the investigation into 
allegations made by Sibel Edmonds, a fonner contract linguist in the Washington Field Office of the 
FBL Althou^ we understand that m^er is currently under investigation hy the Injector General, 

we are troubled that the Department of Justice inchiding tiie FBI, may not be acting qnick^ enough to 
addn^ the issues raised by Edmonds* complaints or cooperating folly with the hispector General's 
office. We are ^ding a similar letter to Department of Justice Inspector General Glenn Fine. 

By ytzy of background, Ms. Edmonds first raised concerns about securi^ problems and the integrity of 
important translations earlier this year. Unfortunately, nearly every person at the FBI who was notified 
of the situation reacted by questioning why Ms. Edmonds was "causing trouble.” Indeed, the FBI's first 
interna! security action in tiiis case focnsed on Ms. Edmonds, instead of the allegations she raised in 
good folth as a whistleblower which bore on national security and the war against terrorism. 

Ms. Edmonds has made a number of serious allegations, some of which the FBI verified were not 
unfounded during an unclassified briefing for Judiciary Committee staff on June 17. First, Ms. 
Edmonds has alleged that a coiUract monitor in her unit ("monitorO chose sot to translate important, 
inteQigence-related information, instead limiting her txanslatirm to unimportant and innocuous 
information. The FBI has verified that this monitor indeed failed to translate certain material prcperly, 
but has attributed the foilure to a lack of training as opposed to a malicious act 

That conclusion is directly related to Ms. Edmund’s s^ond allegation. Ms. Edmonds alleged that the 
same contract monitor once worked for an organization associated with a counter-intelligence 
investigation and th^ tiie monitor lud contacts with a foreign national who was a member of the target 
institution. Additionally, Ms. Edmonds states that some of the mistranslated mordings cui which the 
monitor actually worked contained conversations by this same person with whom the monitor had such 
contacts and concerned matters pertinent to the Investi^on. 


Even after verifying some of these allegations, the FBI downplayed the Importimce of this matter and 
seemed to imply that it had ceased looking into the complaints as a security matter until after the 
Inspector General finished tiieir investigation. Anyone who remembers the long-time tr^chery of 
former FBI Supervisor Robert Hanssen, would be concerned at this reaction. Foryean, Hanssen’s 
bizarre actions were also written oS as minor securify breaches and unworthy of serious consideration. 

If even routine diligence had been exercised earlier, Hanssen could have been stopped from doing untold 


http://leahy.senate.gOv/press/200208/08 1 302.html 
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damage. The FBI needs to learn from ito mstakes. 

In addition to general concerns raised by this case, we have two specific concerns we wish to raise for 
your review. Firs^ we have learned that a person central to the Investigation will soon be leaving the 
countiy - perhaps before the investigatioQ is resolved. If you or your staff would like to know the 
identity of this pemon, please contact Inspector Genoal Fine's ofiice, with whom Senator Grassley's 
staff has been in towdt. This person may hold dual citizenship wito die United States and a foreign 
country and may possess a valid pas^ort issued by that foreign countiy. Thus, there will be little or no 
assurance that toe person will return or cooperate with an investi^tion in the iiiture. Based on these 
tocts, we would lOto your a^urance that you are satisfied toat there has been and will be so delay that 
will prejudice, in any way, toe outcome of this investigation. 

Fuitheimore, would like your assurance to^ toe Department of Justice, including toe FBI, will fully 
c<^I^rate in all aspects oftoe inquiiy. For instance, we draw your attention to tito that the FBI 
cunenUy opposes depositions of toe monitor and her husband as part of the investigation Into this case, 
even though toe monitoi's husband never wotoed at toe FBLand even toough the military agency at 
which toe monitor's husband does work is not opposing a deposition. Moreover, vm understand that toe 
monitor and her hisband have signed a letter stating th^ will make themselves available tor 
depositions, fr Is unclear, then, why toe FBI a taking tois position in toe wake of sudi important 
allegations bearing on national security. We hope toat you will ensure toat toe FBI Is tolly compliant 
with toe Inspector General's inquiiy as it proce^. 

Second, we are confined about the most crucial evidence in the case - toe raw material toat was 
allegedly iinprq;>erly translated. We seek your assurance toat the recordings will be properly maintained 
and promptly translated by a ccmipetent and independent autooriy. That way the validity of the 
compl^tcan be quickly judged. 

We know toat you share our conceco toat toe FBI address issues bearing on national security in a prompt 
manner, regardless of whetoer or not they cast toe FBI in a pojtoive light Only by honest evaluation can 
toe FBI learn from its past mistakes. We thank you In advance for your cooperation in tois matter. We 
request a reply in writing at your earliest possible convenience. 

Sincerely, 


PATRICK!. LEAHY 


CHARLES B. GRASSLEY 


Chairman Ranking Member 

Committee on the Judiciaiy Subcommittee on Crime and Drugs 


Issues -v%Rfessr,;\^pfTrcfe':^\Seryfbe5;^^^^ 
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Ms. Edmonds. Thank you. 

In March 2002, the Department of Justice’s Office of the Inspec- 
tor General began investigating my allegations. In July 2004, after 
almost 2 years delay, it completed its investigation. The Depart- 
ment of Justice immediately moved to classify the entire report and 
its findings. Six months later, they allowed the Inspector General 
to release only an unclassified version of its executive summary. 
This unclassified version confirmed my core allegations, concluded 
that I was fired for reporting misconduct and stated that the FBI 
had failed to investigate the reported espionage, even though other 
facts, documents, witnesses and evidence support my allegations. 

I would like to request that the Inspector General’s report also 
be included in the record of today’s hearing. 

Mr. Shays. We will be happy to do that as well, without objec- 
tion. 

[The information referred to follows:] 
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145-12-13170 


U.S. Department of Justice 

Vesper Met, Trial Altoniey 
Federal Programs Branch 
Civil Division 

P.O. Box 833, Ben Franklin Station 
Washington, D.C. 2004il 
(202)514-3367 


February 18, 2005 

VIA EMAIL MID FACSIMILE (202) 588-7795 

Michael T. Kirkpatrick 
Public Citizen Litigation Group 
1600 20th Street, N.W. 

Washington, D.C. 20009 

Re: POGO v. Ashcroft, et al. 04-CV-1032 IJDB) 

Dear Mr. Kirkpatrick: 

I am writing with respect to the three letters at issue in 
this lawsuit: 1) the June 19, 2002 letter from Senators Patrick 
Leahy and Charles Grassley to Glenn Fine, Inspector General of 
the Department of Justice referred to in paragraph 9 of your 
Complaint; 2) the August 13, 2002 letter from Senators Leahy and 
Grassley to Attorney General John Ashcroft referred to in 
paragraph 10 of your Complaint; and 3) the October 28, 2002 
letter from Senator Grassley to Robert Mueller, Director of the 
FBI, referred to in paragraph 11 of your Complaint. The FBI has 
determined that these documents are releasable in full, pursuant 
to the Freedom of Information Act. The first two letters are 
attached; we note that the third is available on the internet at 
http://ara33lev.senate.qov/releases/2002/p02rlQ-2a.htm. We trust 
that this resolves the concerns that you raised in your case. 


Sincerely yours. 



Vesper Mei 
Trial Attorney 


Attachments 
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U.S. Department of Justice 
Office of the Inspector General 

A Review of the FBI's Actions in 
Connection With Allegations Raised 
By Contract Linguist Sibel Edmonds 

UNCLASSIFIED SUMMARY 

Office of the Inspector General 
Office of Oversight and Review 

January 2005 


I. INTRODUCTION 

This report describes the Office of the Inspector General’s (OIG) investigation of allegations 
raised by Sibel Edmonds, a former Contract Linguist (CL) for the Federal Bureau 
ofinvestigation (FBI). Edmonds worked for the FBI from September 20. 200 \, until March 
2002, when her services as a CL for the FBI were terminated. Before that termination, she 
had raised a series of allegations regarding the FBTs CL program, including security 
concerns about actions by a co-worker related to potentid espionage. 

Our review found that Edmonds had written several memoranda to her supervisors raising 
her concerns about the co-worker. Edmonds prepared one of her memoranda, dated 
February 8, 2002, on her home computer, after fet obtaining a supervisor's permission to 
write it at home. According to the FBI, that memorandum contained classified information, 
and Edmonds' use of her home computer to process classified information was a security 
violation. 

Edmonds' supervisor referred Edmonds' February 8 memorandum containing her allegations 
to a Security Supervisor. The Language Supervisor also reported Edmonds' security 
violation to the Security Supervisor. After a cursory investigation of Edmonds' allegations, 
the Security Office conclude that Edmonds' allegations against the co-worker were 
unsubstantiated and that Edmonds' security violation was inadvertent. 

Edmonds continued to complain about the co-worker, and asserted that FBI supervisors 
were protecting the co-worker. Edmonds also raised her concerns to higher-level officials in 
the FBI, to the OIG, and to Congress. In addition, Edmonds raised other allegations 
regarding the language program to the OIG. For example, Edmonds made allegations of 
travel voucher fraud and time and attendance abuse. Edmonds also alleged that the FBI had 
hired unqualified personnel and used one of them to translate militaiy interviews despite 
that person's weak language skills. 


http://www.fas.org/irp/agency/doj/oig/sedmonds.html 
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On March 22, 2002, the FBI stopped using Edmonds' translation services, and on March 26 
the FBI terminated her contract. Edmonds complained that the termination was in retaliation 
for her complaints, and the OIG agreed to investigate this matter. 

n. SCOPE OF OIG INVESTIGATION 

During the course of our investigation, the OIG interviewed more than 50 individuals, 
including FBI employees, contractors, and Department of Justice (DOJ) officials. The OIG 
interviewed Edmontte on three separate occasions, in April, June, and November of 2002. 
On January 28, 2004, the OIG wrote to Edmonds' attorney offering to meet with Edmonds 
again if she had additional relevant information to provide to the OIG. Her attorney said that 
Edmonds did not believe she had anything additional to provide the OIG, and the attorney 
did not request an additional meeting. 

In addition, the OIG obtained and reviewed thousands of pages of FBI documents relating 
to Edmonds' allegations, including e-mails, notes, and other records. We also sought expert 
assistance with translations and other matters from another federal goverrunent agency 
outside the DOJ. 

We closely examined nearly a dozen separate allegations by Edmonds against the co-worker 
which, when viewed together, amounted to accusations of possible espionage. We sought to 
determine, with respect to each individual allegation, whether the facts supported or refuted 
the allegation. However, the ultimate determination as to whether the co-worker engaged in 
espionage, as Edmonds' allegations implied, was beyond the scope of the OlG's 
investigation. We communicated to the FBI during our review that the OIG was not making 
such a determination, and that the potential espionage issue should be addressed by the FBI, 
not the OIG. Instead, our investigation focused on the FBI’s response to the complaints 
Edmonds raised about her co-worker and other language translation issues. 

According to some media accounts, Edmonds made additional allegations relating to the 
September 1 1 terrorist attacks and the allegedly inappropriate reaction by other FBI 
linguists to those attacks. However, Edmonds never raised those allegations to the OIG, and 
we did not investigate them in our review. Rather, we understand that staff from the 
National Commission on Terrorist Attacks Upon the United States (9/1 1 Commission) 
interviewed Edmonds regarding these claims. Our review focused on the allegations made 
by Edmonds to the OIG, particularly Edmonds' allegations regarding the FBI's handling of 
the concerns about the co-worker, her allegations about inappropriate practices in the 
language program, and her allegation that the FBI retaliated against her for raising those 
allegations. 

This report is an unclassified version of the OIG's full 100-page report on Edmonds' 
allegations. The OIG completed the full report in July 2004 and provided copies of it to the 
9/1 1 Commission and several congressional committees that have oversight of DOJ. 
Subsequently, two members of the Judiciary Committee specifically requested that the OIG 
create a declassified version of the report for public release. The letter stated that releasing a 
"declassified" version of the report, "or at least portions or summaries, would serve the 
public's interest, increase transparency, promote effectiveness and efficiency at the FBI, and 
facilitate Congressional oversight." In response, the OIG created this unclassified summary 
of the full report.l 


http://www.fas.org/irp/agency/dqj/oig/sedmonds.html 
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1 The FBI conducted a classification review of the full version of this report and 
classified it at the Secret level. Because the information was from the FBI, the OIG 
did not have the authority to declassify or publicly release the report on its own. We 
conferred with the FBI and the DOJ Civil Division in the creation of this unclassified 
summary of the report. We believe this unclassified version summarizes the core of 
the OIG report, although it does not include all of the facts in the full report or even 
all of the allegations addressed in the full report. Moreover, we recognize that, in 
some instances, it is difficult to understand this version of the report fully because 
much of the information from the full report remains classified and cannot be 
included here. However, this version is the maximum that the FBI and the DOJ Civil 
Division agreed was unclassified and allowed to be released publicly. 

TTiis report describes the results of our investigation. In Part in of the report, we provide 
background information on Edmonds and relevant FBI components and procedures. In Part 
IV, we assess the factual basis underlying Edmonds' allegations against (be co-worker. In 
Part V we provide a factual chronology of relevant events and an analysis of the FBI's 
handling of the allegations as they arose. In Part VI, we examine some of Edmonds' 
additional allegations, including concerns about travel voucher Baud and time and 
attendance abuse. In Part VH, we address the allegation that the FBI decided to stop using 
Edmonds as a linguist in retaliation for her allegations. Finally, in Part Vm, we make 
systemic recommendations to the FBI in an attempt to help it improve its foreign language 
translation program.2 

2 It is important to note that the OIG completed a broader audit regarding the FBI's 
foreign language translation program. That audit is entitled "The Federal Bureau of 
Investigation's Foreign Language Program Translation of Counterterrorism and 
Counterintelligence Foreign Language Material.” In it, the OIG examined the FBI's 
ability to uanslate critical foreign language material, its success at meeting linguist 
hiring goals, and whether the FBPs procedures ensure the appropriate prioritization of 
work, accurate and timely translations of pertinent information, and adequate pre- and 
post-hire security screening of linguists. 'The audit report was completed in July 2004 
and classified by the FBI at the Secret level. Like the full Edmonds report, that audit 
report was provided to several Congressional committees and the 9/1 1 Commission. 
The OIG released an unclassified summary of the audit report in July 2004. It is 
available on the OIG's website at http:/www.usdoi.gov/oig/audit/FBl/0425/index.hmi . 

m. BACKGROUND 

In this section of the report, we provide brief background information on Edmonds. We also 
describe the FBI's Language Services Section (LSS), which manages the FBFs language 
program and its linguists. We then describe some of the procedures regarding FBI language 
translations that are relevant to this case. 

A. Edmonds 

Edmonds, who was bom abroad and speaks English fluently, moved to the United States in 
1991 to attend college. She married an American citizen in 1992. Before joining the FBI, 
Edmonds worked as a volunteer at a local courthouse, as a court-appointed special advocate 
for children, and for the Rostropovich foundation, a non-profit organization that delivers 
medical supplies and food to a children's hospital. In addition, Edmonds served as a 
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corporate officer (Secretary) for her husband's consulting business. 

Edmonds applied to the FBI on March 10, 1997, for a linguist position. After she took the 
requisite language tests, by letter dated May 6, 1998, the FBI offered Edmonds a position as 
a CL. The offer was contingent upon Edmonds receiving a Top Secret security clearance. 

Pursuant to instructions in the offer letter, Edmonds completed, on June 4, 1998, an SF-86 
Questionnaire for National Security Positions - the standard form used by the federal 
government to collect information for background investigations of persons applying for 
positions that require a security clearance. As part of the background investigation, 
Edmonds was polygraphed on December 4, 1^8. The FBI also conducted a Personnel 
Security Interview (PSI) of Edmonds on December 16, 1998. Her security file does not 
reflect any activity on her background investigation during 1999. It appears that through a 
series of oversights and lack of follow through, the FBI did not take action on her 
background investigation, and therefore Edmonds did not begin work as a CL during this 
time period. 

In February 2000, the FBI asked Edmonds to submit another SF-86. In April 2001, LSS 
wrote a memorandum requesting that the PSI be updated, and asking that the necessary 
work be done to complete the background investigation. The FBI conducted supplemental 
PSIs of Edmonds on May 1, 2001, and July 19,2001. On September 13,2001, four years 
after she first submitted her application, the FBI granted Edmonds a "Top Secret" clearance. 
No job interview was conducted other than the PSIs. 

Edmonds began working for the FBI on September 20, 2001, first as a Contract Monitor 
(CM), and shortly thereafter as a CL.3 As we describe below, on March 22, 2002, the FBI 
stopped using Edmonds' translation services. 

The various linguist positions in the FBI are described more fully in the next section 
of this report. In brief, a CM can provide summary translations of oral and written 
communications, and analyses of those translations, for interna] dissemination. In 
addition to those services, CLs also can act as interpreters in FBI interviews, review 
material produced by other linguists, produce written communications for internal 
and court dissemination, and testify as expert witnesses in federal court. A CL can 
perform the same duties as a Language Specialist, which is the term for a linguist who 
is a permanent employee of the FBI. 

B. The FBI's Language Services Section 

1. Organization 

In the early 1980s, the FBI began hiring linguists for translation, interpretation, and other 
language services necessary for the FBTs work. Before that, the FBI used Special Agents to 
perform such services. The number of linguists hired by the FBI grew from a mere handful 
in 1983 to over 1,100 by 2002. 

Through its Foreign Language Program (FLP), the FBI seeks to ensure that the language 
needs of its field offices and Headquarters units are met. The FLP and the personnel who 
perform language services for the rai are directed by the LSS. LSS personnel handle 
approximately 60 languages covering 95 percent of the world's population. Since March 
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2002, the LSS has been placed within the Office of International Operations at FBI 
Headquarters, which is under the jurisdiction of the FBI's Director for Law Enforceinent 
Services. Immediately before the March 2002 reorganization, LSS was part of the 
Investigative Services Division.4 A copy of the FBI's organizational chart, dated Match 4, 
2004, is attached as Appendix A. 

4 Before that, LSS had been placed, at various times, in the Laboratoiy Division and 

the Criminal Investigative Division. 

During the early part of 2002, the time relevant to this review, LSS was composed of three 
units. The Language Training and Assessment Unit (LTAU) was responsible for developing 
and conducting language assessments of FBI applicants and personnel. The LTAU also 
provided foreign language and cultural training to FBI personnel. The Translation and 
Deployment Unit (TDU) managed national translation and interpreting resources in support 
of the FBI's investigative and administrative priorities. The TDU ensured that linguists were 
assigned to offices requesting their services or that a requesting office's work was sent to 
available linguists. The Language Administration and Acquisition Unit (LAAU) handled 
the administrative functions of the FLP. The LAAU also was responsible for hiring linguists 
and for researching, acquiring, and integrating language-related technologies. An 
organizational chart for the LSS, dated November 13,2001, is attached as Appendix B. 

Z Types of Linguists 

The FBI uses three types of linguists. First, the FBI has permanent employees known as 
Language Specialists (LS). LSs provide translations of written or oral communications and 
analyze those translations. They also can act as interpreters in FBI interviews, review 
material produced by other linguists, produce written communications for internal and comt 
dissemination, and testify as expert witnesses in federal court. 

In addition, the FBI uses contract employees as linguists. The Contract Linguist Program 
(CLP), which is administered by the LAAU, enables the FBI to acquire linguist resources 
without adding permanent employees. It also gives the FBI the opportunity to recruit 
permanent LSs from linguists who already have been evaluated through the CLP. The FBI 
uses two types of contractors with different skil llevels, CLs and CMs. Linguists' 
designation as CL or CM depends upon their performance on language tests administered 
by the LSS.5 

5 In this report, the generic terms "linguist" and "translator" refer to any of the three 

categories - LS, CL, and CM. 

According to an LSS Operational Manual, CLs perform translation duties "similar to those 
of Language Specialists." CLs provide translations of written or oral communications and 
analyze those translations. They also act as interpreters in FBI interviews, review material 
produced by other linguists, produce written communications for internal and court 
dissemination, and testify as expert witnesses in federal court. 

The FBI created the additional position of CM in response to a critical need for linguists 
and the inability to find a sufficient number of linguists who qualify for LS or CL positions. 

A CM can provide summary translations of oral communications and analyses of those 
translations, and written communications for internal dissemination. An FBI memorandum 
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explains that the CM position was proposed to address a critical need for linguists to 
perform summarization work. The memorandum explained that a CM's work may require 
some additional clarification and review. It stated that CMs should not be asked to write 
foreign language transcriptions, nor should they testify regarding the accuracy of their 
translations. In addition, according to the memorandum, a CM's work should be reviewed 
by a fully qualified linguist before it is used for other than internal use. Moreover, the 
memorandum recommended that the CMs not be given assignments in offices where they 
are the only speakers of the language in question. 

Thus, CMs are more limited in their duties than CLs. For example, a CL is qualified to 
provide a verbatim translation. A CM, in contrast, is not approved for verbatim translations 
of documents, but may provide summary translations. However, in order to cope with these 
limitations, the FBI often has CMs do verbatim translations and then has the translations 
reviewed by CLs. 

LSS directs from FBI Headquarters all of the linguists in the FLP. The linguists themselves 
generally are assigned to assist FBI agents in their work, and the linguists generally are 
grouped according to language. FBI linguists translate a wide variety of materials, including 
recordings, written documents, and audio recordings of interviews. 

3. Language Services Section Computer System and Training 

As discussed more fully in the OIG's foreign language translation audit, (cited at footnote 
2), an FBI computer network links FBI offices and permits large quantities of material to be 
moved between offices for translation, to better utilize FBI linguistic resources. 

More than one linguist may be assigned to a particular task, due to resource issues. The 
FBI's computer system only keeps a record of the last person to work on a particular task; it 
does not maintain records of any other linguist's prior access. In addition, the work does not 
remain on the computer system for long because of space limitations. Material may be 
removed from the system in as little at three days, whether or not a linguist has reviewed it. 
Once material is removed from the local network, it is stored, or archived, so it can be 
reviewed later. However, information about who reviewed the material is not retained in 
this archiving process, though material that has been archived can be retrieved. The FBI 
attempts to ensure that reviewed material is removed before un reviewed material. A senior 
LSS supervisor told the OIG that a "conscientious" supervisor can "protect" unreviewed 
material by specially marking it so that it will not be deleted from the system.6 

6 6 This senior supervisor noted that if a linguist is out of the office when material is 
removed, the linguist may not even be aware of the removal. He described this as a 
"huge problem." 

Documents created by linguists ate automatically shifted fi:om an individual linguist's 
computer directory to the agents' computer directory on a scheduled basis. A linguist can 
prevent a document from being automatically moved only by taking steps to prevent this 
automatic feature from activating. 

General training for linguists is handled by LSS, not by the agents the linguists will be 
assisting. The linguists are assigned to assist the Special Agents with respect to the subject 
matter of their cases. The Special Agents instruct the linguists as to what they do and do not 
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want them to translate. A Special Agent told the OIG that he also briefs the linguists on 
guidelines they need to know to do their work. This Special Agent said that, for the first six 
months to a year, he does not expect much from the linguists because they are still learning 
what is important and how to do the work. 

C. FBI Security Procedures 

Linguists must obtain security clearances to work for the FBI. Edmonds and the co-worker 
went through this process. The adequacy of the co-worker's security review was a 
significant issue in this case. 

1. Personnel Security Interview 

In addition to completing the required forms for a national security position, an individual 
whose background is being investigated by the FBI must undergo a PSI.2 According to the 
instructions on the SF-86, the interview is an "opportunity to update, clarify, and explain 
information on your form more completely." According to the FBTs Manual of 
Investigative Operations and Guidelines (MIOG), the interview must be conducted at the 
"inception of the [background] investigation with the purpose of obtaining information to 
facilitate our investigative efforts," and "to ensure that complete (current and accurate) 
information is available concerning the candidate." MIOG, Part 2, Section 17-5.6. 

7 7 Not all federal agencies use the FBI to conduct background investigations. 
However, because the FBI conducts background investigations on Contract Linguists 
such as Edmonds and the co-worker, this section addresses the FBI policies and 
procedures for conducting background investigations on its applicants and 
employees. 

According to the MIOG and a relevant FBI Electronic Communication (EC), areas to be 
covered in the background investigation include personal and business credit issues, denials 
and dismissals from employment, business circumstances that could lead to conflict-of- 
interest allegations, membership or involvement in organizations that are discriminatory and 
organizations that advocate activities against the interest of the United States, and 
concealment of any activity that could be used to compromise the applicant or have an 
adverse effect on their character. MIOG, Part 2, Section 17-5.6. 

2. Pre-employment Polygraph 

All applicants for employment with the FBI, including (Xs, also must undergo a pre- 
employment polygraph examination. Manual of Administrative Operations and Procedures 
(MAOP), Part 1, Section 22-9.1. The examination focuses on national security issues, use or 
sale of illegal drugs, and completeness of the Application for Employment. MIOG, Part 2, 
Section 13- 22. 12. An expanded polygraph examination may be requested regarding any 
national security concerns remaining after the PSl. 

3. Security Clearance 

The LSS conducts the background investigation and the pre-employment polygraph to 
ensure that the candidate is suitable for employment. The applicant's file is then passed to 
the Initial Clearance and Access Unit (ICAU) in the Personnel Security Section within the 
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FBI's Security Division.® ICAU's function is to determine if the applicant will be granted a 
security clearance. The adjudicators within ICAU may request that a risk assessment be 
performed. A risk assessment is meant to address any security concerns that surface during 
the applicant's background investigation, including those that might indicate the applicant's 
vulnerability to coercion. 

8 Before the creation of the Security Division in December 2001, these duties were 
performed by the Industrial Security Unit within the FBI's National Security Division. 

The risk assessment is initiated by sending a lead to the relevant operational division at FBI 
Headquarters.9 A Special Agent or analyst who has the expertise for that specific area 
completes the risk assessment. According to the ICAU Unit Chief, the decision to conduct a 
risk assessment for an applicant depends on the specific circumstances of the case.lfl He 
stated that as of March 2004, risk assessments are completed for approximately 93 percent 
of applicants for CL positions. 

9 When an FBI field office needs assistance or information from another office or 
from FBI Headquarters, it "sets a lead" for the assistance. Leads are initially written 
out in ECs, hard copies of which are mailed to the appropriate offices. 

10 Throughout this report, individuals are identified using the title they held at the 
time of the event or action under examination. 

If the ICAU determines that a potential contractor should be granted a security clearance, a 
Security Officer gives that person a security briefing.U The purpose of the briefing is to 
inform individuals thar they may not disclose sensitive or classified information obtained 
while working for the FBI, and to inform the individuals of the consequences for 
unauthorized disclosure. 

1 1 The Special Agents who serve as Security Officers are responsible for processing 
admini strative paperwork for FBI employees, contractors, and others who need 
security clearances, country clearances, and travel warnings. They also pass 
clearances to other orgarrizations. The Secirrity Officer also provides security 
briefings and covers leads for background investigations. 

Security Officers also conduct investigations of reported and suspected security 
violations. The types of violations they investigate include using home computers to 
process classified information, processing Top Secret irrformation on the internal FBI 
Secret network, unauthorized access to FBI files, and sharing computer passwords. 

At the briefing, new contractors sign a Security Acknowledgement Form in which they 
acknowledge that they understand the infortrration provided in the briefing and agree to 
adhere to instructions printed on the form for hantlling classified information. They also 
sign a aassificd Information Nondisclosure Agreement. The Agreement is an 1 1 -point 
agreement between the individual and the United States government stating that the 
individual possesses a security clearance for access to classified information, has been 
briefed about security responsibilities, and will not improperly divulge classified 
information. The Agreement also sets forth the potential punishments for improperly 
divulging classified information. Until the form is signed, the individual does not have 
clearance and cannot have access to national security information. 
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IV. THE OIG’S EXAMINATION OF EDMONDS’ ALLEGATIONS 
AGAINST A CO-WORKER 

In this section, we exatmne the allegations Edmonds made against herco-worker. In the 
classified version of the report, we fully described and evaluated the evidence underlying 
nearly a dozen separate allegations Edmonds made regarding the co-worker which, when 
viewed together, amounted to an accusation against the co-worker of possible espionage. 
With respect to each individual allegation, we analyzed the facts supporting or refuting the 
allegadon. We did not attempt to teach a definitive conclusion on the truth of each 
allegation or whether the implication of espionage was supported. Rather, given the 
available evidence, we assessed whether the FBI treated each allegation appropriately. 
Because the facts underlying each allegation remain classified, we cannot include our 
detailed description and analysis of each individual allegation in this unclassified summary. 
Irrstead, we describe our evaluation of Edmonds' allegations in general terms. 

We found that many of Edmonds' core allegations relating to the cowotfcer were supported 
by either documentary evidence or witnesses other th^ Edmonds. Moreover, we concluded 
that, had the FBI performed a more careful investigation of Edmonds’ allegations, it would 
have discovered evidence of significant omissions and inaccuracies by the co-worker 
related to these allegations. These omissions and inaccuracies, in turn, should have led to 
further investigation by the FBI. In part, we attributed the FBI's failure to investigate further 
to its unwarranted reliance on the assumption that proper procedures had been followed by 
the FBI during the co-worker's hiring and background investigation, which did not include a 
risk assessment, contrary to FBI practice. We also found that Edmonds was justified in 
raising a number of these concerns to her supervisors. For example, with respect to an 
allegation that focused on the co-worker's performance, which Edmonds believed to be an 
indication of a security problem, the evidence clearly corroborated Edmonds' allegations. 

With regard to some of Edmonds' allegations, the OIG did not find evidence to support her 
allegation or the inferences that she drew from certain facts. However, Edmonds’ assertions 
regarding the co-worker, when viewed as a whole, raised substantial questions and were 
supported by various pieces of evidence. 'While there are potentially irmocuous explanations 
for the coworker’s conduct, other explanations were not innocuous. Although the exact 
nature and extent of the co-worker’s security issues are disputed, it is clear from the OIG’s 
investigation that the facts giving rise to Edmonds’ concerns could have been uncovered had 
the FBI investigated Edmonds' allegations further. We believe that the FBI should have 
investigated the allegations more thoroughly. We also believe the FBI's handling of these 
allegations reflected an unwarranted reluctance to vigorously investigate these serious 
allegations or to conduct a thorough examination of Edmonds' allegations. As will be 
discussed in the next section, the FBI did not, and still has not, ccgiducted such an 
investigation. 

Finally, as we discuss in Part V, rather than investigate Edmonds' allegations vigorously and 
thoroughly, the FBI concluded that she was a disruption and terminated her contract. We 
concluded that the FBI could not show, by clear and convincing evidence, that it would 
have terminated Edmonds' services absent her disclosures. 

V. FACTUAL CHRONOLOGY RELATED TO EDMONDS’ 
ALLEGATIONS AGAINST A CO-WORKER 
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In this section of the report, we provide a chronological summaiy of relevant events and 
issues pertaining to Edmonds’ allegations against the coworker. 12 We also examine the 
FBI’s handling of the allegations against the coworker. 

12 This version of the report uses male pronouns throughout for individuals who are 
not named, regardless of gender. 

A. Edmonds' Initial Allegations 

Edmonds began contract worir at the FBI on September 20, 2001. At her request, she 
worked part-time for approximately 20 hours per week. Edmonds initially was assigned as a 
CM, and shortly there^er as a CL. Edmonds and her colleagues were assigned to assist 
agents with translations on various operational matters. 

Toward the end of 2001, Edmonds became suspicious of a co-woiker for various reasons. In 
Edmonds’ view, information she learned about the coworker’s background, coupled with 
certain of the co-worker’s actions with regard to the co-worker's work at the FBI, raised a 
security concern. Edmonds told the OIG that a series of events in December 2001 and 
January 2002 formed the initial basis for her complaints to her supervisors and to the OIG. 
First, Edmonds told the OIG that her conversations with the co-worker and her observations 
of the co-worker’s conduct made Edmonds uneasy about the coworker from a security 
standpoint. Edmonds also told the OIG that in early January 2002, she saw documents that 
increased her suspicion about the coworker. Also in early January, according to Edmonds, 
documents began to disappear from her work space, and she became suspicious due to 
revisions in the distribution of work assignments that recently had been implemented. On 
January 22,2002, Edmonds documented some of her concerns and provided them to her 
supervisor. As a result of Edmonds’ written concerns, on January 25, 2002, meetings were 
held to address the issues she raised. After the meetings, the FBI took a number of steps in 
response to the information Edmonds had provided. In addition, although her Language 
Supervisor told an FBI manager about the allegations, no one reported the matter to the 
Security Office at that time. 

We concluded that the actions taken by the FBI after Edmonds raised concerns in writing on 
January 22,2002, and orally on January 25,2002, were insufficient and did not address fully 
the concerns raised. Moreover, we found that the approach taken by the FBI in response to 
Edmonds’ allegations compromised, in certain respects, its opportunities to investigate 
further. 

Several FBI wimesses told the OIG that allegations suggesting potential espionage by one 
FBI employee against another are exceedingly rare. This allegation was extremely serious - 
even if the evidence was not clear. Once Edmonds submitted her detailed written 
complaints about her colleague, a sufficient basis existed to justify a thorough inquiry by 
the FBI. However, as will be described below, the FBI's inquiry was seriously deficient. 13 

13 As demonstrated by the espionage of former FBI Agent Robert Hanssen, the FBI 
must take seriously allegations suggesting security .breaches, even if the evidence is 
not c learcut. The Hanssen case demonstrates that an individual reporting a security- 
related concern about another employee may not have the whole story, but may 
provide sufficient information to focus attention on a person deserving of further 
scrutiny. See the OIG's report entitled "A Review of the FBI’s Performance in 


http://www.fas.org/irp/agency/dqj/oig/sedmonds.html 


l/lg/2005 



165 


*11 >-uiuic*;uoii yviin Alleganons Raised By Contract Lin... Page 1 1 of 25 


Deterring, Detecting, and Investigating the Espionage Activities of Robert Philip 
Hanssen," August 2003. It is available on the OIG's website at 
http'.//www.usdoi.gQv/oig/5peciall03Q8/Final.pdf . 

B. Edmonds Documents Additional Complaints in a February 8 Memorandum 
Written on Her Home Computer 

In the two weeks following the January 25 meetings, Edmonds made additional complaints, 
intluding assertions that the co-worker was being protected inappropriately by a 
sv^iervisor. W Edmonds also alleged that the coworker threatened her. Ultimately, Edmonds 
was asked to provide the details of her complaints in writing. Edmonds asked if she could 
write them up at home due to her concerns about items being removed from her computer, 
and the Language Supervisor agreed to the request. Using her home computer, Edmonds 
wrote a memorandum about her complaints dated February 8, 2002. 

14 The OIG's examination of FBI records did not substantiate the allegation that the 
coworker was being inappropriately protected. 

Edmonds provided the memorandum to the Language Supervisor on February 9, 2002. That 
day, the limguage Supervisor sent a copy of the memorandum to the Chief of the LAAU. 
Initially, the Language Supervisor expressed no concern to the LAAU Chief about whether 
Edmonds' memorandum contained any classiQed information, nor did the Language 
Supervisor indicate that he would contact the Security Office. The Language Supervisor 
explained to the LAAU Chief that a copy of Edmonds' memorandum was provided to others 
for response. In addition, the Language Supervisor spoke to the Special Agent who 
Edmonds assisted and asked him to conduct some follow-up on Edmonds' memorandum. In 
addition, the Language Supervisor decided to begin supervising Edmonds directly. The 
Language Supervisor also notified his superior about Edmonds' allegations. 

The OIG found problems with the manner in which the FBI initially handled Edmonds’ 
February 8 memorandum. In response to Edmonds’ February 8 memorandum, the Language 
Supervisor provided a copy to a person (other than the co-worker) who was discussed in the 
memorandum, for his response, even though this created a risk that the investigation could 
be compromised. In addition, the Language Supervisor spoke to the Special Agent who 
Edmonds assisted and asked him to conduct certain follow-up, although this also could have 
compromised any investigation. Edmonds had raised an extremely serious allegation that 
deserved to be handled mote carefully. The Language Supervisor’s requested follow-up 
action was not a prudent step, given the possible consequences if Edmonds’ allegations were 
true. 


C. Security Office Investigation 

On February 1 1 , 2002, the Language Supervisor gave a Security Officer a copy of 
Edmonds' February 8 memorandum and called his attention to the security concerns related 
to the co-worker. 'ITie Security Officer told the OIG that the Language Supervisor stated 
that Edmonds had included some classified information in the memorandum that she had 
written on her home computer. The Security Officer was assigned to investigate the matter. 

On February 12,2002, the Security Officer interviewed Edmonds. Edmonds told the 
Security Officer she had written the memorandum on her home computer because of her 
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concerns about documents being taken from her office, and said she had done so with the 
Language Supervisor's permission. Edmonds acknowledged that her husband used the home 
computer for work, including faxing documents and sending e-mail. Edmonds said that her 
husband did not look at her documents. Edmonds also repeated her concerns about the co- 
worker to the Security Officer. 

The Security Officer told the OIG that he believed Edmonds was credible. The Security 
Officer said that based on this interview, he was primarily concerned about two things: 
Edmonds' allegation that she was threatened by the co-worker and the fact that classified 
information was on Edmonds' home computer. 

The next day, the Security Officer interviewed the co-worker. The Security Officer asked 
the co-worker questions pertaining to the allegations raised by Edmonds, and the co-worker 
denied Edmonds' allegations. The Security Officer told the OIO be also found the co- 
worker to be credible, which he said undermined his confidence in Edmonds. However, we 
found the Security Officer did not challenge the co-worker with respect to any information 
the co-worker provided, although that information was not consistent with FBI records. In 
addition, while the Security Officer reviewed some records, he did not review other crucial 
FBI records, which would have supported some of Edmonds' allegations. 

On February 13, with Edmonds' consent, the FBI seized her home computer. That same 
day, Edmonds also wrote to a higher-level FBI official about her allegations and requested 
to meet with him regarding her concerns. 

On February 14, the Security Officer observed while a member of the FBI's Computer 
Analysis Response Team analyzed Edmonds' computer to determine what information had 
been processed on it The Security Officer said that there appeared to be another version of 
the February 8, 2002, memorandum on the computer. The FBI removed the classified 
information from the computer and returned the computer to Mr. Edmonds on February 15. 

On Febmary 20, the Security Officer conducted an interview of a potential witness to the 
co-worker's alleged threat to Edmonds. After the interview, the Security Officer reported up 
his supervisory chain that he believed that Edmonds' allegations were unfounded. This 
assessment was, in turn, reported to a manager higher up the supervisory chain. 

On February 25, the Security Officer requested polygraph examinations of Edmonds and 
the co-worker in connection with this matter. 

We concluded that once the Security Officer was notified on Febraary 1 1 of Edmonds' 
potential security violation, he took swift action with respect to the security violation 
Edmonds committed. The Security Officer quickly took custody of Edmonds' home 
computer and analyzed it. The Security Officer also deleted classified information from the 
computer and returned the computer to Edmonds. 

By contrast, we believe that the Security Officer's investigation of Edmonds' claims against 
the co-worker was significantly flawed. The Security Officer neither adequately prepared 
for nor adequately followed up on information obtained during the course of the 
investigation. The Security Officer also failed to memorialize adequately crucial 
information derived during the course of the investigation. While an investigator's 
impressions of the witnesses are significant in any investigation, in this case the absence of 
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any effort by the Security Officer to corroborate information provided by witnesses with 
independent evidence suggests that he relied unduly on his subjective impressions of the 
witnesses.15 Moreover, the Security Officer over-relied on the absence of corroboration of 
the threat allegation, which the Security Officer believed to be the most serious aspect of 
Edmonds' allegations. This overreliance resulted in a premature conclusion that Edmonds' 
security concerns lacked merit. 

15 In an e-mail dated February 14, 2002, three days after the Security Office was 
notified of these allegations, the Language Supervisor wrote that it was his opinion 
and the opinion of the Security Officer and the Special Agent who Edmonds assisted 
that Edmonds was trying to get the co-worker "fed." The Security Officer denied 
expressing that opinion by that date. 

In addition, the Security Officer failed to perceive as a security issue what he considered 
were merely performance issues. He did not, therefore, adequately address these issues and, 
as will be cUscussed later, deferred to others completely for an evaluation of this aspect of 
the case. We believe it was the Security Officer's responsibility to gather all the facts related 
to these allegations, many of which the Language Supervisor would not have known, and it 
was irrapproptiate for the Security Officer to defer to the Language Supervisor or others on 
certain critical questions. 

In sum, the Security Officer conducted a superficial investigation that focused almost 
entirely on Edmonds' allegation regarding a threat to her. The Security Officer seemed not 
to appreciate or investigate the allegation that a coworker may have b^n comrrritting 
espionage. Nor did the Security Officer refer the allegations of potential espionage 
elsewhere in the FBI. The Security Officer told the OIG that he believed, based on the 
amount of evidence at hand, a referral wotrld have been pointless. Our review revealed that 
a thorough investigation by the Security Office would have shown otherwise. 

D. Follow-up by the Language Supervisor 

On Febraaty 14, the Language Supervisor sent an e-mail to the LAAU Chief and another 
FBI manager providing an update on the case. In the e-mail, the Language Supervisor 
asserted that there was no basis for Edmonds' concerns. In response to the Language 
Supervisor's e-mail, the LAAU Chief wrote an e-rrrail dated February 15 staling that he was 
"still concerned" about Edmonds' allegations. The LAAU Chief stated that crucial FBI 
records (those that the Security Officer never personally reviewed) did not resolve a 
significant aspect of Edmonds' allegations. He asked that the matter be looked into fiuther. 
He also urged that the matter be addressed quickly and fairly to avoid losing any "precious 
linguistic resources" due to "morale problems." 

On February 21,2002, the Language Supervisor sent an FBI manager and the LAAU Chief 
an EC sununarizing his actions in connection with Edmonds' allegations. In the EC, the 
Language Supervisor stated that the security allegations related to the co-worker had been 
referred to the Security Office. With respect to some of Edmonds' allegations, the Language 
Supervisor wrote that the matter would be addressed by him and others in his office as a 
"performance and management issue." The Language Supervisor added that it could be a 
"training issue" and that language translators had voiced concerns about their inadequate 
training. He stated that he would hold appropriate persons responsible for any problem of 
that nature and he would continue to address the matter in a mid-year performance review. 

In addition, the Language Supervisor described his efforts to determine whether certain of 
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Edmonds’ other allegations were (rue. 

The Language Supervisor also stated in the EC that he had put Edmonds under his 
supervision. In addition, he wrote that on February 1 1 Edmonds told him that she was 
considering going public and bringing criminal charges. Finally, the Language Supervisor 
reported that on February 19, despite the fact that Edmonds was told that the matter was 
being investigated and she should be padent, Edmonds said she had retained a lawyer and 
had written letters to “high level" officials within the FBI. The Language Supervisor said he 
cautioned Edmonds on both occasions not to reveal classified information. 

E. Edmonds Meets with FBI Management 

On February 22, Edmonds met with FBI management. An FBI manager told the OIG that 
his purptse in holding the meeting was to try to reduce Edmonds' anxiety and to find out 
from her if there were other facts that would support her allegations. He said he told 
Edmonds that the Security Office investigation had not borne out the most serious aspect of 
her security concerns. He said he explained to Edmonds that he had also contacted oAers 
within the FBI and no basis for that aspect of her security concerns existed. At the meeting, 
Edmonds asked this manager to put his statements to her in writing. He declined. 

Edmonds described this meeting to the OIG as confrontational and hostile. The FBI 
manager denied that and said his impression of Edmonds after the meeting was that she was 
"very bright" and "aggressive." He said that, at the time, he did not believe she was 
fabricating her allegations. Immediately after the meeting, however, the manager began to 
explore whether the FBI had the option to cease using Edmonds as a CL. 

F. Follow-up by the Special Agent who Edmonds Assisted 

On Febraary 26, an FBI Special Agent wrote an EC analyzing the additional information 
the Language Supervisor had requested as a result of Edmonds' allegations of deficient 
performance by the co-worker. 'The Special Agent believed that a remedial measure would 
adequately address the performance aspect of Edmonds' allegations. The remedial measure 
was then implemented. No other action was taken as a result of the review. However, the 
remedial measure was rescinded, at the request of this Special Agent, less than three weeks 
later, and Edmonds questioned the decision to rescind the remedial measure. 

G. Polygraph Examinations 

The Security Office decided that polygraph examinations would be helpful in making 
determinations about Edmonds' security allegations and the security violation committed by 
Edmonds. In a four-page request for poly^phs, drafted on Febraary 25, 2002, the Security 
Officer stated that "preliminary investigation" indicated that the co-worker had not made 
any threats to Edmonds, but the polygraph was needed to thoroughly pursue these issues 
and determine whether or not the co-worker posed a security risk. The Security Officer also 
noted that "preliminary investigation" indicated that Edmonds had written, on her home 
computer, multiple memoranda containing classified information, had retained an attorney, 
and had threatened to go to the press. The Security Officer asked that a polygraph be 
conducted of Edmonds to determine whether she had written additional memoranda on her 
home computer or whether she released classified information to unauthorized parties. 16 
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16 Once Edmonds was notified of the polygraph, she began writing letters to FBI 
managers requesting a written explanation of why she was being polygraphed and 
what questions she would be asked. The FBI declined to provide her with anything in 
writing on that subject. 

Based on the Security Officer's request of February 25, which was approved by the FBI, 
polygraph examinations of Edmonds and the co-worker were sched^ed for March 2002. 
The Chief of the FBTs Polygraph Unit e-mailed an FBI manager to say that the focus of the 
polygraph examinations would be to determine if classified or confidential material had 
been passed to any unauthorized individuals. He also stated that the polygraph examinations 
would focus on broad security concerns, rather than the threat that had been alleged by 
Edmonds. 

On March 7, the day before her polygraph, Edmonds met with a higherlevel FBI official 
who listened to Edmonds repeat her allegations and then thanked her for the information. 
This official then contacted a manager in Edmonds' supervisory chain, who told the official 
that the matter was being looked into by the FBI, including by the FBI's Office of 
Professional Responsibility (OPRj.H The official with whom Edmonds met took no further 
action. 

17 That same day, Edmonds contacted FBI OPR and the OIG to report her 
allegations. Because the OIG opened its investigation shortly after FBI OPR was 
contacted, FBI OPR did not pursue the matter further. 

On March 8, Edmonds took the polygraph examination. The polygraph questions asked of 
her related to whether she had disclosed classified information to unauthorized persons and 
whether she was maintaining classified information outside FBI office space. She denied 
those charges, and the polygrapher concluded that she was not deceptive in her answjsrs. 

The co-worker was polygraphed on Match 21. The co-worker was asked about her 
activities. The co-worker denied having engaged in inappropriate activities. The 
polygrapher concluded that the co-worker was not deceptive in these answers. 

The Security Officer and other FBI managers later expressed disappointment with the 
questions asked in the polygraphs. The Security Officer said the questions were not 
responsive to the allegations raised by Edmonds. An FBI manager said that the polygraphs 
should have been "customized" to obtain optimal results and that he was hoping the 
polygnqths would be more conclusive in the investigation of these allegations. The Chief of 
the Polygraph Unit later told the analyst that more precise questions could have been asked. 

We also concluded that the polygraph examinations of Edmonds and the co-worker were 
not ideal. In addition, we found that despite the concerns about the polygraph, the FBI never 
considered doing any additional polygraphs and continued to rely on the polygraph as 
support for its position that Edmond' allegations were unfounded. 

H. Additional Complaints 

Between Febraary 8 and March 22 (the day the FBI stopped using her services), Edmonds' 
relationship with FBI management deteriorated significantly. By the end of February, the 
Language Supervisor was becoming increasingly frustrated with Edmonds' allegations. For 
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example, on March 5 the Language Supervisor began taking detailed notes of all his 
interactions with Edmonds. 

At the same time, Edmonds seemed to become increasingly frustrated. In addition to 
meeting frequently with the Language Supervisor about her suspicions, Edmonds wrote 
numerous e-mails and memoranda raising additional complaints. Edmonds also warned the 
Language Supervisor of the penalties for retaliation against a Whistleblower. Edmonds also 
requested information about any allegation made against her. The Language Supervisor 
declined to provide the information requested by Edmonds. 

On March 8, Edmonds complained that work she had been asked to translate had not been 
loaded properly onto her computer, and that FBI Special Agents had been waiting for the 
translations for three weeks. The Language Supervisor responded that since February 22, 
2002, Edmonds had only worked one day, on March 8,2002. The Language Supervisor tiso 
stated that Edmonds did not indicate which work she was referring to until March 5, 2002, 
when she was in the office briefly. In response, Edmonds repeatedly complained to the 
Langu^ Supervisor about the fact that she never was provided information about the 
polygraph or the allegations against her. 

On March 15, the relationship between the Language Supervisor and Edmonds became 
even more tense. Edmonds asked the Language Supervisor why the Special Agent who she 
assisted had not been in contact with her in over a month. Edmonds also inquired about her 
work assignments. The Language Supervisor responded that he did not know why the 
Special Agent had not met with Edmonds and thi, due to Edmonds' limited work hours and 
the need to have certain work assignments completed, he had requested that linguistic 
resources be reallocated. In response, Edmonds stated that in the past few weeks, 
"coincidental" to her reports of wrongdoing, she had received no new assigrunent and no 
offers of temporary duty (TDY) assignments. 

Later that day, the Language Supervisor informed Edmonds that he would not submit for 
payment an invoice of Edmonds' that included 5.25 hours spent in meetings related to her 
allegations. Before advising Edmonds that he would not submit the invoice, the Language 
Supervisor consulted with the FBI contracting office and was told that CLs are paid only for 
"actual hours worked." Edmonds ultimately disputed this decision, and the FBI relented and 
paid her for the time. 

Also on March 15, Edmonds made a claim to the Language Supervisor about time and 
attendance abuse by the co-worker. The Language Supervisor subsequently found no abuse, 
but sent out an e-mail reminding the linguists to sign out as they leave for the night, rather 
than annotating it the next day. 

In addition, Edmonds reiterated a number of her security concerns and asserted that she was 
being obstmcted and retaliated against for her complaints. She also alleged that documents 
had "disappeared" from the location where she kept her work papers. The Language 
Supervisor asked for a list of the missing items. Edmonds requested a secure location for 
her documents, coimnenting that requiring her to keep her documents in a location 
accessible by those whom she had accused of wrongdoing was ridiculous. 

Edmonds also wrote that the Language Supervisor had told her that the Special Agent was 
unhappy with her performance and personality and he did not want to ded further with 
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Edmonds. Edmonds requested a IS-minute meeting with the Special Agent and the 
Language Supervisor to iron out any issues and re-establish a proper working relationship. 

In a lengthy EC the Language Supervisor wrote on March 19 to an FBI manager and the 
Security Office, the Language Supervisor denied ever telling Edmonds that the Special 
Agent was unhappy with her work. However, the Language Supervisor also said that the 
Special Agent would not meet with Edmonds because he had been instmcted not to do so 
due to Edmonds' fabrications. 

On March 19, a Supervisory Special Agent wrote that he did not want to use Edmonds' 
translation services anymore because she had been a complete disraption to the office, often 
making groundless accusations. The Supervisory Special Agent said that he already had 
devoted too much time to the matter, and he had lost faith in Edmonds' ability to carry out 
her assignments. He cited her security violation and recommended that Edmonds be 
removed from working his assigrunents in light of security concerns and some other 
"agenda" she was pursuing. 

Tension between Edmonds and her colleagues also increased during this period. On March 
20, the Language Supervisor noted that he had to act as an intermediary of behalf of 
Edmonds with others due to these tensions. The Language Supervisor also expressed 
frustration with Edmonds' impatience at the time it took to resolve her allegations, writing 
that Edmonds did not seem to the Language Supervisor to understand that he had more 
pressing issues to deal with at times. 

Edrrxmds again wrote to the Language Supervisor on March 22 alleging that the co-worker 
bad cheated on the co-worker's timesheet. In fact, the coworker was out of the office for her 
polygraph examination during the time period Edmonds questioned. The Language 
Supervisor told Edmonds via e-mail that Edmonds did not have all the facts and instmcted 
Edmonds not to mark on anyone's time sheet but her own. 

L FBI's Decision to Stop Using Edmonds' Services 

As described above, after the February 22 meeting with Edmonds, an FBI manager began 
inquiring about the FBI's options with respect to the "use/nonuse" oflinguist contractors. On 
Febraaiy 26, the FBI Contracting Officer for the General Contracting Unit of the Finance 
Division informed this manager that, if it was determined that a CL was "unsuitable," the 
FBI would have sufficient reason to terminate her contract. 

By March 20, the FBI manager had drafted an EC recommending that his office discontinue 
using Edmonds' services. In the introductory paragraph he mentioned that Edmonds had 
raised issues concerning security, performance, and favoritism. Without further discussion 
of Edmonds' individual allegations, he wrote that the Security Office's inquiry had 
concluded that some allegations of Edmonds were not substantiated and that she had not 
been completely forthcoming about the extent of the sensitive and classified information on 
her home computer. In the EC, the manager said he found it most telling that Edmonds had 
written to other high-level FBI officials nine days before his first meeting with her, and he 
commented that Edmonds seemed inclined to put forth additional complaints, as the 
discussion continued, that were not mentioned previously. He wrote that she had a 
propensity to inflate and misstate facts, and he described the tone of her letters to the 
Language Supervisor as condescending and somewhat threatening. The manager also noted 
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in the EC his frustration at the pace of efforts by the Security Office to resolve the matter in 
a clear-cut manner [i.e., to revoke Edmonds' security clearance]. He remarked that Edmonds 
was using her newly claimed whistle blower status as a "club" against her supervisors. He 
concluded that no action taken by his office would be satisfactory to Edmonds. He 
recommended that LSS immediately discontinue using her as a linguist, and that her FBI 
access badge be cancelled and taken until "this simation" was resolved. The manager e- 
mailed the draft of his EC on March 20 to the LAAU Chief and others. 

The following day, the FBI manager issued the final EC, which was substantially less harsh 
in tone, and to which he had added the statement that Edmonds had a "disroptive effect" on 
operational matters. The final EC also omitted the manager's earlier comments that 
Edmonds was not completely forthcoming about the extent of the sensitive and classified 
information on her home computer, that she had a propensity to inflate and misstate facts, 
and that she was using her Whistleblower status as a "club." He also removed the comment 
he had made about her appeals to other FBI officials. 

The final EC also contained additional lecommendations. First, the manager recommended 
that Language Supervisors and higher-level Security officials be apprised of the actions 
being taken. Second, he recommended that Edmonds be debriefed regarding her future 
responsibility not to disclose classified information and the criminal penalties that apply to 
such disclosures, and that her clearance be re-adjudicated. Third, be recommended that the 
Security Office complete its pending investigation and refer any findings for administrative 
or disciplinary action, or for further substantive investigation. 

On Match 22, FBI managers met with Edmonds and told her that her services would no 
longer be used by the FBI. One manager reminded her of the requirements of the Security 
Acknowledgement Form. Edmonds told the OIG that the meeting was hostile and that one 
manager threatened her with jail. FBI managers denied that the meeting was hostile or that 
Edmonds was threatened with jail.Ii 

18 When the GIG asked the manager whether anyone at any time during the meeting 
told Edmonds she could go to jail, he said he thought it was implied in the Security 
Acknowledgement Form. However, he denied telling Edmonds, as she alleged, that 
the next time they saw her it would be in jail. Another manager denied that there was 
any discussion of Edmonds possibly going to jail. 

Prior to being escorted out of the building, Edmonds gave the Language Supervisor and 
Security Officer a memorandum that documented additional performance problems related 
to the co-worker, which Edmonds considered to be additional support for to underlying 
security concerns. 19 

The Language Supervisor subsequently requested verification of the facts Edmonds 
put into this memorandum. The follow-up confirmed that Edmonds’ description of the 
facts was accurate, but the Language Supervisor took no further action. 

Edmonds was then escorted out of the building by FBI personnel and her access badge was 
taken. 


J. Security Office's Damage Assessment 
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Shortly after her termination, additional allegations of security violations were made against 
Edmonds, including an allegation that Edmonds had discussed classified information 
outside the FBI with unauthorized persons at a social setting, and that Edmonds put a copy 
of the March 22 memorandum she gave to the Language Supervisor into an envelope for 
delivery to the OIG and OPR, although neither the memorandum nor the envelope 
contained the required classification markings. 

On March 26, the Security Officer drafted an EC with the heading, "Damage assessment 
conducted and provided to FBIHQ regarding the processing of classified information on the 
home computer of a contract linguist." He recommended revocation of Edmonds' security 
clearance. The Security Officer wrote that the Security Office considered it a threat to 
national security to continue to allow Edmonds access to classified information. 

The Security Officer's EC was not finalized until May 2,2002, because he and his 
supervisor disagreed about its contents. According to the Security Officer, the supervisor 
took the position that Edmonds' security clearance should be "re-adjudicated" by the proper 
authorities at FBI Headquarters. The final version of the EC stated that the Seciuity Office 
"questions" Edmonds' trustworthiness with sensitive national security information, based on 
her having processed classified irrforrrration on her home computer and because she was 
seen putting a memorandum containing classified information into an envelope for delivery 
to the OIG and OPR, without the proper markings. The EC recommended that she not be 
used for classified translation duties with the FBI and that her clearartce be re- 
adjudicated.20 

20 The Security Office's May 2 EC recommending re-adjudication of Edmonds' 
clearance failed to point out that the polygraph results undercut the claim that she had 
discussed classified information outside the FBI with unauthorized persons at a social 
setting. 

K. Subsequent Review by FBI Security Officials 

In May 2002, after the media and Congress began making inquiries about Edmonds' 
allegations, the Section Chief of the Personnel Security Section in the FBI Security Division 
asked one of his unit chiefs to take a look at this matter. The unit chief assigned an 
Investigative Analyst Consultant with the Security Division to gather information about the 
case. 


During the course of the analyst's work, he wrote two memoranda. The first, written June 4, 
2002, stated that Edmonds had been "suspended" and that she had committed three security 
violations: the two classified memoranda written on her home computer (the Febraary 8 
memorandum and the memorandum found during the analysis of Edmonds' computer) and 
the discussion of classified information outside the FBI with unauthorized persons at a 
social setting. However, the analyst's memorandum noted that she was not fired for security 
reasons and her clearance had not been revoked. The memorandum then summarized the 
allegations against Edmonds, Edmonds' allegations against the co-worker, and the Security 
Officer’s investigation. 

The analyst conducted additional investigation and found substantial flaws in the Security 
Officer's investigation. In a second memorandum, dated June 14, 2002, the analyst 
described the inaccuracies and flaws in the Security Officer's investigation. As a result. 
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another Security Officer interviewed the co-worker again. The co-worker stated that the co- 
worker was mistaken about some facts in the original interview, but the co-worker also 
disputed the accuracy of a portion of the write-up of the initial interview. 

The analyst's review also noted that the polygraphs were not as precise as they could have 
been because the polygraphs focused on broad security concerns, rather than the precise 
issues Edmonds had rais^. The analyst reported that the Polygraph Unit Chief admitted 
that questions directly on point could have been asked but were not. However, the 
Polygraph Unit Chief asserted to the analyst that the more generic question "would have 
elicited a discernible reaction." 

Despite the fact that the analyst's review unearthed these problems with the Security 
Officer's investigation, FBI Security officials did not request any further review or re- 
investigate Edmonds' allegations.21 We found that the analyst's review revealed substantial 
infirmities in the Security Officer's investigation at that time. Nevertheless, higher-level FBI 
Security officials failed to initiate a more thorough investigation. As noted above, we 
believe ample basis existed for such a review. 

21 The analyst's two memoranda later were used as the basis for talking points 
provided to the head of the Security Division, who briefed several Congressional staff 
members about the Edmonds case on June 17, 2002. The briefing was unclassified 
because a staffer at the briefing lacked the appropriate security clearance. DAingithe 
atinrse of the briefing, the Security Section Chief inadvertently revealed what the FBI 
considered to be classified information. 

In sum, we believe the FBI's initial inquiries in response to Edmonds' allegations were 
seriously deficient. Had they been more thorough, an appropriately focused analysis could 
have been conducted much earlier. Moreover, even when the FBI was notified of additional 
information, the FBI still did not promptly document and act on the information provided. 
The remedial action taken to address one aspect of Edmonds' concerns was not sufficiently 
thorough, and the FBI reversed itself prematurely. This was an inadequate response under 
the circumstances. 

We also note that, at the time of these events, the FBI had no protocol for the receipt and 
investigation of derogatory irtformation provided by someone within the FBI about a co- 
worker. hr May 2002 (after Edmonds was terminated), in response to the Hanssen case, the 
FBI created a new counterespionage section, CD-4, to investigate allegations of espionage, 
including all allegations of penetrations of the U.S. Government. According to the Chief of 
CD-4, however, if Edmonds' allegations were made today, they might still be investigated 
by the Security Office. But he said that at a minimum the Security Office should consult 
with CD-4 during the investigation. 

VI. OTHER ALLEGATIONS 

Edmonds made additional allegations to the OIG regarding the foreign language translation 
program. She claimed, for example, that she was directed to slow down the pace of her 
work so that material would pile up and the FBI would have a basis to request more 
translators. Edmonds alleged that the FBI hired an unqualified translator because of his 
connection to FBI Headquarters' personnel and subsequently sent him to translate military 
interviews despite his weak language skills. In addition, Edmonds claimed that travel 
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voucher abuse was condoned and that supervisors improperly received gifts from 
subordinates. In our full report, we reviewed the facts and conclusions regarding these and 
additional allegations. In this section, we briefly summarize our core findings. 

A. Alleged Slow Down of Work 

Edmonds alleged that shortly after she began work for the FBI, linguists were directed to 
slow the pace of their work so that the material to be translated would "pile up" and the FBI 
would have a basis to request more translators. Edmonds also said that she was reprimanded 
for working too quickly. Edmonds provided the OIG with the names of several linguists 
whom she believed had heard these instructions. 

The persons supervising Edmonds denied ever telling Edmonds or any other linguist to slow 
down so that more linguists would be hired. Instructions to slow down, the OIG was told, 
only were given if a linguist's pace was adversely affecting the quality of the linguist's 
work. The OIG was told that such an instruction was never given to Edmonds because the 
quality of her work was good. 

The OIG interviewed ten linguists who were either named by Edmonds in her allegations or 
were named by Edmonds as having information relevant to her allegations, including those 
whom Edmonds specifically stated could corroborate her allegation regarding the alleged 
instraction to slow down. Only three of these linguists stated that they recalled hearing 
about the alleged insuuction to slow down. Two said they heard the ^legation only from 
Edmonds. The third said that she bad heard about the slow down instruction from others in 
addition to hearing about it from Edmonds, but said she could not recall who those others 
were. The other seven denied ever hearing about such an instmction. 

We found insufficient evidence to substantiate Edmonds' allegation that such time and 
attendance abuse was condoned or occurred. Moreover, given the backlog of translation 
work at the FBI, we do not believe the FBI would need to intentionally slow down the 
linguists' work to support hiring additional translators. 

B. Hiring and Assigiunent of an Unqualified Translator 

Edmonds told the GIG that the FBI hired a contract monitor based on the person's personal 
connections to the FBI, even though he had not scored high enough on the language tests to 
qualify for the position. Edmonds also questioned the fact that this CM was assigned to 
translate military interviews despite weak language skills. 

The GIG concluded that the CM was hired and assigned to translate military interviews 
even though he did not meet the minimum passing score for the position. The FBI took this 
action without following appropriate written procedures, and without notifying appropriate 
officials who supervised the CM's work, and in a manner that created the appearance of a 
conflict of interest. Although the CM ultimately demonstrated that he could meet the 
minimum requirements, we found that he clearly had difficulties with his written translation 
work for the FBI. However, it appears that those supervising the military interviews he 
helped to translate were satisfied with his translation work. 

C. Travel Voucher Fraud 
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Edmonds alleged that a supervisor made arrangements for two linguists to "switch" work 
locations, at FBI expense. FBI travel records reflect that on at least three occasions, two 
linguists who translate the same language did "swap" work locations at FBI expense. These 
three "temporary duty" assignments cost the FBI over $35,000 in travel reimbursements. 

After initially asserting that the swap was necessary for proper coverage of the translation 
work of the office, the FBI supervisor could not explain why it was necessary to have both 
linguists travel at such expense, when the translation work of the two linguists could have 
been moved from one location to the other over the FBI's computer system. He provided to 
the GIG an EC in which, he stated, his supervisor approved this arrangement. The 
document, however, is dated many years earlier and refers to one 60-day temporary duty 
assignment for a linguist who had been working on the same project years earlier. 

Edmonds alleged that this "swapping" arrangement was due in part to favoritism on the part 
of the supervisor. One linguist told the OIG that he had also heard rumors of favoritism. 

The supervisor adamantly denied any favoritism towards any of the linguists. No other 
wimess stated that he heard similar rumors, and the OIG found no other evidence of any 
such favoritism. 

We believe that the arrangement was wasteful. At the time these two linguists swapped 
places, other linguists were available to handle this work in both locations. We do not 
believe the EC provided to us by the supervisor apphes to the time period in which we 
found evidence of wasteful travel. Moreover, the supervisor provided no explanation for the 
failure to use the FBI's computer system to send the work electroiucally between offices. 

D. Additional Travel-Related Allegations 

Edmonds made additional allegations related to misuse of travel vouchers. She claimed, for 
example, that some linguists had gone to a distant location to attend a concert and had been 
improperly reimbursed by the FBI for this travel. She did not identify the particular 
linguists. The OIG examined FBI travel records and found that only one linguist traveled at 
FBI expense to the location of the concert during the relevant time period, but this linguist 
stated that he did not attend the performance. We reviewed documentation that supported 
this linguist's assertion that this was a legitimate business trip. 

Edmonds also alleged that a supervisor traveled to particular cities at FBI expense in order 
to attend a seminar, visit a sick relative, and visit other family members. The OIG reviewed 
the supervisor’s travel records dating back to October 1, 1999, and found no trips to the 
cities mentioned by Edmonds. 

Edmonds also claimed that when another linguist traveled to perform translation work, a 
supervisor permitted him to stay through the weekend at FBI expense so that he could do 
some personal shopping and bring items back for the supervisor. FBI travel documents 
reflect that at the time Edmonds made her allegations, the linguist in question had made two 
trips to the location Edmonds cited, at FBI expense. On one of those trips, the linguist 
stayed over on a Friday night and returned the next day. The FBI paid for the hotel on 
Friday night. FBI records show that the linguist worked until 5:00 p.m. If he had returned 
that day, he would have arrived late in the evening. He therefore stayed overnight and 
returned on Saturday. He acknowledged buying gifts while he was on the trip to give to the 
supervisor and other friends and co-workers.22 However, the linguist denied staying 
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overnight on Friday for the purpose of shopping for himself or the supervisor. The 
supervisor denied sending the linguist on travel to shop. 

22 The gifts he purchased ate discussed in the next section. 

In sum, we found the allegations regarding travel for concerts, shopping, or family visits 
were unsubstantiated. 

E. Improper Receipt of Gifts by Supervisors 

Edmonds alleged that FBI language supervisors received expensive gifts ftom subordinates. 
The only specific example she provided to the GIG was that, on his return, the same linguist 
who she said had been permitted to stay on travel so that he could shop brought back sets of 
ladies' and men's watches for the supervisors. Edmonds said the linguist had told her that 
the watches cost him $135, and that the supervisor who approved the extension of the travel 
asked the linguist to give the same sets of watches to the other supervisors so that "no one 
will ever talk." Edmonds said that the linguist also gave her a set of the watches, but she 
returned them. 

The linguist told the GIG that he bought several sets of the watches while he was on the 
trip, for $10 each, and that he gave the sets to Edmonds, three supervisors, and a Special 
Agent. He denied telling Edmonds that the watches cost $135, and denied saying that a 
supervisor instructed him to give the same gift to other supervisors so that no one would 
talk. 

The GIG was unable to determine the specific value of the watches, but they do not appear 
to be expensive watches. We found that the same brand of watches was advertised on Ae 
Internet for $4.90 per set. In addition, ajeweler told the GIG that the watches do not contain 
a karat mark, indicating that they do not contain any gold. The jeweler said that he had seen 
similar watches for sale by street vendors. He estimated that the watches could be worth 
anywhere from $20 to $100. 

The GIG interviewed ten linguists and four supervisors who work in the same office. None 
told the GIG that subordinates gave "expensive" gifts to supervisors. Several witnesses 
stated, however, that linguists ftequently gave their supervisors and colleagues small food 
items or trinkets that they had purchased while traveling on FBI business. A supervisor told 
the GIG that he had received from the linguists under his supervision many such items, 
including key chains, shot glasses, worry beads, brass plates, coffee mugs, a clock, and a 
stone from the Berlin Wall. The supervisor told the GIG that he always tells the linguists 
that he cannot accept a gift worth more than $20. Another supervisor told the GIG that he 
had accepted small gifts from the linguists because to refuse them would be a "cultaral 
aftfont" and the linguists are aware that the gifts must cost less than $10. 

The FBI MAGP provides that a supervisor may not accept a gift from a subordinate 
employee who receives less pay than the supervisor. A supervisor may accept from 
subortUnates voluntary gifts of a nominal value made on a special occasion such as 
marriage, illness, or retirement. A supervisor may also accept gifts worth less than $10 on 
"on an occasional basis, including any occasion on which gifts are traditionally given or 
exchanged," such as holidays. MAOP, Part 1 , Section 13.1. This provision of the MAOP is 
the same as the DOJ regulation prohibiting gifts from subordinates to supervisors. 5 C.F.R. 
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§2635.302 and 304. 

We found insufficient evidence to substantiate Edmonds' allegation that a supervisor 
received expensive gifts ftom subordinates. We also found that the practice of giving gifts 
to supervisors was widespread in LSS, was not limited to special occasions such as 
marriage, illness, or retirement, and occurred on more than "an occasional basis." Although 
we found no proof that supervisors received items worth more than $10 on any occasion, 
we believe the commonplace acceptance of gifts from subordinates violates the FBI MAOP. 
Indeed, the commentary to the DOJ regulation upon which the MAOP provision is based 
specifically states that an employee "whose job responsibilities require frequent travel may 
not bring her supervisor, and her supervisor may not accept, souvenir coffee mugs from 
each of the cities she visits in the course of performing her duties, even though each of the 
mugs costs less than $3. Gifts given on this basis are not occasional." 26 C,F.R. § 2635.304 
(a). Example 2. Accordingly, we believe the FBI should instruct supervisors and linguists to 
stop the practice of supervisors accepting gifts from linguists. 

F. Unauthorized Disclosure of Information to Congress 

The OIG also received an allegation from the FBI of a possible "unauthorized disclosure of 
classified information to a congressional sta^r." The OIG found that on June 17,2002, the 
Section Chief of the Personnel Security Section in the Security Division conducted a 
briefing regarding Edmonds' allegations for congressional staff members. Because one of 
the congressional staff members present lacked the appropriate security clearance, the 
briefing was unclassified. The Security Section Chief inadvertently used a term which, 
according to the FBI, could have the effect of revealing classified information. 23 

23 This briefing recently has become the subject of congressional complaints 
regarding retroactive classification of information by the DOJ. 

We found that the Security Section Chiefs use of the term during the briefing was 
inadvertent. However, we believe this incident demonstrates the problems inherent in 
attempting to "talk around" classified information. 

Vn. EDMONDS' CLAIM OF RETALIATION 

As described in this report, on March 22, 2002, an FBI manager notified Edmonds that her 
translation services would no longer be needed and took her access badge ftom her. On 
April 2, the FBI sent a letter to Edmonds terminating her contract as of March 26. Edmonds 
has claimed that her termination was in retaliation for her raising allegations of misconduct 
to the FBI. 

Edmonds does not qualify for "Whistle blower" stahis under the FBI Whistleblower 
regulations because she was a contractor, not an FBI employee. See 28 C.F.R. § 27. 1(a). 
However, in examining the question of whether the FBI retaliated against Edmonds Irecause 
of her allegations of misconduct, we used the principles underlying these regulations. 

Pursuant to these regulations, the FBI cannot take a personnel action against an employee in 
retaliation for any "protected disclosure” the employee has made. 28 C.F.R. § 27.2. For a 
disclosure to be “protected" under the regulations, it must be made to the OIG, DOJ OPR, 
FBI OPR, the Attorney General, the Director of the FBI, the Deputy Director of the FBI, or 
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the highest ranking official in any FBI field office. 28 C.F.R. § 27.1(a). In addition, the 
employee making the disclosure must reasonably believe the disclosure evidences a 
violation of law, rule, or regulation; mismanagement, a gross waste of funds, an abuse of 
authority; or a substantial and specific danger to public health or safety. 28 C.F.R. § 27.1 
(a). The complainant has the burden of showing by a preponderance of the evidence that her 
protected disclosure was a contributing factor in the decision to take the personnel action. 
Once that showing is made, the burden shifts to the agency to show by clear and convincing 
evidence that it would have taken the personnel action against the complainant in the 
absence of the protected disclosure. Id. at § 27.5(eX2). 

Edmonds' allegations would clearly qualify as protected disclosures under the FBI 
Whistleblower regulations. Thus, the key issue would be whether her disclosures were a 
"contributing factor" in the termination of her services. Under the Whistleblower 
regulations, the FBI would have to prove by clear and convincing evidence that it would 
have taken the same action absent her disclosures. 

We believe the evidence indicates that the FBI could not show, by clear and convincing 
evidence, that at the time the decision was made it would have terminated Edmonds' 
contract absent her disclosures. According to an EC from an FBI manager that summarizes 
the reasons for terminating Edmonds' services, the FBTs primary reasons were that she 
represented a "disruptive effect" on operational matters and her "documented" mishandling 
of classified infoimation at her residence. 

The mishandling of classified information on her home computer related to Edmonds' 
writing, at her supervisor's request, a memorandum describing her allegations of misconduct 
and including classified information in that memorandum. However, a Security Official told 
the OIG that he did not believe the Security Office had enough information to "fire" 
Edmonds based on her security violation of processing classified information on her home 
computer. Similarly, the Security Officer who conducted the investigation told the OIG he 
did not view Edmonds' security breach as intentional and said the FBI did not intend to 
pursue administrative charges against Edmonds for the violation. 

Rather, the primary reason for the FBTs termination of Edmonds related to the claim that 
she had a "disruptive effect" on operational matters. This disruption related primarily to 
Edmonds' aggressive pursuit of her allegations of misconduct, which the FBI did not 
believe were supported and which it did not adequately investigate. In fact, as we described 
throughout our report, many of her allegations had bases in fact and should have been more 
thoroughly investigated by the FBI. We believe that the FBI's failure to handle her 
allegations adequately contributed to Edmonds’ increasingly vociferous complaints, which 
ultimately led to the termination of her services. 

We also recognize that Edmonds was not an easy employee to manage, and that some of her 
complaints, based on her self-initiated reviews, were unsupported and a distraction to her 
supervisors. Edmonds also aggressively asserted her opinions about the management of the 
translation program, which was frustrating to her supervisors. But we believe that many of 
her allegations were supported, that the FBI did not take them seriously enough, and that 
her allegations were, in fact, the most significant factor in the FBI's decision to terminate 
her services. 

In addition, the FBI has not asserted that Edmonds' contract was terminated because it had 
no further need of her services. In fact, the Chief of LSS told the OIG that there has been no 
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reduction in the need for linguists to translate the language Edmonds translated. Indeed, at 
the time Edmonds' services were terminated, there remained a need for such services. 

We also believe the FBI could have handled the matter much more effectively than it did. 
For example, as an LSS Unit Chief suggested, the FBI could have moved Edmonds to 
another location while it pursued a thorough investigation of Edmonds' allegations. Had it 
done so, the "disruptive effect" on operational activities created by Edmonds' persistent 
complaints could have been avoided or at least minimized. 

In sum, while Edmonds does not fall within the protection of the FBI's Whistleblower 
regulations, we believe that the FBI significantly mishandled this matter. The FBI should 
not discourage employees or contractors from raising good-faith allegations of misconduct 
or mismanagement. By terminating Edmonds'services, in large part because of her 
allegations of misconduct, the FBTs actions also may have the effect of discouraging others 
from raising concems.24 

In response to a draft of this report, the FBI expressed disagreement with this 
conclusion. A copy of the FBI's response to the OIG is attached as Appendix C. 

Vin. OIG RECOMMENDATIONS 

In light of the issues that we examined in this case, particularly the issues relating to 
Edmonds allegations regarding the co-worker, we are providing systemic recommendations 
to the FBI in an attempt to help it improve its foreign language translation program.2S 

25 One recommendation was removed in its entirety because it contained 
classified information. 

1. The FBI should consider having an employee from the LSS or a case agent 
from the relevant squad interview CLs before they are hired by the FBI. The 
FBI's hiring process for CLs includes both language testing and a full background 
investigation. Although the background investigation includes a Personnel Security 
Interview designed to obtain information relevant to the security clearance, CLs are 
not interviewed by employees from the LSS or operational agents before being hired. 
As a result, the supervisors of CLs or CMs never have an opportunity to meet with 
the linguist and explore any issues relating to their qualifications and background. 
While we recognize that these linguists are used on a contract basis only, we believe 
the FBI should consider including an interview during the hiring process for CLs and 
CMs. Such an interview could include the applicant’s future supervisor or a case 
agent from a relevant operational squad. 

2. The FBI should establish written guidelines for when risk assessments should 
be performed in background investigations. The FBI failed to conduct a risk 
assessment of the co-worker during her background investigation. We believe the 
FBI should create written guidelines that clearly state the factors to be weighed when 
deciding whether a risk assessment is necessary in a particular case. 

3. The FBI should provide written guidelines to linguists to assist them in 
reviewing materials. The CLs we interviewed said they received oral training from 
case agents and other linguists. However, they did not receive any written guidance 
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regarding reviewing materials. We recognize that many cases are different, and what 
applies to one case may not apply to another, but we believe that generalized 
guidance would be useful to help ensure that CLs have a common understanding of 
their work requirements when reviewing materials. We reconunend that general 
guidelines be provided to all linguists, in writing, when they are hired by the FBI. 

4. The FBI should ensure that supervisors determine the assignment of material 
that linguists will review. The FBI should ensure that supervisors assign material for 
linguists to review. Failure to assign material creates potential security risks and also 
contributed to the conflict that arose between linguists in this case. We were told by 
Language Services Section supervisors that these decisions should not be left to the 
linguists. 

5. The FBI should establish a uniform policy with regard to work assignment 
sheets for linguists. In the LSS, work assignment sheets that should contain the 
signatures of the translator, reviewer, and editor who worked on a particular 
translation are destroyed after the information is entered into a dat^ase. We also 
were told that the practice with respect to the signatures on these foims is not 
imiform. For example, some individuals only put a checkmark by their name when 
they complete the assignment, while others simply forward the sheet without marking 
it in any way . We recommend that the FBI establish and enforce a uniform policy 
requiring signatures on work assignment sheets, and that it maintain those sheets for a 
reasonable period of time so that issues relating to a particular translation can be 
addressed adequately. 

6. The FBI should implement a system to track which linguist reviews which 
material. We found that, because of resource issues, more than one linguist may be 
assigned to a particular task. While the LSS computer system keeps track of the last 
person to work on a particular task, that information may be overwritten or lost if a 
second person later works on the same task. Although the work product of an 
individual linguist provides some indication of which tasks that linguist carried out, 
there is no method to establish, with certainty, which linguist reviewed which 
material. 

A Language Services supervisor stated that one of the linguists he supervises had 
developed a practice of keeping track of all the material he reviews. The supervisor 
said that when the linguist finishes work each day, he transfers this information to the 
relevant case agents along with the other work completed. In this manner, the agents 
have a clearer picture of the case. In addition, the supervisor said that extending this 
practice might cause less attentive linguists to take more care in their work. We 
recommend that the FBI consider implementing this or some other practice to ensure 
that the FBI has a record of work completed on a particular task. In addition, the FBI 
should evaluate the feasibility of installing audit trails to preserve a record of each 
person who worked on a particular task. 

7. The FBI should reinforce ethics rules regarding gifts to supervisors. We found 
that the practice of giving small gifts to language supervisors was widespread, and 
was not limited to special occasions such as marriage, illness, or retirement. We 
believe the FBI should reiterate the ethics rules regarding gifts and specifically 
instruct language supervisors and linguists to stop the practice of supervisois 
regularly accepting gifts from linguists. 


http;//www.fas.org/irp/agency/doj/oig/sedmonds.html 


1/18/2005 



182 


u» 1 jji a ncuuu> ill i-uiinccuoa w nn AUegations Kaised By Contract Lin... Page 28 of 29 


K. CONCLUSION 

The majority of the allegations raised by Edmonds related to the actions of a co-worker. The 
allegations raised serious concerns that, if true, could potentially have extremely damaging 
consequences for the FBI. These allegations warranted a thorough and careful review by the 
FBI. 

Our investigation concluded that the FBI did not, and still has not, adequately investigated 
these allegations. Our review also found that many - although not all - of Edmonds' 
allegations about the co-worker had some basis in fact. This evidence does not prove, and 
we are not suggesting, that there is sufficient evidence to conclude that espionage or any 
improper disclosures of FBI information occurred. However, we believe die FBI should 
have taken Edmonds' allegations more seriously and investigated them more thoroughly. As 
discussed in this report, the FBTs invesdgation of the information regarding the co-worker 
was significandy flawed. Had the FBI investigated the claims thoroughly, it would have 
found that many of Edmonds' allegations regarding the co-worker were supported by 
documentary evidence or other witnesses. Instead, the FBI seems to have ^scounted 
Edmonds' allegations, believing she was a disraptive influence and not credible, and 
eventually terminated her services. Even now, the FBI has not carefully investigated the 
allegations about the co-worker to determine if the co-worker compromised any FBI 
information. In light of the need for FBI vigilance about security issues, as demonstrated by 
the Hanssen case, we believe the FBI should have investigated these serious allegations 
more thoroughly. 

Edmonds also alleged that the FBI retaliated against her by terminating her services as a 
CL. We concluded that Edmonds' allegations were at least a contributing factor in why the 
FBI terminated her services. We recognize that the FBI Whistle blower regulations do not 
apply to Edmonds because she was a contractor rather than an FBI employee. We also 
recognize that her varied and insistent allegations of misconduct may have been frustrating, 
and that not aU of her allegations were true. However, many of her legations had a basis in 
fact, and the way the FBI responded to her allegations contributed to her persistent claims. 
Moreover, we believe the FBI should not discourage employees or contractors from raising 
good-faith allegations of misconduct or mismanagement and the FBI's termination of 
Edmonds' services may discourage others from raising such concerns. 

With regard to Edmonds' other allegations of misconduct, most were not supported by the 
evidence we reviewed. However, she did raise a valid concern about unnecessary travel for 
certain linguists. 

Finally, our review also found problems in the oversight of FBI CLs. The FBI needs to 
more carefully oversee and monitor their work. Towards this end, we made several 
recommendations regarding the FBI's hiring and oversight of CLs. We believe that the FBI 
should carefully consider these recommendations, which we believe could help improve the 
operation of the FBI's language translation program. 

A ppendix A: FBI Organizational Chart 

Appendix B: FBI Language Services Section Organizational Chart 
A ppendix C: FBI Response to OIG Report 
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Ms. Edmonds. Thank you. 

In the summer of 2002, I also began to pursue legal remedies to 
challenge my unjust dismissal under First Amendment and Privacy 
Act, and also under the Freedom of Information Act. Rather than 
respond to the merits of my claim, in October 2002, Attorney Gen- 
eral Ashcroft asserted a rarely invoked state secret privilege, argu- 
ing that the entire case must be dismissed in the name of national 
security, even if my allegations were correct. According to the state 
secret privilege that they invoked, everything about my case, every- 
thing about it was considered classified and it could not be argued 
in court. 

The Department of Justice asked the court to try the case with- 
out any hearings, without any depositions or discovery. Even 
though the Department of Justice’s own Inspector General had con- 
firmed the seriousness of my allegation, and concluded that I was 
fired for raising them, the DOJ still continued to insist that my 
case cannot go forward because it would jeopardize national secu- 
rity. So far, the Department of Justice has been successful in this 
effort to silence these court cases. 

In June 2004, the court ruled in favor of this far-reaching asser- 
tion of the state secrets privilege. Currently I am applying this case 
and the Department of Justice is still invoking the state secret 
privilege. 

The Government invoked the state secret privilege a second time 
in an attempt to block me from being deposed in a case brought 
by families of those killed on September 11 against Saudi individ- 
uals and entities alleged to have financed Al-Qaeda. The Govern- 
ment insisted that almost every single question that the families 
wished to ask would require the disclosure of classified informa- 
tion. 

The problems I have reported have serious consequences to our 
national security and have already been confirmed by the IG report 
and the inquiry of Senators Grassley and Leahy. Translation units 
are the front line in gathering, translating and disseminating intel- 
ligence. A warning in advance of the next terrorist attack may and 
probably will come in the form of a message or a document in a 
foreign language that will have to be translated. If an attack then 
occurs which could have been prevented by acting on information 
in such a message, who will tell family members of the new terror- 
ist attack victims that nothing more could have been done? There 
will be no excuse that we did not know, because we do know today. 

Yet knowing full well the seriousness of these confirmed issues 
and problems, rather than addressing them, the FBI and the De- 
partment of Justice spend time and effort to cover them up by over- 
use of secrecy and excessive classification. Contrary to their claims, 
they seem to be far more concerned with avoiding accountability 
than protecting our national security. I believe that my case clearly 
illustrates the Federal Government’s capricious use of secrecy laws 
and classification to cover up problems and wrongdoing and to 
avoid accountability. 

Thank you again for inviting me to testify today. You are the 
first congressional committee after 3 years to request my testimony 
and hear my story. I believe this testimony is a good first step in 
examining the situation. But what is really needed is an actual 
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congressional investigation. Therefore, with respect for your critical 
role in our Constitutional system of checks and balances, I request 
that you be the first congressional committee to investigate not just 
my case but what is going on over there at the FBI and the Justice 
Department regarding the very serious problem of overclassifica- 
tion and the abuse of secrecy. 

Thank you. 

[The prepared statement of Ms. Edmonds follows:] 
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Statement of Sibel Edmonds 
Before the House Committee on Government Reform, 

Subcommittee on National Security, Emerging Threats and Internal Relations 

March 2, 2005 

Emerging Threats: Overclassification and Pseudo-classification 

Good afternoon, my name is Sibel Edmonds. I have been invited to provide you 
with testimony today regarding my direct experience with the use of excessive secrecy, 
rare privileges, and over-classification by the Department of Justice against me during the 
past three years. Thank you for giving me this opportunity. I believe that my case 
clearly illustrates how the government uses secrecy laws and classification to avoid 
accountability, to cover up problems and wrongdoing, and to gain unfair legal advantage 
in court. 

I began working for the Federal Bureau of Investigation (FBI) as a language 
specialist for several Middle Eastern languages starting shortly after 9/11, and was 
granted Top Secret Clearance. During my work, I became aware of problems within the 
translation unit involving criminal conduct against our national interests, potential 
espionage, serious security breaches threatening our intelligence, intentional 
mistranslation, and blocking of intelligence. I was asked, and later ordered, to refrain 
from reporting these allegations. 1 reported them, together with evidence, to higher 
management within the bureau. They refused to take any action, and again, they asked 
me not to pursue them. I then took these issues and evidence to the Department of Justice 
Office of the Inspector General and to the Senate Judiciary Committee, because I 
believed that according to our laws these were the appropriate steps to take in this 
situation. As a result, I was retaliated against, was ordered to submit to a polygraph, and 
had my home computer confiscated. Finally, in March 2002 I was fired. The only 
explanation I received for getting fired was ‘for the convenience of the government.’ 
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In March 2002, the Senate Judiciary Committee began investigating ray case and 
allegations, and in June and July 2002, during two unclassified briefings with the staff of 
Senators Grassley and Senator Leahy, the FBI publicly confirmed all of my core 
allegations. These two Senators issued public statements and letters regarding these 
confirmations and my case, demanding expedited investigation by the Inspector General 
and response from the FBI, These letters and statements were widely disseminated in the 
media and on the Internet; including on the Senators* own websites. When the judge 
overseeing my legal cases asked the government to produce any unclassified materials 
that was relevant to the substance of my allegations, the government took a truly 
extraordinary step: it moved to retroactively classify these letters, statements, and news 
releases that had been public for almost two years. It is quite clear that the government’s 
motivation was not to protect national security, but rather to protect itself from 
embarrassment and accountability. Senator Grassley characterized this retroactive 
classification as ‘ludicrous,’ and ‘gagging the congress.’ However, the Congress 
complied. Only after this highly unusual retroactive classification was challenged in court 
by POGO, a government watchdog organization, did the Department of Justice reverse 
itself and declare that this information was not considered classified and a danger to 
national security after all. I would like to request that these letters from Senators Grassley 
and Leahy be included in the record of today’s hearing. 

In March 2002, the Department of Justice’s Office of the Inspector General began 
investigating my allegations, and in July 2004, after almost two years delay, completed 
its investigation. The Department of Justice immediately moved to classify the entire 
report and its findings. Six months later, they allowed the Inspector General to release 
only an unclassified version of its executive summary. This unclassified version 
confirmed my core allegations; concluded that 1 was fired for reporting misconduct; and 
stated that the FBI had failed to investigate the reported espionage, even though other 
facts, witnesses and evidence supported my allegations. I would like to request that the 
Inspector General’s report also be included in the record of today’s hearing. 
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In the summer of 2002 I also began to pursue legal remedies to challenge ray 
unjust dismissal, and filed cases under First Amendment and Privacy Act, and the 
Freedom of Information Act. Rather than respond to the merits of my claim, in October 
2002, Attorney General Ashcroft asserted a rarely invoked ‘State Secrets Privilege’, 
arguing that the entire case must be dismissed in the name of national security, even if 
my allegations were correct. The Department of Justice asked the courts to throw out the 
case without any hearings, depositions, or discovery. Even though the Department of 
Justice’s own Inspector General has confirmed the seriousness of my allegations and 
concluded that I was fired for raising them, the DOJ has continued to insist that my case 
cannot go forward because it would jeopardize national security. So far, the DOJ has 
been successful in this effort to silence me. In June 2004, the court ruled in favor of this 
far-reaching assertion of the "state secrets privilege”. Currently I am appealing my case, 
and the Department of Justice is still invoking the “state secrets privilege” and arguing 
that everything about my issues is covered by classification. 

The government invoked the state secrets privilege a second time in an attempt to 
block me from being deposed in a case brought by families of those killed on September 
1 1 against Saudi individuals and entities alleged to have financed al-Qaeda. The 
government insisted that almost every single question that the families wished to ask me 
would require the disclosure of classified information. 

The problems I have reported have serious consequences to our national security; 
and have already been confirmed by the Inspector General’s report and the inquiry of 
Senators Grassley and Leahy. Translation units are the frontline in gathering, translating, 
and disseminating intelligence. A warning in advance of the next terrorist attack may, and 
probably will, come in the form of a message or document in a foreign language that will 
have to be translated. If an attack then occurs, which could have been prevented by acting 
on information in such a message, who will tell family members of the new terrorist 
attack victims that nothing more could have been done? There will be no excuse that we 
did not know, because we do know. 
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Yet, knowing full well the seriousness of these confirmed issues and problems, 
rather than addressing them the FBI and the Department of Justice spend time and effort 
to cover them up by over use of secrecy and excessive classification. Contrary to their 
claims, they seem to be far more concerned with avoiding accountability than protecting 
our national security. I believe that my case clearly illustrates the federal government’s 
capricious use of secrecy laws and classification to cover up problems and wrongdoing, 
and to avoid accountability, regardless of the damage to our national security. It 
demonstrates as well how excessive secrecy and pseudo classification can be used as 
retaliation tactics against national security whistleblowers. 

This type of excessive classification and the effort to expand the "state 
secrets privilege" does not increase our national security but actually makes us less safe 
and it impedes oversight of the executive branch, as part of the checks and balances 
demanded by our Constitution. 

Thank you again for inviting me to testify today. You are the first Congressional 
Committee after three years to request my testimony and hear my story. I believe this 
testimony is a good first step in examining this situation but what is really needed is an 
actual Congressional investigation. Therefore, with respect for your critical role in our 
Constitution's system of checks and balances, I request that you be the first Congressional 
Committee to investigate not just my case but what is going on over at the FBI and the 
Justice Department regarding the very serious problem of over-classification and the 
abuse of secrecy. Thank you. 
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Mr. Shays. Thank you. I will have questions for all three of you, 
but I would first like to turn to Mrs. Maloney, and she’ll start out. 

Mrs. Maloney. I would like to thank all of the panel members 
for your testimony, and Ms. Edmonds, your testimony was very, 
very upsetting, basically that our Government used their own sys- 
tem of classification to dismiss you, to cover up complaints and the 
FBI, according to your testimony, substantiated your position. You 
should be given an award, not fired, if you are standing up for 
what you think is right and speaking up and pointing out where 
you think there may be a threat to our country. 

I am going to write a bill and I am going to name it after you. 
It is going to follow very closely the bill that I authored along with 
Senator DeWine on the Nazi War Crimes Disclosure Act. It was the 
largest disclosure of documents since the Nuremburg Trial. Mr. 
Blanton, you pointed out that one of the great successes of this bill, 
they authored what needed to happen, but the way it was imple- 
mented was the constant oversight of a review board of which Mr. 
Richard Ben-Veniste was one of the public appointees. And in fact, 
we are still working and confronting the CIA which is refusing to 
release the documents. We are working now in a bipartisan way to 
get an extension of the bill to get them. 

But I am going to take that model and write it for every single 
agency. One of the themes that all of you had was that if disclosure 
is out there, it strengthens our Government. It strengthens us 
when we know what’s wrong, because then we know what we have 
to do to fix it. That was what was so important about the 9/11 
Commission report that it was a strong bipartisan effort. It showed 
that secrecy and failure to communicate and the stovepiping and 
failure to share information was one of the reasons, it was an intel- 
ligence failure. So if we didn’t know the information, then we 
couldn’t work to correct it. 

But I think that your report is tremendously upsetting to me. I 
do a lot of work on discrimination against women in employment. 
But this was truly your standing up to report espionage at the FBI, 
if I understand it correctly. And instead of investigating your claim, 
the FBI fired you. Is that basically what happened in your case, 
Ms. Edmonds? 

Ms. Edmonds. Yes, absolutely. 

Mrs. Maloney. And as we sit here today, even though the Jus- 
tice Department Inspector General has sided with you, is that cor- 
rect? 

Ms. Edmonds. Correct. They said that my allegations were con- 
firmed by other witnesses, facts, evidence and documents. 

Mrs. Maloney. Even though this was confirmed, your allega- 
tions, when you were trying to help our Government, yet the ad- 
ministration, am I correct, is still fighting you? 

Ms. Edmonds. Correct. They are still continuing to invoke the 
state secret privilege and they are saying that despite these con- 
firmations and by the Senate, we are considering these issues, all 
of them, classified. Therefore it cannot proceed in court. Even the 
IG report, what we have today, is their unclassified version of the 
executive summary. A big portion of this report has not been re- 
leased yet to date. 
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Mrs. Maloney. Our system, when we classify things, it’s sup- 
posed to be used for national security, not to punish whistle blow- 
ers or cover up a “mistake” possibly in an agency. I think that your 
testimony is tremendously upsetting. It underscores that a system 
that we’ve tried to put in place is not working. I am very upset 
about it. 

Would you say, it’s almost unbelievable what you said, you’re a 
translator, correct? 

Ms. Edmonds. Yes. 

Mrs. Maloney. What are the languages that you speak? 

Ms. Edmonds. According to the Department of Justice, that in- 
formation is classified. So I cannot name the languages I speak. 

Mrs. Maloney. Are you making a joke or are you being serious? 

Ms. Edmonds. No, I have actually questions that were submitted 
and after these questions were submitted, the FBI, the Department 
of Justice, declared the languages I speak, all of them, all three of 
them, classified. 

Mrs. Maloney. I don’t understand. Are you telling me that the 
language, they are interpreting that the languages you speak in 
telling this committee what these languages are, affects our na- 
tional security? 

Ms. Edmonds. Correct. That’s what they have asserted. That’s 
what they have invoked for the past 3 years, that information is 
classified. 

Mrs. Maloney. I fail to understand how in any way, shape or 
form, Ms. Edmonds telling us the languages she speaks affects our 
national security. Why does the Justice Department claim that this 
is classified information? Why do they claim the languages you 
speak are classified information? On what grounds? 

Ms. Edmonds. What they are saying is they can’t even say why 
because the information is so classified and it involves state secrets 
that even explaining it would present danger to our national secu- 
rity. Even if I’m right with my allegations and my case, nothing 
about me can be discussed because everything about me and every- 
thing about my case is considered the highest level of national se- 
curity and state secrets. 

Mrs. Maloney. I find this ludicrous and ridiculous and an exam- 
ple of how this system is out of control. We have to have some over- 
sight on it. 

Can you tell me something about yourself? Where did you go to 
school? 

Ms. Edmonds. That information is classified. [Laughter.] 

Mrs. Maloney. Were you born in this country? 

Ms. Edmonds. I can say no, but I cannot tell you where I was 
born. That information is classified. 

Mrs. Maloney. Mr. Chairman, I find this absolutely absurd. I 
hope it’s an area we can work in together. We need an independent 
review board, I would say, in every single agency. It’s probably 
more compelling in national security, but every single agency that 
may have a whistle blower that they want to silence or whatever 
can just sit there and classify everything about that person so they 
can’t even express their situation. 

I have a series of other questions for the other two, but I see the 
red light is on, and my time is up. 
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Mr. Shays. Why don’t I ask a few questions, and then we’ll 

Mrs. Maloney. OK, thank you. 

Mr. Shays. Why don’t the two of you just react to Ms. Edmonds’ 
testimony? 

Mr. Blanton. I would be glad to. 

Mr. Shays. What I would like you to do first, I would like you 
to explain why there is a National Security Archive at George 
Washington University, I would like you to explain why there is an 
Access Report: Freedom of Information at Lynchburg, Virginia. 
Just explain to me the significance of what each of you do before 
you answer the question. 

Mr. Blanton. When the Freedom of Information Act really start- 
ed to apply to national security information, it was only in 1974, 
it was over President Ford’s veto. About 10 years after that, a num- 
ber of journalists and historians had amassed so much documenta- 
tion released through FOIA that I think their spouses threatened 
to divorce them if they didn’t get it out of the house. Thus, the Na- 
tional Security Archive was born. We’ve always stood up for family 
values ever since. I’m only partly joking. 

Mr. Shays. But it’s part of the university? 

Mr. Blanton. Yes, sir, we are an affiliate of George Washington 
University. We’re housed in the main library at George Washington 
University. 

Mr. Shays. How many staff? 

Mr. Blanton. We have about 33 people on staff here and about 
11 people around the world that we pay part or all of their salaries. 

Mr. Shays. What is the value of this institution? 

Mr. Blanton. We file more Freedom of Information requests 
than anybody else in the non-profit, non-commercial world. 

Mr. Shays. You request them? 

Mr. Blanton. We file the requests. We request the documents. 
What we are after is, we’re trying to create an institutional mem- 
ory against this most shrouded area of American governance. 

Mr. Shays. That’s helpful. Thank you. 

Mr. Hammitt, tell me, what is the Access Reports: Freedom of In- 
formation? What is that? 

Mr. Hammitt. I started writing Access Reports in 1985, then I 
bought it from the small company that originally owned it in 1989. 
Access Reports is a bi-weekly newsletter that deals specifically 
about the Freedom of Information Act. It also deals about Govern- 
ment information issues generally and what I refer to as informa- 
tional privacy. The four statutes that I cover rather closely are the 
Freedom of Information Act, the Privacy Act, the Federal Advisory 
Committee Act and the Sunshine Act. I also cover cases that have 
happened on the State level. As you know, in Connecticut, you 
have your own FOIA and all the other States have similar sorts of 
laws. 

Mr. Shays. So now just tell me, how did you digest what Ms. Ed- 
monds was saying? First, let me ask you, Ms. Edmonds, is some 
of this information being held up because the court says it’s not 
public information now because you’re in a court case? Or is this 
all the Government saying that you can’t discuss this? 

Ms. Edmonds. No, these are all invoked by the Government, and 
in various cases, not only court cases. That’s what they did, even 
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when they retroactively classified those Senate letters. They said 
they could not even refer to 

Mr. Shays. So it wasn’t the court? 

Ms. Edmonds. No. 

Mr. Shays. Let me just tell you the problem of being the “first 
to investigate a case.” I’m going to be asking the staff to look at 
the IG’s report and be in contact with the IG about it. But when 
someone chooses a venue in court, we do not want to be used by 
the plaintiff to be the source of information. We don’t want to be 
used that way. So we kind of back off when someone goes into 
court. It puts us in a situation where we don’t know whether we’re 
doing your bidding or trying to find — it kinds of distorts the issue. 
So it complicates it a bit. But we’ll be doing some looking at the 
staff level at this case. 

Would you both explain to me what your reaction is? 

Mr. HiiviMiTT. Well, as I listened to what Ms. Edmonds said, 
when she says that the language that she can speak or where she 
was born or where she went to school is classified, I mean, that’s 
information that intrinsically belongs to her. I see absolutely no 
way in which the Government can classify that information, or pre- 
vent her from speaking about it on her own. I can see that there 
are certain aspects of her case that theoretically could come under 
the shroud of the state secrets privilege. 

To go a little further, I have seen other cases in which the Gov- 
ernment has invoked the state secrets privilege. From my point of 
view as an observer, the state secrets privilege is almost invariably 
invoked by the Government when it just wants to stop litigation 
dead in its tracks. The district court judge basically ruled against 
Ms. Edmonds in this case, as I understand it, having read the deci- 
sion, because all it takes to invoke the State Secrets Act is to have 
the attorney general sign the declaration and submit it to the 
court. 

Mr. Shays. So the court then becomes obligated to — case closed 
in a way. 

Mr. Hammitt. As the privilege is interpreted now, I believe that 
once the court has agreed that the privilege has been improperly 
invoked, they have no more power. Her case is up before the D.C. 
Circuit now. I don’t know that there is a date set for it yet or not. 

Mr. Shays. You’re almost implying it’s stacked against her be- 
cause the absurdity of classification can be used against her and 
a court can’t evaluate whether it’s being misused, in a sense. 

Mr. Hammitt. Absolutely. The State Secrets Act, a state secret 
privilege is the broadest privilege I’ve ever run across. 

Mr. Shays. When you heard this, you thought, well. I’ll tell you 
what I thought. I thought this is an absurdity. It makes me want 
to understand why someone wouldn’t be rewarded for reporting 
concerns that an employee has. But were you listening to this and 
saying, this isn’t so surprising. I’ve seen it before? 

Mr. Hammitt. No, no. I don’t mean to imply that. I think that 
what Ms. Edmonds said, as I say, about her background, I think 
that I haven’t heard anything any more absurd, although I think 
as Mr. Ben-Veniste said. I’m never surprised at how absurd certain 
things are in life. So no, I would completely agree with you. But 
this is an extraordinarily broad based privilege. Litigating in this 
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area of national security, and this is just part of that, is like hitting 
your head, butting your head up against a brick wall. 

Mr. Shays. Ms. Edmonds, if I had reported what I thought was 
evil work against my Government and I was then punished, it 
would be my life work not just to vindicate myself, because I don’t 
think I would need vindication, but to hold every one of those peo- 
ple accountable. Certainly we will be looking at that issue. 

Mr. Blanton. 

Mr. Blanton. Mr. Chairman, with many secrets, not all, I should 
say, many secrets there is a kernel of truth in the sense that the 
FBI probably maintains internally, they’re not all evil people, in 
fact a lot of people of goodwill, that to reveal the languages that 
Ms. Edmonds speaks would reveal something about their targeting 
of foreign nationals, about their pattern of wire tapping, about 
what they’re trying to gather. At least that’s the claim that I can 
imagine in their papers. I’ve seen claims like that in countless 
Freedom of Information cases. 

When there is any kind of independent review of those claims, 
they almost always fall apart. Not always, there are some real se- 
crets. But they almost always fall apart. The problem with the 
state secrets privilege is the courts don’t provide any such inde- 
pendent review. 

The one case that set the precedent, the so-called Reynolds case 
in 1952 in the Supreme Court, which upheld what turns out to be 
a false Air Force affidavit. We know this because of the declas- 
sification of the 1990’s. One of the survivors’ kids got a copy of the 
crash report that was released in the big declassifications of the 
1990’s. She was able, like in a DNA data base, to go back and 
unconvict the murderer, she was able to go back to that case and 
say, wait a second. Air Force was covering up negligence in the air- 
plane crash. 

She can’t get a hearing. The Supreme Court refused to accept the 
case. The state secrets privilege continues as kind of the neutron 
bomb of whistle blower litigation. It leaves no plaintiff standing. 

Mr. Shays. Is the case th^at’s still out there? 

Mr. Blanton. The law firm in Philadelphia, the so-called Rey- 
nolds case, has tried to reopen it. They were rejected at the Su- 
preme Court. I believe they have a petition at the Federal courts 
in Pennsylvania. It’s still out there. It’s a fascinating case, because 
it shows you when you look closely and have any kind of independ- 
ent check on these claims, you get a different result than what you 
start with. 

Mr. Shays. Well, we have a full committee, we have been looking 
at the case in Boston of where four people were falsely accused of 
murder and held in jail, two died, I think, in prison and two were 
set free. But they were even on death row for a while. He was sepa- 
rated from his wife and children for 30 years. As far as I’m con- 
cerned, the Government owes him so much and yet it is a struggle. 

The interesting thing is there, I would be somewhat involved in 
wanting to help them in that court case, so I have to think through 
this one as well. 

Mrs. Maloney. 
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Mrs. Maloney. Based on the IG report that substantiated your 
case, just let me know any time you’re going into court and let me 
see how many women leaders I can get to come stand with you. 

I find this extremely upsetting. It basically shows that the Gov- 
ernment can close down any information, including the ability of a 
“defendant” to defend himself or herself. If you can’t even say what 
languages you speak, how in the world can you defend yourself in 
court? I mean, it’s just really disturbing. If we can’t look at it as 
a Government and the courts can’t look at it, what’s there to pro- 
tect these people? I would ask Mr. Hammitt and Mr. Blanton, what 
recourse do they have if they can come in and say their entire court 
case is classified, what in the world can they do? No one can look 
at it. No one can do anything about it. You are basically taking the 
rights of these individuals away. To me, it’s very upsetting. 

What recourse do people have when they come in and say, your 
case is classified, no one can look at it? What can you do? 

Mr. Hammitt. I think everything you’re saying is absolutely right 
and it’s incredibly distressing. The only thing I think that some- 
body like that has is the power of publicity. That’s not necessarily 
going to get them a hearing. I mean, the only other tool available 
to them after they’ve had their litigation shut down is to try to em- 
barrass the Government to such an extent that the Government de- 
cides to come to the table. It’s terrible that you have to do that. 

Mrs. Maloney. Believe me, it’s hard to get publicity on anything. 
Take Ms. Edmonds’ case, what is she going to do, go down to a 
paper and say, just write up my case? I think that’s a hard thing 
to achieve. Do you want to talk about that, Mr. Blanton? 

Mr. Blanton. If she wins in the appeals court, it will be a great 
victory. If she loses, she’ll be back in front of you, asking for your 
help as a committee of this Congress to push further. Because the 
reality is, there are very few recourses. That’s why Congress, I 
think, in the interests of the same checks and balances that as an 
institution you represent, needs to think very creatively about how 
do you balance off something like the state secrets privilege? 

Mr. Shays. When will your case be heard? 

Ms. Edmonds. You mean my court case? We have an appeal, our 
hearing is on April 21 , 2005. 

Mr. Shays. If there was an issue of you losing on the merits, 
that’s one thing. If there is an issue of you losing because it can’t 
be heard because of state secrets, I want you to knock our door 
down. 

Ms. Edmonds. May I say something? 

Mr. Shays. Sure. 

Ms. Edmonds. That is a court case. That is a totally separate 
case. The issue of retroactively classifying congressional documents, 
which the Government changed its mind, this is the Department 
of Justice, just 2 weeks ago, saying for 9 months, we consider it na- 
tional security, top secret, classified, but it no longer is. And the 
fact that there is an IG report currently out, even in its own classi- 
fied executive summary version, confirms all my core allegations. 
It clearly says that the FBI, to this day, has failed to investigate 
these espionage cases, the cases where translations were inten- 
tionally blocked. Those translators are currently in there receiving 
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our intelligence and they are translating it right now. They are the 
ones that we are entrusting our national security with. 

These issues actually have nothing to do with my court cases. 
These issues have to do with the U.S. Congress and the oversight 
and the system of checks and balances. 

Mr. Shays. If the gentlelady would yield again? 

Mrs. Maloney. If I could please ask her a question first. Am I 
hearing you right, to this day the FBI has not investigated your es- 
pionage allegations? And even though the IG report has been out 
for some time, would you clarify that? 

Ms. Edmonds. Correct. The Department of Justice’s Inspector 
General’s report says that FBI, despite the fact that all these 
issues and allegations were confirmed by other sources, evidence, 
facts and documents, they still have not acted. They have not taken 
any action. That’s correct. 

Mrs. Maloney. So in other words, rather than investigate the al- 
legations thoroughly, the FBI concluded that you were disruptive 
or whatever and terminated you, is that correct? 

Ms. Edmonds. That’s what the report says, that they terminated 
me because I was not backing up from these allegations and that 
was being disruptive. 

Mr. Shays. Excuse me, Mrs. Maloney, if the gentlelady would 
yield just a second. 

Mrs. Maloney. I would be happy to yield. 

Mr. Shays. I’m happy to have her go beyond her 5 minutes, but 
I just want to make sure that after the meeting, you get with my 
two staff members here and Mrs. Maloney’s staff, and you give us 
the names of the people that you are accusing of illegal actions 
against their Government. We will contact the FBI tomorrow and 
ask for an accounting of whether or not they are looking into those 
individuals. We will be happy to pursue that. 

So after this meeting, you get together with the two staff behind 
me. You have the floor again, Mrs. Maloney. 

Mrs. Maloney. Well, I have a series of questions on this, but I 
really would like to speak to my colleagues, particularly my col- 
league in Government and my colleagues in this room, about these 
serious ramifications that her case illustrates. I would say through- 
out every agency in Government, that the individual can basically 
be told to shut up if the agency doesn’t like what they’re saying, 
and not even bother to investigate what the person is saying is in 
my opinion an outrageous abuse of power. 

But also I would say, Mr. Chairman, given the focus that we now 
have on homeland security and the amount of dollars that we are 
allocating, I would say clearly a third of a trillion dollars we’ve put 
into various homeland security, defense and Iraq and other areas, 
the inability to be able to look at these contracts or to have a whis- 
tle-blower come to us or anyone else and talk about it, they can ef- 
fectively gag them under these provisions that they have, and they 
absolutely have no recourse. 

I think it’s wrong for any person in any agency, even if you’re 
an educator and you think there is an abuse in the purchasing of 
the books or whatever, but it’s particularly problematic with tre- 
mendous ramifications in homeland security dollars and homeland 
security allegations. I find quite frankly your testimony absolutely 
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and completely terrifying. I don’t even want to believe it, because 
I want to believe in my Government. But what happened to you is 
extremely wrong, and upsetting to me. 

I want to go back and make sure that I understand where we 
are. Basically, Ms. Edmonds, you testified that the FBI ignored 
your allegations of criminal conduct. I find that hard to believe, but 
that’s what you said. 

Ms. Edmonds. Absolutely correct. 

Mrs. Maloney. Then you took the information to the Senate Ju- 
diciary Committee, correct? 

Ms. Edmonds. Correct. 

Mrs. Maloney. Then the Department of Justice Office of IG? 

Ms. Edmonds. Correct. 

Mrs. Maloney. And after the Senate Judiciary Committee began 
investigating your claims in a bipartisan way. Senators Grassley 
and Leahy, they issued public statements and letters demanding 
an expedited investigation by the IG and a response from the FBI, 
is that correct? 

Ms. Edmonds. Yes, they said during their unclassified briefings 
with the FBI, “FBI confirmed all their allegations and they denied 
none.” 

Mrs. Maloney. And even though these statements and letters 
were widely distributed, the administration then chose to retro- 
actively classify them years later? 

Ms. Edmonds. Two years later. 

Mrs. Maloney. Two years later they then retroactively decide, 
you know, to me, it’s wrong in your case, but it’s wrong that the 
Government has the ability, or power to jump back 2 years and 
classify information they don’t want to come out. I find this tre- 
mendously upsetting. 

So let me make sure I understand. So after two U.S. Senators, 
in a bipartisan way, issued public statements about unclassified 
briefings, the administration actually went back and classified 
them? 

Ms. Edmonds. Correct. 

Mrs. Maloney. And this happened 2 years after they issued 
these statements? 

Ms. Edmonds. Yes. 

Mrs. Maloney. Did you have an attorney? Were they able to do 
this? Do you have an attorney representing you? 

Ms. Edmonds. Yes, I did. 

Mrs. Maloney. By law they can go back and classify 2 years 
past? And after all that time, why do you think these public state- 
ments and letters were classified? Why did they jump back 2 years 
and classify these letters and statements? 

Ms. Edmonds. They believe that it was due to the fact that at 
that point they were trying to gain their upper hand both in court 
cases and also with respect to the Inspector General’s report and 
also other cases brought by the September 11 family members 
against certain countries. 

Mrs. Maloney. OK. I’d like to ask you in your view, was there 
anything in the statements and letters that in any way in your 
opinion constituted a threat to our country’s national security? 
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Ms. Edmonds. No, absolutely not. Not only that, if that was the 
case, there were thousands of Web sites that displayed these letters 
for over almost 2 years, over the Internet. These letters were 
quoted extensively, on the front page of the Washington Post, in 
other newspapers. 

So the Government never went back and took out that informa- 
tion, those letters, from all other sources that had this information 
available. They just wanted to shut down these congressional in- 
vestigations and these line of questions and investigations by the 
Senate. 

Mrs. Maloney. Well, what I find tremendously upsetting, Mr. 
Chairman, is this fact pattern that she’s putting out there is show- 
ing that the public has absolutely no chance against the Federal 
Government. If the Federal Government decides to close you down, 
there is no court case, the so-called independent court system 
wouldn’t be able to look at it, because you can’t even say where you 
were born or what languages you speak, much less what happened. 
All I can say is that, congratulations to the IG system that this 
Congress put into place that has one form of resource of independ- 
ent review that has come in and substantiated what you’ve said. 

I find her story incredibly upsetting. I would like to ask Mr. 
Hammitt and Mr. Blanton, what is your response to her story? I 
have never heard of this before? What is your response to this? 

Mr. Blanton. It happens all the time. 

Mrs. Maloney. This is an abuse of power. 

Mr. Blanton. Absolutely, and it happens all the time, and any- 
one who has looked at classified-declassified information and Free- 
dom of Information cases sees the same kinds of claims. I think it 
will only stop when we figure out a way to give the court some 
backbone. Right now, the case law is almost complete deference. 

But there is a wonderful precedent right here in the D.C. Circuit. 
We brought a Freedom of Information case about the failed Iran 
rescue mission. We asked the judge, when the Pentagon said, it’s 
all totally classified, not a page can be released, we said, appoint 
a special master. You do it in desegregation cases of public schools. 
Appoint somebody who actually has some expertise, a person who 
held some clearances, who can look at it. 

Just by bringing in the special master, the court was able to pry 
loose ultimately 88 percent of the total body of information the 
Pentagon originally said not one word could come out. And let me 
tell you one of the top secrets that was included. It was the after- 
action report from the helicopter pilots who told the Pentagon, 
don’t include milk in our box lunches, it goes sour in the desert 
heat. 

So if Congress could actually endorses this kind of precedent, 
which only really exists here in the D.C. Circuit, encourage courts 
to take creative countervailing power, like appointing special mas- 
ters, in cases that involve national security secrets, where the 
judge, for some good reasons, does not feel expert, does not feel 
able to argue with the Government claim, will show total deference 
to the Government claim. You have to move some other counter- 
vailing power into the system. If the appeals court appointed a spe- 
cial master to look at Ms. Edmonds’ case and to look at the case 
file, my bet is that 90 percent of what’s in the IG report, what’s 
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in the complaint file and the investigations file would be released 
tomorrow. 

Mr. Hammitt. At the risk of piling on, I’m afraid I completely 
agree with Tom. I think these sorts of instances happen much, 
much too frequently, and I think that the state, when I see the 
state secrets privilege invoked by the Government, my first reac- 
tion personally as an observer is, the Government doesn’t want this 
litigation to happen. It doesn’t have to specify why it believes this 
is a state secret, it just has to, as I said earlier, it has to provide 
this affidavit signed by the Attorney General. 

And that, if the Attorney General is on board, that’s not a ter- 
ribly difficult obstacle to overcome. This sort of thing happens 
when the Government just does not want this litigation to go for- 
ward. I completely agree with Tom. I can’t personally believe that 
there’s any national security involved in there. 

Mrs. Maloney. I just want to thank the chairman for an extraor- 
dinary hearing. I just have one last question for Mr. Blanton. When 
I read redacted Freedom of Information claims, they always cite 
section 5. They get an exemption or we’re blacking it out because 
of section 5. Could you in a general sense tell me what is section 
5? How come they can redact so much under section 5? 

Mr. Blanton. This is the deliberative process exemption. Like 
many exemptions, it comes from a kernel of a good idea. You want 
to encourage the most candid exchanges of views, you want to en- 
courage officials inside any proceeding to give their frankest pos- 
sible advice. 

But I would say today, with the Ashcroft memoranda and the 
way the Government is interpreting it, the B(5) exemption, so- 
called, is now a shadow covering the entire body, or as much as 
they can cover of Government information. The problem fundamen- 
tally I think comes to the core question: How does it really make 
us safer? If a Government official would change their advice to a 
policymaker for fear of being public, the remedy is to fire that 
weak-kneed official, not keep that opinion secret. 

Mrs. Maloney. Thank you very much. 

Mr. Shays. Ms. Edmonds, I’m a little confused as to what the 
status of your relationship is with Grassley and Leahy. Are they 
pursuing this? Have they dropped your case? What have they done? 

Ms. Edmonds. That’s what I am waiting to hear back, because 
I have been sending letters saying, for 2 years I was told that ev- 
erybody in the Congress has to wait for the Inspector General’s re- 
port to come out before 

Mr. Shays. You’re not being responsive to my question. My ques- 
tion is, what is your relationship with Mr. Leahy and Mr. Grassley 
right now? These are two distinguished elected officials who have 
had a chance to review your case far more than Mrs. Maloney and 
I have. I want to know, are they actively pursuing your case? 

Ms. Edmonds. I really can’t answer, because I don’t know. 
They’re not being responsive. 

Mr. Shays. So there is a challenge that you have working with 
these two very distinguished people. 

Ms. Edmonds. They have been actually very supportive and good 
in the past. It’s just that they haven’t been responsive since the IG 
report. 
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Mr. Shays. Which is how long ago? 

Ms. Edmonds. The IG report, they gave it to the Senators be- 
cause they could review it, the classification, etc., in July 2004. So 
since July 2004, I haven’t had any response. 

Mr. Shays. I think the first thing will be obviously to contact 
them and find out what work they’ve already done so we don’t have 
to duplicate it and so on. 

Is it conceivable that the FBI felt that some of your complaints 
were beyond your ability to know? In other words, a question of 
someone’s time sheet? As we’re just going through it, the IG said 
you made a complaint about someone’s time sheet and that person 
wasn’t even there that day. 

Ms. Edmonds. I didn’t make complaints about those. In fact, 
those issues came out much later with the IG, because the IG says, 
a lot of cases in the FBI were criminal, and that to be exact, they 
said since the Inspector General’s office is not in the business of 
conducting criminal investigations, we want to find out about these 
nitty-gritty administrative stuff. That’s how they worded it. 

Mr. Shays. I just want to say, in the report, you accuse someone 
of a time sheet not being accurate, and they found out that the per- 
son wasn’t even in the office that day. That takes away your credi- 
bility, obviously, when you are making complaints about someone 
and are wrong about that. 

I’m just saying, I want you to know I am deeply concerned about 
your testimony and I have to accept on the face of it certain com- 
ments. But it’s a “he said, she said,” and I don’t know what the 
other side is. I just want to respond to you that I don’t know what 
the other side is on this. 

I do know that I don’t like classification to be used as the basis 
not to know both sides. I do know that if you have accused someone 
of espionage, I sure as hell am not going to have you tell me that 
nothing’s been done and then just not respond to it. We’re going to 
respond to it, and you’re going to tell us who those people are and 
we’re going to find out what happened. So we’re not going to drop 
the ball here. 

But I just want you to know. I’ve been in this business now 30 
years. We have one side of this story. We will try to understand 
the other side and then take appropriate action. That’s my point. 

Ms. Edmonds. That’s exactly what I believed that the IG report 
was going to do, and also the Senate letters. 

Mr. Shays. Do you think it did that? 

Ms. Edmonds. Yes, to a certain degree, and also the Senate let- 
ter saying that the FBI had already confirmed all those allegations. 

Mr. Shays. I’m asking about the IG. In other words, you suggest 
the IG’s report be something that is submitted for the record, and 
we submitted it for the record, we’re going to be looking at it. 

But when we look at the record, it’s not something that makes 
you, it does raise one or two questions about what your participa- 
tion in this is. It has a “Keystone Cops” kind of feel to it, with espi- 
onage, which is extraordinarily serious, somehow intertwined in 
here. So it has charges that seem petty that you are making as 
well as espionage at the same time. So it’s just an interesting kind 
of mix of stuff here that we haven’t looked at yet and will look at. 

Ms. Edmonds. That was by IG’s choice, sir. 
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Mr. Shays. What was that? 

Ms. Edmonds. That was by IG’s choice, because the allegations 
that I took to the Senate and to the IG were those core allegations 
you see at the beginning that had to do with mistranslations, in- 
tentional block of translations and espionage cases. But the other 
ones that 

Mr. Shays. Espionage case, in other words, involved in espionage 
or they were guilty of espionage? 

Ms. Edmonds. How it was told to this date is potential espionage 
case, security breaches that were confirmed by other witnesses, 
facts, evidence. 

Mr. Shays. I just want to be clear. Are you accusing people of 
committing espionage? 

Ms. Edmonds. I am accusing people with documents, evidence, 
dates and other witnesses of involving in actions against the 
United States, national security, intelligence, military secrets and 
nuclear secrets. 

Mr. Shays. What about military and nuclear secrets, that they 
were doing what? 

Ms. Edmonds. I cannot talk about that information unless I am 
in a secured facility. 

Mr. Shays. You’re accusing them of committing espionage is the 
answer or not? 

Ms. Edmonds. Right. 

Mr. Shays. So you will meet with our staff afterwards. 

Is there anything that any of you would like to put on the record 
before we adjourn? Any last points? We weren’t intending to focus 
this much on one case, but it certainly was illustrious of an issue 
and very informative. We thank you for being here. 

Mr. Hammitt. I guess from my point of view, I would just like 
to thank the subcommittee for its interest in this subject. I think 
that it’s going to take serious congressional oversight and possibly 
legislative initiatives on the part of Congress to do something about 
the growth of these sorts of non-classified systems of information. 
I really appreciate the fact that you are looking at this, because 
this is an extremely serious problem. 

Mr. Blanton. Mr. Chairman, you asked the question last sum- 
mer that got all this started, because you forced people on the 
record to say how much overclassification is there. If you ask the 
same questions about the pseudo-classification, it’s the beginning of 
reining it in and having a more rational system that actually pro- 
tects us and accountability. 

Mr. Shays. Let me just quickly, that was one of my intentions 
before I was thinking so much of Ms. Edmonds’ case. Are these 
pseudo-classifications something that have been, 2 years ago, 3 
years ago, 10 years ago, 15? 

Mr. Blanton. They have happened as long as there have been 
bureaucrats in the world. Harold Relyea’s paper, which is a fas- 
cinating read, takes us back to the i950’s, it has the battles of 
pseudo-classification just like this. It’s a bad idea, it’s a natural, I 
think, human response, if you’re in a bureaucracy it’s how you pro- 
tect your turf, it’s how you get more resources, it’s how you keep 
other people out. 
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General Groves, the head of the Manhattan Project, listed six or 
eight reasons of why we have to have secrecy around the nuclear 
bomb. The first three were the Germans, the Japanese and the 
Russians. But the next one was to keep prying outsiders and other 
executive agencies and the Congress from knowing what we were 
doing. Another one was, keep our folks focused on their own work 
and not messing around in other compartments. Another was to 
have surprise. He said, but of course that one got lost as soon as 
we blew up the bomb. That was the big secret, that it worked. Once 
you knew it worked, any competent physicist could go back and 
make a nuclear bomb. It wasn’t really a secret any more. 

The people who have real secrets to protect will also tell you, 
there’s a bureaucratic imperative. So you have to count them, cost 
them, limit the people who can create them, put in countervailing 
powers, have independent reviews, and then you’re part-way there. 

Mr. Shays. We had a staff retreat yesterday in which I was tell- 
ing my staff that I wanted to be able to do “cutting edge issues” 
and then do some significant follow-through. I guess this qualifies 
on both levels. 

Mr. Blanton. Yes, sir, that’s true. 

Mr. Shays. This is a very interesting issue and one which will 
get some good attention for this subcommittee. 

Any closing words from you, Ms. Edmonds, before we adjourn? 

Ms. Edmonds. No, I just want to repeat one thing and that 

is 

Mr. Shays. So yes, you want to repeat? [Laughter.] 

Ms. Edmonds. Yes, thank you. 

And that is, aside from the issues that we will be discussing, 
with the other reports out there regarding the EBFs translation 
units and what has happened there in terms of inaccuracies, in- 
competence, back-door hirings, these have been already confirmed, 
not only through me. I can also give you the names, you can get 
it from the IG. We do need hearings regarding these issues, be- 
cause to this date, they have not addressed these issues internally. 
We are in touch with translators in there who are saying, there are 
only cosmetic changes. 

Mr. Shays. Some things we can maybe even achieve without 
hearings, but by simply asking questions and having staff do a lit- 
tle investigative work. It’s amazing what we can get done doing 
that. 

So your testimony has been very helpful to us and we will defi- 
nitely follow through. You’re due to meet with staff afterwards. 

So with that, with no additional comments, we are going to ad- 
journ this hearing. 

[Whereupon, at 5:11 p.m., the subcommittee was adjourned.] 

[Additional information submitted for the hearing record follows:] 
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U.S. Department of 
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Office of the Secretory 
of Transportation 


May 


9, 2005 


400 Seventh St., S.W. 
Washington. D-C. 20590 


The Honorable Christopher Shays S 

Chairman, Subcommittee on National SecuritJ, 
Emerging Threats, and International Relalie 
Committee on Government Reform i 

House of Representatives I 

Washington, DC 205 1 5 ! 


ns 


Dear Chairman Shays: 

We are pleased to provide for the recoi 
my testimony on March 2, 2005. Before I do 
role of the Department of Transportation (DO^] 
may assist in clarifying my testimony. 


'|d the following responses to questions related to 
hat, 1 would like make a brief comment about the 
') in classification of intelligence information that 


DOT and its operating administrations 
(FAA), are consumers, not collectors, of intell 
ligence and Law Enforcement Communities, i 
authority and responsibility for the original cl; 
porting to other agencies of the Federal Govei 
reports, such as DOT and FAA, must observe 
when reproducing, extracting or summarizing 
not declassify, or otherwise change the classif 
sent of the originating agency, 

Ouestion I . What individuals in the D< 

such as the Federal Aviation Administration 
gence information. The agencies of the U.S. Intel- 
s collectors of intelligence information, have the 
ssification and dissemination of intelligence re- 
■iment. Agencies that receive these intelligence 
and respect the original classification decision 
classified information from these reports and can- 
cation status of the information without the con- 

nartraent of TransDortation were involved in the 

review, classification, and declassification of 

he 9/1 1 Commission staff monoeraoh? Did these 

individuals have contact with other aeencies £ 

ad who were their noints of contact in these aaen- 

cies? 

Answer. The individuals involved wet 
Department’s Office of Intelligence and Secui 
Emergency Response); FAA’s Assistant Adm 
Lynne Osmus, and her deputy, Claudio Mann 
uty FAA Administrator. Each of them only re 
declassified any of it. 

To our knowledge, these individuals d 
Intelligence Operations Specialist recommem 
Transportation Security Administration (TSA 
which is legislatively charged with aviation si 

: a staff Intelligence Operations Specialist in the 
ity (now, the Office of Intelligence, Security, and 
inistrator for Security and Hazardous Materials, 

>; and Shirley Miller, Special Assistant to the Dep- 
dewed the information and neither classified nor 

d not contact any other agencies, except that the 
ed to the Department of Justice that it consult the 
of the Department of Homeland Security (DHS), 
curity. 
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Question 2. To the best of vour knowle 

dge. who made final decisions on what to declas- 

sifv in the 9/1 1 monoaranh and when? 

Answer. We have no knowledge on thi 

Question 3. You testified that the “FA/ 

. recommended to Justice that DHS be consulted 

on FAA’s recommendations.” What were the 1 

AA recommendations? Did the FAA have anv 

direct interaction with the Denartment of Horn 

:land Security? 

Answer. Pursuant to the Aviation and ' 
land Security Act of 2002, the aviation securit 
Intelligence Qperations Specialist who did the 
ment of Justice consult with DHS on whether 
viewed portions of the monograph remained c 
to final classification of any information in the 
garding the monograph. 

Question 4. Did the FAA recommend 

ransportation Security Act of 2001 and the Home- 
' mission vested with DHS/TSA. Therefore, the 
review for FAA recommended that the Depart- 
he security-related information contained in re- 
assified. FAA made no recommendations relative 
monograph, and did not interact with DHS re- 

rdacting anv information? If so. are there anv dif- 

ferences in the redactions the FAA recommen 

led and the final redactions in January? If so. what 

are those differences? 

Answer. No. FAA did not recommend 
against redacting any information). 

Question 5. Did FAA officials ever cot 

redacting any information (nor did it recommend 

isult or negotiate with the staff of the 9/1 1 Com- 

mission who wrote the renort regarding redact 

ons? 

Answer. No. The Commission ceased 
August 26, 2004, was not circulated for reviev 

Question 6. Did the FAA officials eve^ 

to exist in August 2004 and the monograph, dated 
’ until September 2004. 

suggest language changes that might have 

avoided classification? 

Answer. No. FAA officials never sugg 
classification. Since they were not the original 
sition to do that. Moreover, as noted above, th 

Question 7. Qn Mav 16. 2002. Nation, 

isted language changes that might have avoided 
classifiers of the information, they were in no po- 
; Commission no longer existed. 

1 Security Advisor Condoleezza Rice held a nress 

conference to address questions about what th 

: government knew about the likelihood of a ter- 

rorist attack before Sentember 11. 2001. She s 

ated: “1 don’t think anybody could have nredicted 

that these neonle . . . would trv to use an airok 

ne as a missile, a hiiacked aimlane as a missile.” 

Prior to holding her nress conference, did Ms. 

Rice ever contact vou. vour oredecessors?. or vour 

office regarding what the Denartment of Tran; 

Dortation or the FAA knew about the nossibilitv 

that terrorists might use hiiacked aimlanes in ; 

uicide attacks? 

Question 8. Qn Anril 8. 2004. Ms. Ric 

: testified before the 9/1 1 Commission, stating that 

“this kind of anaivsis about the use of airolam 

s as weanons actually was never briefed to us.” 

Between the time she held her nress confereni 

e on Mav 16. 2002. and when she testified before 
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the 9/11 Commission on April 8. 2004. did Msl Rice consult with you, you predecessor, or your 


office on this specific question? 

Question 9. Did anyone at the National 


Security Council consult with anyone in your of- 


fice before Ms. Rice made either of these publ; 


:ic statements? 


Answer . As I indicated in my oral responses at the hearing, I haye no knowledge relating 
to these questions. 

Question 10. You testified that in fiscal year 2001. “FAA made one SECRET classifica- 


tion and the United States Coast Guard, now part of DHS, made one.” You also testified that in 


fiscal year 2002, “FAA made six secret classifli 


tion. you testified that in fiscal year 2003. “DC 


[cations and the Coast Guard made one." In addi- 


T made no original security classifications.” and 


that in fiscal year 2004. “we also made no original security classifications." Proyide the number 


of designations made by FAA. the Coast Ouarfl. and the Department of Transportation in fiscal 


years 2001. 2002. 2003. and 2004, based on “for official use only.” “sensitive security informa- 


tion.” or any other re.stricted information designations that fall outside the national security clas- 


sification system. 

Answer . During the period in question, 
designations other than national security class! 
cords of SSI designations, of which there havel 
“For Official Use Only” this year, but we havq 
latory or other national policy governing the 
controls on classified national security informi 


we did not keep records of restricted information 
lijfications. Since January 2005, we have kept re- 
been two. Information has also been designated as 
no records of how many times. There is no regu- 
;e of the FOUQ designation, as opposed to the 
idtion. 


Finally, you asked that we provide the 
correspondence regarding the agency’s review^ 
report on FAA intelligence warnings. The 
simile message from the FAA to the Departm^l 
telligence Specialist in the text of the monogrs 
sage is enclosed. 


pubcommittee with FAA or DOT memoranda or 
and redaction of the 9/1 1 Commission FAA staff 
such memorandum or correspondence was a fac- 
it of Justice, transmitting the notations of the In- 
A copy of the transmittal sheet for that mes- 


■aph. 


Please let us know if we can provide additional information to the Subcommittee. 


Sincerely, 




Christopher A. McMahon, RADM, USMS 
Office of Intelligence, Security, and Emergen<|y Response 

Enclosure 
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